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4. About Labris Networks Inc.

Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing
provider of network security solutions through its globally-proven products. Labris
ensures ultimate network security through its extensive product line including
Firewall/VPN, Web Security, E-Mail Security, Lawful Interception and Availability
Protection solutions on LABRIS UTM, Labris LOG and Harpp DDoS Mitigator
appliances. Next-generation solutions are developed to detect, identify all kinds of real-
time threats, applications providing a smart shield against intrusions, viruses, spam,
malware and availability attacks.

Labris products protect networks of all sizes with a variety of topologies and
deployment scenarios. Through Labris FLEX firmware options, the customers have
privileges to get the security software they need as well as extra modules such as
Wireless Guest Authentication, Detailed Internet Reporting, Lawful Interception and
Logging. Having a customer-focused, future-oriented and flexible approach, Labris
also offers its state-of-the-art security software as a Cloud Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris
products protect enterprises, brands, government entities, service providers and
mission-critical infrastructures.

Labris with its worldwide partners is committed to the highest levels of customer
satisfaction and loyalty, providing the best after-sales support by the multilingual
Global Support Center. Being one of the Common Criteria EAL4+ certified security
gateway brands in the world and rapidly growing global player, Labris provides its
customers the top-level security with optimum cost. Labris, headquartered in Ankara,
Turkey, has offices serving Europe, Middle East, North Africa, Caucasus and
Southeast Asia.

5. About Labris UTM

Labris UTM is an ldentity-based UTM Appliance. Labris UTM'’s solution is purpose-
built to meet the security needs of corporates, government organizations, and
educational institutions. Labris UTM’s perfect blend of best-of-breed solutions includes
Identity based Firewall, Content filtering, Anti Virus, Anti Spam, Intrusion Detection
and Prevention (IDP), and VPN.

Labris UTM provides increased LAN security by providing separate port for connecting
to the publicly accessible servers like Web server, Mail server, FTP server etc. hosted
in DMZ which are visible to the external world and still have firewall protection. It also
provides assistance in improving bandwidth management, increasing employee
productivity and reducing legal liability associated with undesirable Internet content
access.

Labris UTM is available for Small Enterprises , Medium Enterprises as well as Large
Enterprises
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Labris UTM Web Security provides further control to block inappropriate and illegal
web sites as well as instant messaging and peer-to-peer applications while Labris
UTM Application Intelligence and Control broadens control over inefficient web
applications such as social media platforms (Facebook, twitter, etc.), online trading,
IM/chat, peer-to-peer sharing and streaming video sites. Labris Email Security
completes the offering with effective protection against spam and phishing attacks so
employees only read legitimate emails and are not exposed to fake emails. Labris
UTM’s intelligent solutions simplify the centralized management of local and remote
network services while protecting your precious information and communications
resources with low TCO.

6. How to Purchase Labris UTM?

To purchase LABRIS UTM, Visit - http://labrisnetworks.com/products/product/Ibrutm-
series- appliances/

You can purchase througauthorized distributors http://labrisnetworks.com/authorized-
distributors/

7. Labris UTM Appliance Depolyment Arcihtecture

This section provides information about the logical and physical design for the
prescribed deployment architecture. LABRIS UTM Appliance deployment architecture
consists of software processes called servers, topological units referenced as nodes
and the security device known as Labris UTM. In the below deployment architecture,
all the Servers and LAN users are connected to the Labris UTM through L2 switches.
Labris UTM Appliance is connected to external network through Router.

External
Network

——

Router g

w3, Labris UTm

Local Network

Server Segment
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8. Connecting to the Device

Connect the device to a management computer using an Ethernet cable. You can use
a Crossover Ethernet cable for a direct connection, or a straight Ethernet cable if
connecting via a hub or switch. Both types of cables are provided with the device.
Connect one end of the Ethernet cable to the Labris UTM device (eth0) and the other
end to the computer's Ethernet interface.

9. Accessing the Web Admin Console
To access the Labris Web Admin Console, follow these steps:

1.

Identify the Default Management Port: Labris Default Management Port:
ethO/Portl/NetO/Mgt (the first port of the device).
Default IP Address: The default IP address for ethO/Port 1/Net0/Mgt (the first
port) is 169.254.1.1/16 (subnet mask 255.255.0.0).
Default Credentials:

Username: admin

Password: labris
Configure Your Computer: Connect your computer to the first port of the Labris
device. Open the network settings on your computer. Assign the IP address
169.254.1.10 and the subnet mask 255.255.0.0 to your computer.
Access the Web Console: Open a web browser and navigate to
https://169.254.1.1:81. This IP address corresponds to the Labris device's
management interface.
Log In: The login page for the LABRIS UTM Web Console will be displayed.
Enter the default username and password to log in.

You should now have access to the Labris Web Admin Console where you can
configure and manage your device.

Welcome

Next Generation UTM ¢

www.labrisnetworks.com

Labris Networks
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1 Username Type your current Default username. This username is
provided during setup.

2 Password Type your current default password. This password is
the one you give during installation. A good password
is a mix of letters, numbers, and special characters
together that is at least 8 characters long.

3 Login Click on the "Login" button to log in to your device

9.1 Understanding the landing page or home screen
After logging in with the username and password, you will understand the various
parts of the main screen of the Labris UTM device.

= Labris _ 1)
' I owevwanas (] hboard & System o Network = VPN 4 Policies. & E-mail Security 0IDs &IPS W Objects & Identity © Monitor Yt

© System Information & Signature Database I System Status B

Appcontrol:3404 CPU Usage MemoryUsage  Disk Usage
IDS:49270

1 Tab Section You can navigate through various sections such as Control
Panel, System, Network, VPN, Policies, E-mail Security,
Object & Identity, Monitor, Visibility, Logs & Reports, Help,
and Logged-in User.

2 Control Panel | After the first login, you will see the Labris Security
Dashboard. On the Dashboard, you can see the system,
signature database, system status, application usage,
interfaces, and transaction statistics.
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9.1.1 System Information

In the System Information area on the control panel, you can view the device's name,
version, number of users, runtime, and system time information.

@© System Informa@
Hostname:labris
Version:4.0.0-1453.devel @
Current Users:19

Uptime:0d-10h-07m @

® System Time: May 15, 2024 05:10 PM @

1 Hostname Indicates the name of the device.

2 Version Shows device version information.

3 Current Users | Shows the instantaneous number of users connected to the
device.

4 Runtime Displays the operating time of the device in days, hours,
and minutes.

5 System Time | Shows the time and date of the device.

9.1.2 Signature Database
Shows the IDS and application control numbers on the Labris UTM device.

£ Signature Database

Appcontrol:3404 @

IDS:49270
@ Last Update: Mar 26, 2024 08:21 PM @

1 Appcontrol Shows the number of application check signatures.

2 IDS Shows the number of intrusion detection system
signatures.

3 Last Update Indicates the date and time when the application control
and intrusion detection systems were updated.

11 Labris Networks
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9.1.3 System Status

The system status displays the device's processor usage, memory usage, disk usage,
number of connections, and load statuses, and shows information with diagrams that
allow us to easily understand the use cases of the processor, memory, disk, and
number of connections.

= System Status

CPU Usage @ Memory Usage @ Disk Usage @ Connection Count @

1047

19 75 18

@ Load 7.41 (1 min) / 7.77 (5 mins) / 6.86 (15 mins) @

1 Cpu Usage Shows the device’s processor usage numerically.
2 Memory Shows the device's memory usage numerically.
Usage
3 Disk Usage Shows the disk usage of the device numerically.
4 Connection Shows the number of devices that are connected to the
Count device.
5 Load Shows the load status of services running on the device.
The values here show the average load values of 1, 5, and
15 minutes.

9.1.4 Application Usage

The names of the protocols present in the application layer and the number of their
uses.

9 Application Usage

DNS: 63 530 368 @ Loy =

12 Labris Networks
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1 Application Shows the names of the most used protocols in the
Names application layer.

2 Number of | Shows the number of uses of the most used protocols
Applications in the application layer.

9.1.5 Network Interfaces

It shows the interfaces defined on the device and gives detailed information about the
defined interfaces. If a cable is plugged in on the ports of the Labris device, it is green.
If the cable is unplugged or the port is not in use, it will be grayed out. In this way,
information about the cables connected to the device is obtained.

9 Network Interfaces

Incoming -+ Outgoing

1 Interfaces The port information of the interfaces and the port to which
the cable is connected are displayed. If there is a cable
connected to the port, it appears in green, and if the cable
IS not connected, it appears in gray.

2 Incoming/Out | The time interval of inbound/outbound packets is displayed
going in KB/s. A green chart shows incoming packets, while an
Packets orange chart shows outgoing packets.
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9 Network Interfaces

ethl
10k
ggw
m @ m
oz .
0 — General Information
I b .
@'? _th 4 Interface:
N Netmask:
1P:
Link State:
Status:

Received Bytes:
Transmitted Bytes:

Errors
Received

Drops:
Errors:

Transmitted

Drops:
Errors:
Collisions:

eth1
255.255.255.0
192.168.100.100
up

up

1214333430
9102459999

0
9866728
0

When the cursor above is moved to Portl, it shows detailed information about Port1.
It shows interface information, IP and network mask, link status, received and sent
data, and incoming information. In the Errors section, it shows the errors in the

received and sent packets.

14
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9.1.6 Action Statistics

Action statistics graphically show the number of traffic that passes through the firewall
and web filter rules in the policies module, whether it is allowed or blocked. The data
kept in Action Statistics is 7 days of data.

& Action Statistics

2024-05-18 @

Accept(Firewall): 1861247 packet/day
Total: 2865240 packet/day J

] [] ] = - — L
2024-05-22 2024-05-23

2024-05-17 2024-05-18 2024-05-19 2024-05-20 2024-05-21

Logs (packet/day)

Accept(Firewall) @ Deny(Firewall) Allowed(Webfilter) Denied(Webfilter)

1 Accept(Firewall) | Shows a graph of the traffic that has passed through
the firewall rules in the Policy module with permission.
It is light blue in color.

2 Deny(Firewall) Shows a graph of traffic that has been blocked by the
firewall rules in the Policy module. It is black in color.

3 Allowed(Webfilter | Shows a graph of the traffic that passes through the
) web filter users in the Policies module with permission.
It is green in color.

4 Denied(Webfilter) | Shows a graph of the traffic that passes through the
web filter used in the Policies module as blocked. It is
orange in color.

5 Graphic Graphically shows the traffic that passes through the
firewall and web filter rules. It graphically shows 7 days
of data.

15 Labris Networks
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10. System

In the system module, the name of the device is determined, and web and SSH port
information is assigned. In addition, the users who will be authorized to access the
device and their authorization settings are regulated. In this module, the certificate is
created and the configuration settings of the devices are made for the redundancy
structure (active/active or active/passive). Backups of the settings on the device are

taken and software updates are performed. The IP address to be authorized to access
the device is added, and finally, the license information is displayed.

All of the above-mentioned operations are performed in the System Module. When the
System Module is clicked, the General Settings module appears as the welcome

screen.

Labris

Qll & Network P VPN A Policies = E-mail Security  UIDS &IPS i Objects & Identity _© Monitor

© General Settings

aaaaa
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10.1 General Settings

The device's name, web port, SSH port, date and time settings, and SMTP settings
are displayed, and the default settings are changed here. The General Settings tab is
divided into three sections. These are General Settings, Date and Time Settings, and
SMTP Settings.

10.1.1 General Settings

It shows the name, ssh, and web port of the device defined on the device. Using the
General Settings module, the device name is changed, and the added certificate is
added in the Certificate Management module.

BSave@
@ Hostname labris
@ ‘Web Port 81
@ SSH Port 22
@ Certificate Based Authentication [
@Enlorce [
@ Certificate Authority lahris

1 Save Saves the changes made in the incoming Settings
module.

2 Hosthname Indicates the name of the device. To change the name
of the device, the device name is changed by typing
the server name you want and pressing the save
button.

3 Web Port Indicates the port that allows connecting to the web
interface. (e.g. 192.168.1.1:81)

4 SSH Port Indicates the port that allows connecting to SSH.

5 Certificate-Based | It is a button that allows you to connect to the web

Authentication interface with a certificate. In this way, it can be
connected to the device that has the certificate added
in the Certificate Management module.

6 Enforce It makes it mandatory to connect with a certificate
when connecting to the web interface.

17 Labris Networks
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7 Certificate The certificate authority added in the Certificate
Authority Management module is selected.

10.1.2 Date / Time Settings

The date and time of the device are set manually or via an NTP server in the Date/Time
Settings section found in the General Settings tab.

@ Date/Time Settings

0 Time Zone Europe/lstanbul

@ Date & Time ntp manual
@ Date 2024-05-15 18:09:10

1 Time Zone It is used to set the date and time of the device
according to the time zone.

2 Date &Time It is used to add the date and time of the device from
the NTP server or manually.

3 Date When the manual is selected, the date and time can be
adjusted. When NTP is selected, date and time
settings are made according to the added NTP server.

18 Labris Networks
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-If the manual is selected in the Date & Time Settings section, the following steps are
followed:

1. The manual must be marked in the Date & Time section.

2. The date is set manually from the calendar.

© Tarih/Zaman Ayarlari

Zaman Dilimi Europe/lstanbul - ‘

Tarih & Zaman ntp @
Tarih [ 50240209 09:29:18) @
€

February 2024 3
— S e Ly I~
28 29 30 31 1 2 3

Etkiplestir 4 5 8 7 8 ﬂ10
11 12 13 14 15 16 17

SMTP Sunjicusu 18 19 20 21 22 23 24 Test maili gonder
Mod 25 26 27 28 29 1 2 . ‘
3 4 5 6 7 8 9
Today
SunuculBarty

—
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-If NTP is selected in the Date & Time Settings section, the following steps are
followed:

1. NTP must be marked in the Date & Time section.

2. By default, another IP or domain address is entered other than
0.pool.ntp.org, 1.pool.ntp.org, and 2.pool.ntp.org.

3. After entering the IP or domain address of the NTP server, the addition
process is done by pressing the add button.

4. If you want to delete the NTP server you have added, you can delete it by
pressing the delete button.

5. The added NTP server is added to the end of the list.

@ Date/Time Settings

Time Zone

Europeflstanbul
Date & Time

o .
o -~

Add NTP Server 192.168.1.101 [ +]

0.pool.ntp.org |:| @

1.pool.ntp.org

manual

2.pool.ntp.org

192.168.1.100 | @

20 Labris Networks
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10.1.3 SMTP Settings
It is the section where SMTP server settings are made on the Labris UTM device.
When this section is configured, an information e-mail is received about the operating
status of the device. Within the scope of the incoming malil, it sends an information e-
mail in cases such as services that do not work on the device, disk status, etc. In

addition to these, when SMTP is enabled, it sends an e-mail to the administrator e-
mail address attached in the cases where the backup is taken in the Setting Backup

tab.
@ Enable @)
@ Mail From labris@|abrisnetworks.com
@ Username labris@|abrisnetworks.com
@ Admin Mail admin@labrisnetworks.com [+] ‘/
. admin@labrisnetworks.com | @
1 Enable It is the button where the STMP settings are enabled.
2 SMTP Server It is where the domain address of the SMTP server is
entered.
3 Mode This is where the encryption mode of the SMTP server
is selected.
4 Server Port This is where the port of the SMTP server is entered.
Ex. 465
5 Mail From This is the section where the sender address of the
incoming mail is entered. The mail will be sent to the
e-mail address written here. Ex.
labris@labrisnetworks.com
6 Username SMTP is where the user name of the mail address
opened on the server is written. EX.
labris@labrisnetworks.com

21
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7 Password SMTP is the place where the password of the malil
address opened on the server is written.

8 Admin Mail This is where the administrator address to which the
mail will be sent is entered. Ex.
yonetim@]Iabrisnetworks.com

9 Add an Admin | This is where the e-mail address of the administrator
Mail Address you want to add is written. EX.
destek@labrisnetworks.com

10 Admin Mail | Shows the list of added admin mail addresses.
Address List

11 Send Test Mail After the SMTP settings are made, a test email is sent
for testing purposes, and the SMTP settings are tested.

10.2 Administration

It is the tab where the users who will be authorized to access the web interface of the
Labris UTM device are added and the profiles (authorizations) specific to the added
users are set. It has two sub-tabs for users and profiles.

s Network @ VPN A Policies & E-mail Security UIDS&IPS il Objects & Identity  © Monitor

PR 1 labris Labris Support admin

o
]
L]
&

By default, the admin user comes. The password of the admin user comes as a Labris
after the first installation.
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10.2.1 Users
It is the tab where users who will access the web interface are added. In order to add

a user, itis first necessary to add a user from the Identity tab in the Objects and Identity
module.

SEEMl & Network 7 VPN é Policies £ E-mail Security  0IDS & IPS Il Objecs & Identity & Monitor

1 Add It is the button to which the user who will access the
device is added.

2 Username This is the section where the name of the user who is
authorized to log in to the Labris UTM device is
displayed.

3 Real Name This is the section where display real name of added
admin user.

4 Access Profile This is the section where the access authorization of

the admin user is displayed.

5 Multiple Login This is the section where the multiple login permission
of the added admin user is displayed. A user who has
been granted multiple entries can log on to more than
one computer.

6 Manage The added admin is the section where the user is
deleted or the information about the user is changed.
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-It is necessary to press the add button to add users. Once pressed, we must select

the added user in the Objects and Identities module. After pressing the Add button,
the following screen appears.

User/Group Profile

@ Select User labris v
@ Access Profile
@ -

@ APl Key Service (
-

514efl5eabd69bdced03e 7|
01ff5cf12428342379d667
44aal7684ea33828705c9

admin | | ]

Muitiple Login

@ IP Whitelist 1111 (4]
Mo rows to display.
o
1 Select User Users created in the Objects and Identities module are

selected to be granted access authorization.

2 Access Profile Users who are authorized to access the web interface
are granted profile access authorizations. When a
profile is created for the VPN module and a profile is
assigned to the user, the user only shows the VPN
module.

3 Multiple Login This is where more than one login authorization is
enabled for the user who has been granted access.

4 APl Key Service It is the key generated for authentication by the user
who will be granted access. The API key is
regenerated or deleted.

5 IP Whitelist This is the section where the IP address that does not
require an API Key is entered.

6 Save It is the button where the settings of the user who will
be authorized to access the web interface are saved.

7 Close It is the button where the window opens after the Add
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button is pressed.

10.2.2 Profiles

It is the tab where the profile settings of the users who will be authorized to access the
web interface are made. On the Profiles tab, the user is authorized to access the
modules that they can access. By default, there are two profiles.

licies & E-mail Security  DIDS &IPS I Objects & identity @ Monitor

1 Add It is the button where the profile of the user who will be
connected to the Labris UTM device is added.

2 Name This is the section where the name of the added profile
is displayed.
3 Description This is the section where the description of the added

profile is displayed.

4 Manage It is the section where the authorizations of the added
profile are edited or deleted.
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-Click the add button to add a profile. After clicking the Add button, the following screen

appears.

System Profiles

@ Description VPN access profild
— Dashboard
— System
— Network v~
- VPN ~
- — L2TP
- - PPTP
— — SSLVPN »
= = IPsec >
— Policies v~
— E-mail Security v
— IDS &IPS ~
1 Profile Name It is the place where the name is entered in the profile
to be created. Ex. VPN
2 Description It is the place where the description of the profile that
will be created is written.
3 Modules to be|The module to be given management authority is
Authorized selected by the user who will be given management
authority. Read, write, and delete authorizations are
granted for the module.
4 Save It is the button where the settings are saved after the
profile is set.
5 Close It is the button where the window opened by clicking
the Add button is closed.
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10.3 Certificate Manage

The Certificate Management tab allows the creation of certificates within the device.
The generated certificate can also be user-based. The generated certificate uses SSL
to access the web interface. In order to access the web interface with a certificate, it
IS necessary to activate the certificate in the General Settings module.

VPN & Policies & E-mail Security QIDS&IPS |l Objects & Identity ) Monitor

There are two sub-tabs on the Certificate Management tab. These are Certificates and
Certificate Authority.

10.3.1 Certificates

This is the tab on which the certificate is created on the device or where the generated
certificate is added to the device. The certificate created on the Certificates tab is
created in the client, and the client-based certificate is created. In addition, the
generated certificate can be regular or user-based.

& Dashboard [ENEERY Network = VPN 4 Policies % E-mail Security _ U1DS &IPS Il Obiects & Identity & Monitor

1 Generate It is used to create certificates.

2 Import It is used to add another certificate that has already
been created to the device.

3 Certificate Name | The name of the generated certificate appears.
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4 Common Name The common name of the generated certificate
appears.
5 Certificate Indicates the authority of the generated certificate.
Authority
6 Certificate Type Indicates the type of certificate that was created. There

are two types: Client and Server.

7 Manage This is the section where the contents of the created
certificate are displayed, and the certificate is
downloaded and deleted.

-Click the Create button to create a certificate. After clicking the Create button, the
screen that appears is as follows.

Generate New Cetrtificate

@ Certificate Name labris
@ Key Length 2048 v

Valid For 1825 day

WG Certificate Authority labris v
b

@ Key Type Client Certificate v
@ Country Code TR -

@ Province Turkey
@ City Ankara
@ Organization Labris Networks

@ E-mail support@Ilabrisnetworks.com

A
I: 1 :I Commeon Name Type Normal User
N

@ Common Name labrig
o=

1 Certificate Name | This is the section where the name of the certificate to
be created is entered.

2 Key Length This is the section where the key length of the
certificate to be created is selected. Select the length
of the bits for which the encryption will be performed.
The bit length is chosen from 1024, 2048, and 4096
lengths.
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3 Validity The validity period of the certificate to be created is
Period(Days) entered. The entered validity period is determined by
the day.
Ex. After 1825 days, the validity period of the certificate
expires.
4 Certificate This is where the authority created on the Certificate
Authority Authority tab is selected.
5 Key Type This is where the key type of the certificate is selected.

There are two key types: Client and Server.

6 Country Code This is where the country code of the certificate is
selected.

Ex. TR.

7 Province It is where the state of the certificate to be created is
entered.

EX. Turkey.

8 City It is the place where the city name of the certificate to
be created is entered. Ex. Ankara.

9 Organization It is where the name of the organization is entered. Ex.
Labris Networks.

10 E-mail This is where the email address is entered. Ex.
support@labrisnetworks.com

11 Common Name | It is the place where it is selected whether the
Type certificate to be created will be normal or user-based.

12 Common Name When it is selected as normal, the public key must be
entered. When a user is selected, the user created in
the Objects and Identities module is selected. If a user
is selected, the use case of the certificate in the
SSLVPN and web interface is indicated.
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13 Save It is used in cases where the certificate to be created
needs to be saved after it has been configured.

14 Close Itis used in cases where the screen needs to be closed
after clicking the Add button.

-Click the download button to add the created Certificate Authority. After clicking the
download button, the screen that appears is as follows.

Import Certificate

":._. E .':I Upload With ZIP @ CA And Key @
@ ZIP File

oo X

1 Upload With Select the installation type of the Certificate Authority
to be downloaded.

2 ZIP It downloads the Certificate Authority via ZIP.
3 CA and Key It downloads the Certificate Authority via CA and Key.
4 ZIP File This is where the Certificate Authority that will be

added from your computer is selected.

5 Import This is the button where the selected Certificate
Authority is downloaded.

6 Close When the download button is clicked, it closes the
window that opens.
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10.3.2 Certificate Authority

An authority is created for the certificate created on the Certificates tab. Certificate
authority that is not on the device can be added to devices.

1 Generate It is used to establish the certificate authority.

2 Import It is used to add another certificate authority outside of
the device.

3 Authority Name The name of the certificate authority is displayed.

4 Common Name The common name of the certificate authority is
displayed.

5 Manage This is the section where the content of the created
certificate authority is displayed, and the certificate
authority is downloaded and deleted.
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-Click the Create button to create a certificate authority. After clicking the Create
button, the screen that appears is as follows.

Generate Certificate Authority

@ Certificate Name labrisauthority
@ Key Length 2048 v
@ Valid For 1825 day
@ Country Code TR v
0:51 Country of Province Turkey
@ City Ankara
@ Organization Labris Networks

I‘___ 8 I E-mail support@|abrisnetworks.com

@ Commeon Name labris

O =0 E3

1 Certificate Name | This is the section where the name of the certificate to
be created is entered.

2 Key Length This is the section where the key length of the
certificate to be created is selected. Select the length
of the bits for which the encryption will be performed.
The bit length is chosen from 1024, 2048, and 4096

lengths.

3 Valid For(Days) The validity period of the certificate to be created is
entered. The entered validity period is determined by
the day.

Ex. After 1825 days, the validity period of the certificate
expires.

4 Country Code This is where the country code of the certificate is
selected.

Ex. TR.
5 Country of | It is where the state of the certificate to be created is
Province entered.
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Ex. Turkey.

6 City It is the place where the city name of the certificate to
be created is entered.

Ex. Ankara.

7 Organization It is where the name of the organization is entered. Ex.
Labris Networks.

8 E-mail This is where the email address is entered.

Ex. support@labrisnetworks.com

9 Common Name It is the place where it is selected whether the
certificate to be created will be normal or user-based.

10 Save It is used in cases where the certificate to be created
needs to be saved after it has been configured.

11 Close Itis used in cases where the screen needs to be closed
after clicking the Create button.

-Click the Download button to add the created Certificate Authority. After clicking the
download button, the screen that appears is as follows.

Import Certificate

0 02 @ o

@ ZIP File

O

1 Upload With Select the installation type of the Certificate Authority
to be downloaded.

2 ZIP It makes the download process of the Certificate
Authority to be downloaded with ZIP.

3 CA and Key It downloads the Certificate Authority to be
downloaded with its CA and Key.
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4 ZIP File This is where the Certificate Authority that will be
added from your computer is selected.

5 Import This is the button where the selected Certificate
Authority is downloaded.

6 Close When the download button is clicked, it closes the
window that opens.

10.4 High Availability

It is the module where the high availability settings of Labris devices are made. It
occurs when two devices back up each other, and in cases where one of the devices
breaks down or malfunctions, a redundancy structure occurs when it switches to the
passive device. Running devices will work as active-active or active-passive.

Labris

@ Dashboard L system i Network @ VPN & Policies &2 E-mail Security UIDS &IPS Il Objects & Identity € Monitor
Q@ General Settings Bsave
© Administration v % High Availability Settings
B} Cenificate Manager v Enable C \
B High Availability [
Mode Active-Passive v
4 Backup & Restore
Protocol -
O Firmware Cluster
Console Access Role Master v
4, License HA Interface 0 eth7 (192.168.100.1) M
PeerlP 195 168.100.2
Sync Period 2 Hours .
Shared Key

Control Settings

Keepalive 2 Sec.

Dead Time 6 Sec

Warning Time 4 Sec.

Initial Dead Time 8 sec.
Reliable Ping Host 192.168.2.2

This Node Peer Node
Node Name  Active Standby
Sync Status OK OK
Firmware Version 4.0.0-1447 4.0.0-1447
Service Running Running
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10.4.1 High Availability Settings

In the High Availability Settings section, the redundancy settings of the devices are
made, and the protocol information, the interface to be redundant, and the pairing
period of the device are selected.

Hsave @

Enable
-

@ Made Active-Passive

@ Protocol Cluster
@ Role Master

HA Interface [ eth3 (192.0.0.1)

@ PeerlP ' 1920.0.2
@ Sync Period 2 Hours

Shared Key i

1 Save It is the button where the redundancy configuration is
saved.

2 Enable It is the button where the redundancy settings are
enabled.

3 Mode It is the section where redundant devices are set as
active-active or active-passive.

4 Protocol The protocols of the devices that will work redundantly
are selected. It is necessary to choose the protocol as
a VRRP or a Cluster. When VRRP is selected, it looks
at the state of the selected interface. When Cluster is
selected, a reliable ping server must be entered, and it
looks at the status on the ping server.

5 Role The task of the device to be configured as redundant
is selected. If Task Active is selected, the device you
configured will continue its task until it is delegated to
the passive device.

6 HA Interface It is the section where the interface to be redundant is
selected.

7 Peer IP Redundant is the section where the IP address of the
other device to be configured is entered.
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8

Sync Period

The pairing period for the configuration of the device is
selected. Pairing is done on active-passively installed
devices by switching the configuration on the active
device to the passive device.

Shared Key

This is the section where the shared key for the
devices is entered.

10.4.2 Control Settings

Control Settings vary depending on the protocol selected in the High Availability
Settings section.

-If the protocol cluster is selected in the High Availability Settings, the following screen
is edited.

Control Settings {f::-;_?::"'i}

-1

Dead Time

Keepalive 1 Sec.

@ Warning Time 2 Sec.
@ Initial Dead Time & Sec.

@ Reliable Ping Host 192.0.0.52

Control Settings

It is the section where the control settings of redundant
devices are made.

Keepalive

It is where the time to enter the time during which
access to the trusted ping server will be tested.

Dead Time

This is the section where the time of discontinuation of
access to the ping server is entered.

Ex. If it cannot access it within 4 seconds, it transfers
the task to the passive device at the end of 4 seconds.

Warning Time

If the ping receives a 2-second warning packet on
accessing the server, it delegates the task to the
passive device. The warning time is set in this section.

Initial Dead Time

It tests access to the ping presentation for 6 seconds
from the time of death. When access to the ping server
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arrives, the active device takes over. When the ping
server cannot be accessed, it remains on the passive

device.
6 Reliable Ping | This is the section where the IP address of the server
Host to which the device will ping is entered. The ping server

written here can be a server running on an internal or
external network.

-If the protocol VRRP is selected in High Availability Settings, the following screen is

edited.
@ Interval 20 Sec.
@ Fall 2 Count
@ Rise 2 Count
@ Track Interfaces 0 etnl (192.168.2.1)

@ Collision 2 . Count

@ Error 2 Count

@ Rx Packets 2 Count

@ Tx Packets 2 Count

1 Interval It is where the second is indicated, which controls the
specified interface.

2 Fail If it cannot reach 2 times in the second specified in the
interval section, that is, 30 seconds, it transfers the
task to the passive device.

3 Rise If it reaches 2 times in the second specified in the
increase section, thatis, in 30 seconds, it continues the
task.

4 Track Interfaces | It is the section where the interface to be controlled is
selected.

5 Interface State | It is the section where checking the interface status is

Check activated when desired.
6 Collision This is the section where the collision values of the
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interface are entered.

7 Error Error values in the packets coming to the interface are
entered.

8 Rx Packets Rx (Receiver) is specified in the number of packets.

9 Tx Packets Tx (Transmitted) is specified as the number of packets.

10.4.3 Load Transfer Settings
The protocol selected in High Availability Settings is turned on if it is VRRP. When
VRREP is selected, the following section appears.

& Load Transfer Settings

@ Shutdown-Reboot Interval 1 Sec.
@ Shutdown-Reboot Fall 5 Count

@ Shutdown-Reboot Rise 1 Count

1 Shutdown-Reboot | Itis time to delegate the task to the Passive device in
Interval case of a problem with the interface followed by the
actively running device.

2 Shutdown-Reboot | It refers to the process of switching into operation as
Fail a result of the shutdown or restart of the actively
operating device.

3 Shutdown-Reboot | It refers to the time to compile the task in the case of
Rise power-on in the process of shutting down and
restarting the actively running device.
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10.4.4 Status
It is the section where the status of the devices set as backups is checked.

[ Status

Peer Node

Node Name Active Standby

OK OK
4.0.0-1447 4.0.0-1447
Running Running
1 This Node Shows the status information of the device connected
to the web interface.
2 Peer Node The status of the co-tasking device is displayed.
3 Node Name The names of the redundant devices are displayed.
4 Sync Status The pairing status of redundant devices is displayed.
5 Firmware Version | Shows the version information of the devices.
6 Service Shows the operating status of the devices.

-The status information on the passively operating device should be as follows.

& Durum

Bu Digim Esgorevli Diagim

Diagam Adi Standby (labrisfw2) Active (labris)

Durumlan Esle  CK OK
Firmware Sarima  4.0.0-1449 4.0.0-1449
Servis  Running Running
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10.5 Backup & Restore

It is the module where the settings of the device are backed up, the backups taken are
sent to the FTP server, and the backups are returned.

@ Dashboard [ESSEFEWRN iNetwork ¥ VPN & Policies & E-mail Securiy WUIDS&IPS il Objects & Identity € Monitor

MaxBackp o

schedule | yyeesty

Notify Admin ( ]
Notity Only Fail (

Send Backup To Server ( ]
2 Backup And Restore Configuration
Backup Configuration Now

Restore Saved Configuration m
 Rosors |

Restore Factory Detault  [FEPSR0TY
i Backups

2024-05-15 13:03:57 22.05.2024 4.0.0-1453.devel

-

10.5.1 Settings

It is the section where the backups to be taken from the device are backed up to a
server. Here, daily, weekly, and monthly backups are taken to the selected FTP
server or device.

Hsave
& Settings
@ Max Backup 10

@ Schedule Weekly
@ Notify Admin ()

Notify Only Fail (

@ Send Backup To Server (';

Server LabrisFTP

1 Max Backup It is the section where the number to be saved is
selected.

Ex. If 10 is selected, it deletes the first backup it took.

2 Schedule The time to take a backup is selected.
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3 Notify Admin When the backup is taken, it sends an e-mail to the
administrator with the SMTP server in the General
Settings module.

4 Notify Only Fail Reports an error received during backup.

5 Send Backup to |Itis used in cases where FTP needs to send backups
Server to its server.

6 Server The FTP server set in Objects and Identify is selected.

10.5.2 Backup and Restore Configuration

It is used in cases where it is necessary to manually take a backup from the device.
The main purpose of this section is to take configuration backups from the device or
to restore the configuration backups taken to the device.

42 Backup And Restore Configuration

@ Backup Configuration Now
@ Restore Saved Configuration

1 Backup This is the button where the configuration settings are
Configuration backed up.
Now
2 Restore Saved | These are the buttons where the previously taken
Configuration configuration backup is selected, and the selected
configuration backup is restored.

10.5.3 Factory Default
It is the section used when it needs to return to factory settings.

5 Factory Default
@ Restore Factory Default Restore

1 Restore Factory | Itis the factory reset button.
Default
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10.5.4 Backups
This is the section where the backups taken from the device are displayed.

& Backups

Description o/ Version

1 2024-05-15 13:03:57 22.05.2024 4.0.0-1453.devel - ﬂ

1 Date Indicates the date when backups were taken.

2 Description A description of the backup is displayed.

3 Version Indicates the version from which the backup was
taken.

4 Manage It is the partition where the retrieved backup is
restored, downloaded, and deleted.

10.6 Firmware
It is the module where the software updates of the device are made and the version
information of the device is displayed.

Labris

@ Dashboard WSSEIEEHN & Network  #VPN A Policies &3 E-mail Security DIDS&IPS il Objects & Identity & Monitor © Visibility Logs &Reports @ Help ~ 2 admin ~

1 Your Version The version of your device is displayed.
2 Latest Firmware | It is the button where the version update of the device
Version is made.

10.7 Console Access

It is the module where the public and private IP addresses that will be authorized to
access the device are added, and access authorization is given to the added IP
addresses. Access authorization can be set to ssh, web, and ping.

Labris

@ Dashboard SEEHEN . Network % VPN 4 Policies [ E-mail Security  UIDS &IPS il Objects & Identity @ Monitor 3 Visibility @ Help = 2 admin ~

255.255.0.0

192.0.0.1 255.255.255.255

192.00.2 255.255.255.255

2

]

4 10203040 255.255.255.255
5 1721610 255.255.255.0
6

192.168.2.0 255.255.255.0

42 Labris Networks



Administration Guide For Labris UTM
1 Add This is where the IP address is entered for console
access authority.

2 Address The IP address that has been authorized to access the
console appears.

3 Netmask The netmask of the added IP address appears.

4 Services The services that can be accessed by the IP address
to be authorized to access the console are displayed.

5 Status The status of the address to which access is
authorized is displayed. If the status is green, it is
active. If the status is red, it is passive.

6 Description This is the section where the description of the IP
address to be authorized is entered.

7 Manage This is the section where the IP address that is
authorized to access is changed or deleted.

-Click the add button to add the IP or network address to be authorized to access the
console. After clicking the Add button, the following screen appears.

Console Access

@ Enable . )
b
@ P 10.20.30.40]
@ Netmask 255.255.255.255
@ Description labris

@ Services WEB

SSH

PING

O =0 3

1 Enable This is where console access authorized for IP or
network addresses is enabled.
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2 IP Enter the IP address to which the console access will
be authorized.

3 Netmask The network mask of the IP address is entered.

4 Description This is the section where the description associated
with the IP address to be authorized to access the
console is entered.

5 Services It is the place where the services to be granted access
authorization are selected.

6 Save It is the button where the settings are saved.

7 Close It is the button where the window that opens when the
Add button is clicked is closed.

10.8 License

In the license module, the hardware code, license installation, and license details are
displayed.

L as e SN inetwork @ VPN & Policies = E-mail Security DIDS&IPS il Objects & identity  © Monitor

o

@ Administ

o

License Overview
) Install License

. =
Chraoac e

- [==]

a

License Details

Features Description Status Create Date Expire Date
Network interface Management, Routing, Policy Based WAN-Load Balance And Failover, DHCP and DNS Active May 24, 2024 16:41 June 23, 2024 16:41
VPN Active May 24, 2024 16:41 June 23, 2024 16:41
Firewal/NAT Active May 24, 2024 16:41 June 23, 2024 16:41
Web Fiter Active May 24, 2024 16:41 June 23, 2024 16:41
E-Mail Security Active May 24, 2024 16:41 June 23, 2024 16:41
DS/PS Active May 24, 2024 16:41 June 23, 2024 16:41
Logs & Reports Aciive May 24, 2024 16:41 June 23, 2024 16:41
wauth Active May 24, 2024 16:41 June 23, 2024 16:41
Filter Plus Database NoLl

Support Active May 24, 2024 16:41 June 23, 2024 16:41
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10.8.1 License Overview
In the license module, the hardware code, license installation, and license details are

displayed.
License Overview
Hardware Info : 8200d54c3bable0c04d6e5719di94b6c4 TefbBeac @
Customer ID : destk110 @
1 Hardware Info The hardware code of the device is displayed. The
hardware code is used in the production of licenses.
2 Customer ID The customer identification number is displayed.

10.8.2 Install License

This is the section where the license created according to the Hardware Information
in the Overview section is installed.

Install License

@ File : Choose file
@ Signature : Choose file

2]

1 File The file with the tar.gz extension produced according
to the hardware information of the device is added.

2 Signature A file with a sig extension produced according to the
hardware information of the device is added.

3 Submit files to | It is the button used to activate the license after the
activate the | added file and signature are selected.
license
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10.8.3 License Details
In the Install License section, after the license is installed, the License Details are
displayed.

License Details

Features @ Description @ Status @ Create Date @ Expire Date
Network Interface Management, Routing, Policy Based WAN-Load Balance And Failover, DHCP and DNS Active May 24, 2024 16:41 June 23, 2024 16:41
VPN IPsec, SSL VPN, L2TP, PPTP Active May 24, 2024 16:41 June 23, 2024 16:41
Firewall/NAT Identity Based L2-L7 Firewall, Dos/DD0S and NAT Active May 24, 2024 16:41 June 23, 2024 16:41
Web Filter Identity Based HTTP/HTTPS Domain, URL, Content Fiter and Anti Virus Active May 24, 2024 16:41 June 23, 2024 16:41
E-Mail Security SMTP/POP3 Anti Virus/Anti Spam Active May 24, 2024 16:41 June 23, 2024 16:41
1DS/IPS Intrusion Detection And Prevention Active May 24, 2024 16:41 June 23, 2024 16:41
Logs & Reports Logs And Reporting Active May 24, 2024 16:41 June 23, 2024 16:41
Wauth Hotspot/Captive Portal User Authentication Active May 24, 2024 16:41 June 23, 2024 16:41
Filter Plus Database 500+ Million Domain, URL, Content Database No License

Support n Active May 24, 2024 16:41 June 23, 2024 16:41

1 Features The modules of the installed license are displayed.

2 Description A description of the licensed modules is displayed.

3 Status License status is displayed by features. If you have a
license in the feature, it says active in the status line; if
there is no license in the feature, it says no licence.

4 Create Date The creation date of your license is displayed.

5 Expire Date The expiration date of the license is displayed.
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11.Network

In the Network menu, IP configuration, static routing, SD-WAN, DHCP, and DNS
settings are made for the Labris UTM device. In this section, interfaces can be added,
routing is written to the IP addresses we add, we can define your external links to SD-
WAN, and a DHCP server can be defined for your local interfaces.

PVPN A Policies & E-mail Security WIDS&IPS |l Objects & Identity € Monitor © Visibility Logs&Reports @ Help - 2 admin -

Interface Type Role MAC Speat
B 1 etho etho ethemet 169.254.1.2/255.255.0.0 { 08:00:27:3f8d:81 1500 auloneg on =4
& P | 2 cihl ethl ethemet 192.168.2.1/255.255.255.0 08:00.27:6ealed 1500 autoneg on &
& Dns 3 ethe wan ethemet 1 08:00:27-157:ae 1500 autaneg on B
4 eth3 ethd ethemet 1 08:00:27:e86c% 1500 autoneg on ]
5 ethl23 Vian2s vian 0 192.168.23 none 1500 autoneg on 3 n
6 eth1o ar alias 192.168.1.254/255.255.255.0 08.00.27:6ealed 1500 autoneg on n
7 ehil anz alias 100.0.1/255.255.255.0 0B:00:27:6eale3 1500 autoneg on n
8 pppo Madem1 pppoe 0 0.00.000.0.00 i autoneg on n
9 pppl ppp0 pppoe ® 0.00.000.00 1 autoneg on n

11.1 Interface

You can add IP under an interface where interfaces on the Labris UTM device are
configured or as a alias. Apart from these, you can add bridge interfaces, VLANS,
Connected interfaces, PPPoEs, and 3G/4G interfaces.

S & Netw VPN & Policies  ELE-mail Security DIDS&IPS |l Objects & identity  © Monitor © Visibiliy

e EEE
08:00:27-6e:al'e3 1500 autoneg on E
08:00:27 6e:al:e3 1500 autoneg on E
8 ppp0 Modem1 pppoe ® 0.0.0.0/0.0.0.0 extemnal autoneg on 1= ﬂ
9 pppl pppO Ppppoe @ 0.0.0.0/0.0.0.0 extema autoneg on =3 E
1 Add It is the button where the alias, bridge interface, VLAN,
bond interfaces, PPPoE, and 3G/4G interfaces are
added.
2 Interface It is the section where the name given to the system at
the interface to be edited or added is displayed.
3 Name The name of the edited or added interface is displayed.
4 Interface Type The interface type of the modified or added interface is
displayed.
5 Status This is the section where the interface status is
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displayed.

6 IPv4 Address The IPv4 addresses of the interfaces are displayed.

7 Role The role of the interface is displayed.

8 MAC The MAC addresses of the interface are displayed.

9 MTU The MTU value of the interface is displayed.

10 Speed The speed of the interface is displayed.

11 Manage It is the section where the statistics of the interface are
displayed, the layout of the interface, or the deleted
interface.

11.1.1 Interface Editing
To edit the interface on the Labris device, click on the Edit button (green button) in the

Manage section. You can edit according to your topology on the screen that appears.
After clicking the Edit button, what comes up is as follows.

1 ethd eth0 ethernet 169.254.1.2/255.255.0.0 extemal 08:00:27:31.8d:81 1500 autoneg on

2 ethl ethl ethernet 0] 192.168.2.1/255.255.255.0 ermna 08:00:27:6e:al:e3 1500 autoneg on

3 eth2 wan ethernet ® 10.14.15.1/255.255.255.0 extemal 08:00:27:15:{7:ae 1500 autoneg on 3
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Ethernet ethl

@ Name ethl]
@ IP | Netmask 192.168.2.1/255.255.255.0 @
DHCP

@ Role Internal v
@ Speed autoneg on v

@ Masquerade
@ MTU 1500

N
W8 Device Status

@ visiviity L) @

Up Down

o e

1 Name Enter the name of the edited interface.

2 IP/Netmask The edited interface IP and Netmask are entered.

3 DHCP In cases where it needs to receive an IP from a device
located in front of the interface, it must be marked.

4 Role This is where the interface is set to internal (internal
network) or external (external network).

5 Speed It is the section where the speed of the interface is
selected.

6 Masquerade In cases where you have only one external network, it
must be turned on. It is a dynamic address translation.

7 MTU This is the section where the MTU value of the
interface is entered.

8 Device Status This is where the interface opens. It is the button used
to activate the interface.

9 Visibility Opens when the interface should be displayed in the
traffic analytics menu.
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10 Save It is the button where the edited interface is saved.

11 Close It is the button where the window that opens when the
Edit button is clicked is closed.

11.1.2 Adding an Interface

By default, on the Labris device, it is used to add interfaces outside of the interfaces.
To add an interface, an interface is added by clicking the add button. After clicking the
Add button, the screen that appears is as follows.

Add 'l

| % Alias

= Bridge
k& VLAMN
<, Bond
i PPPoE

I 3G/M4G

11.1.2.1 Alias
It is used in cases where it is necessary to add a virtual IP to the Labris device together
with the Alias interface. The added Alias interfaces can be either internal or external

networks.
Alias IP
= Bridge
@ Name LAN-Employee
E VLAM
‘: Bond @ IP | Netmask 10.0.0.1/255.255.252.0
i PPPoE @ Interface B ethl (192.168.2.1) v
I 3G/HAG @ Device Status Up Down
o
1 Name Enter the name to be given to the Alias interface to be
added.
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2 IP / Netmask Alias Interface to be added is the part of the interface
where the IP and subnet mask are entered.

3 Interface Alias is the part of the interface under which the
interface to be added is selected.

4 Device Status This is the section where the Alias interface is enabled.
If the Device State is up, the interface is active, and if
Device Status is down, the interface is passive.

5 Save It is the button where the settings are saved.

6 Close It is the button that closes the window that opens when
clicking on Nickname.

-The added Alias interface looks like this.

eth1:2 LAN-Employee alias ® 100.0.1/255.255.252.0 fema 08:00:27:6e:ale3 1500 altoneg on Eﬂ
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11.1.2.2 Bridge Interface

It is where the interfaces on the Labris device are bridged, along with the bridge
interface. It is used in cases where it is not desired to change the configuration on the
device in front of the Labris device.

¥ Alias Bridge Interface
L VLA @ Name brQ

@ External B eth2 (0.0.0.0) v
<, Bond
i @ Internal 2 eth3 (0.0.0.0) v
i PPPoE
. @ IP | Netmask 192.168.0.1/255.255.255.0
i 3G/M4G

@ Device Status Up Down
@ Visibility b/ @
(7}

1 Name Enter the name to be given to the bridge interface to
be added.

2 External It is where the interface that will be external (external
network) is selected.

3 Internal It is where the interface that will be internal (Internal
network) is selected.

4 IP / Netmask This is where information about the IP and network
mask of the Bridge Interface is entered.

5 Device Status This is the part where the device status of the bridge
interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

6 Visibility In the Traffic Analysis module of the Bridge Interface,
it is opened when it is desired to examine the traffic of
the interface in detail.

7 Save This is the button where the configuration made in the
Bridge Interface is saved.
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8 Close This is the button that closes the window that opens
after clicking on the Bridge Interface.

-The added Bridge Interface looks like the following.

IT brd br0 bridge 192.168.0.1/255.255.255.0 haric 08:00:27:15:{T:ae 1500 autoneg on I ﬂ

11.1.2.3 VLAN Interface
It is used to define the VLAN interface to the Labris device. The VLAN configuration
made on the switch can be defined on the Labris Device.

Y Alias VLAN Interface
= B’i:lge @Name Vian23
& VLAN @ Interface 0 ethl (192.168.2.1)
<, Bond @“'“‘”"’ =
i PPPGE @Role Internal
) @ IP i Netmask 192.168.23.1/255.255.255.0 oHee
I 3GMAG
@ Masquerade
@ Device Status Up Down
@Visibiliw b
O
OmEm
1 Name Enter the name to be given to the VLAN interface to be
added.
2 Interface This is the section where the interface to be configured
is selected.
3 VLAN ID It is the place where the VLAN ID number designated
on the switch is entered.
4 Role VLAN is the section where the task of the interface is
selected.
5 IP / Netmask The VLAN is where the IP and Netmask information of
the interface is entered.
6 Masquerade It is the place where dynamic address conversion is
turned on, on the VLAN interface.
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7

Device Status

This is the part where the device status of the VLAN
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

Visibility

In the Traffic Analysis module of the VLAN Interface, it
is opened when it is desired to examine the traffic of
the interface in detail.

Save

It is the button where the configuration made on the
VLAN interface is saved.

10

Close

It is the button where the window that opens after
clicking on the VLAN interface is closed.

-The added VLAN Interface looks like the following.

| eth1.23

Vian23 vlan

192.168.23.1/255.255.255.0

08:00:27:6e:aled | 1500 autoneg on ™

11.1.2.4 Bond Interface
It is used to define the Bond Interface to the Labris device. A redundancy structure is
created by connecting the interfaces.

% Alias sy
oy Z, (3 )
- B'i:lge & General ] Meml)erlerface o
E VLAN @ Name bond0
@ Mode 802.3ad(LAG)
- PPPoE @@ Role External
IP [ Netmask 192.168.100.1/255.255. 255,[1
:. 3Gl£G @ Maﬁqueraue o
@ Device Status up Down
@ Visibility
(1] &Save |
1 General This is the tab where the general settings of the Bond
Interface are made.
2 Member Interface | This is the tab where member interfaces are added to
the bond interface.
3 Advanced It is the tab where the advanced settings of the Bond
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Interface are made.

4 Name This is the section where the name to be given to the
bond interface is entered.

5 Mode The operating mode of the Bond Interface is selected.

6 Role This is where the bond interface is set to internal
(internal network) or external (external network).

7 IP / Netmask This is the section where the IP and netmask
information of the bond interface is entered.

8 Masquerade This is the button in the Bond Interface where dynamic
address conversion is turned on.

9 Device Status This is the part where the device status of the Bond
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

10 Visibility In the Traffic Analysis module of the Bond Interface, it
is opened when it is desired to examine the traffic of
the interface in detail.

11 Save It is the button where the configuration made on the
Bond Interface is saved.

12 Close It is the button where the window that opens after
clicking on the Bond Interface is closed.
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- The member interfaces of the Bond interface are added. To add a member interface,
click on the Member Interface tab. After clicking, select the interface on the screen that

appears.
o General B Wember Interface
@ Bond O & Available Interface
[ eth3 (0.0.0.0) w @ ethl (0.0.0.0) [+]
@ eth2 (0.0.0.0)
OEn =
1 Bond This is the section where the interfaces added as
members of the bond interface are displayed.
2 Available This is the section where the available interfaces that
Interface can be added as members of the bond interface are
displayed.
3 Save This is the button where the configurations made in the
Bond Interface are saved.
4 Close It is the button where the window that opens after
clicking on the Bond Interface is closed.

-The screen that comes up when the mode section is clicked is as follows.

802.3ad(LAG) @ .
Role round-robin @
active-backu @
[Netmask P

om
querade
broadcast

e Status
=
Visibility ALB @

802.3ad (LAG)

It is the protocol that allows you to combine multiple
connections into a single connection.

Round-robin

It is an algorithm in which servers are selected
sequentially and traffic is shared according to this
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order.

3 Active-backup It works with active backup logic. Only one interface is
active. If there is a problem with the actively running
interface, it transfers the traffic to the passive interface.

4 XOR The source MAC address sends packets according to
the destination MAC address algorithm. Selects the
same interface for each target.

5 Broadcast Sends all packets to all interfaces.

6 TLB The total load is shared by each interface according to
its own load. The load of each interface is measured in
proportion to its speed.

7 ALB Both outbound and inbound traffic are load shared and
do not require the support of a dedicated switching
device.

- When the Advanced tab is clicked, the screen that appears is as follows.

Bond Interface bond0

§ Advanced

@ Hash Policy layer2 -
@ Speed autoneg on -
@ MTU 1500

@ MIIMON 100

(5]
1 Hash Policy Used in cases where XOR mode is selected.
2 Speed It is where the speed of the interfaces that are

connected is adjusted.

3 MTU This is the part where the MTU value is entered.

4 MIIMON The value at which the interface will be controlled is

57 Labris Networks



Administration Guide For Labris UTM

entered.

5 Save It is the button where the interfaces set as Bond
interfaces are saved.

6 Close It is the button where the window that opens after

clicking on the Bond Interface is closed.

11.1.2.5 PPPoE
In cases where the ADSL modem is put in bridge mode, the PPPOE interface is used
on the Labris device. The username and password given by the Internet Service
Provider (ISP) are defined by entering them correctly. If the information entered is
correct, your external IP address appears in the IP section of the interface.

= Bridge @ Nemme oopo
s VLAN @UserName labris@support
«, Bond @mem
@ Confirm Password sasssasssas
I 3G/4G @In[erface B eth3 (0.0.0.0)
Default Gateway
@Masquerade
@ Device Status up Down
@ Visibility L/ @
o & sove J cioe
1 Name Enter the name to be given to the PPPOE interface to
be added.
2 User Name It is the section where the username given by the
Internet Service Provider is entered.
3 Password This is the section where the password given by the
Internet Service Provider is entered.
4 Confirm It is the section where the password given by the
Password Internet Service Provider is re-entered.
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5 Interface This is where the interface is selected to define the
PPPoE interface.

6 Default Gateway | This is the button where the PPPOE interface is set as
the default gateway.

7 Masquerade It is the button where the dynamic address conversion
of the PPPOE interface is turned on.

8 Device Status This is the part where the device status of the PPPoE
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

9 Visibility In the Traffic Analysis module of the PPPoE Interface,
it is opened when it is desired to examine the traffic of
the interface in detail.

10 Save It is the button where the configuration made on the
PPPOE Interface is saved.

11 Close It is the button where the window that opens after
clicking on the PPPOE Interface is closed.

-The added PPPOE Interface appears on the Labris UTM device as follows.

| pppi pPPO. pppoe ® 0.0.0.0/0.0.0.0 haric autoneg on w ﬂ
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11.1.2.5 3G/4G

3G/4G modems (VINN etc.) It is used in cases where it needs to be defined on the
Labris UTM device.

% Alias
= Bridge
& VLAN

<, Bond

i PPPoE

3G/4G Interface

@Name 3gmodem|
@Prwider Turk Telekom

@ Modem M
@ Pin No Pin
@ Default Gateway
@ Masquerade
@ Device Status up Down

@ Visibility @
O =D e

Name

It is where the name to be given to the 3G/4G Interface
is entered.

Provider

This is where the provider of the 3G/4G Interface is
selected.

Modem

This is where the modem information of the 3G/4G
Interface is selected.

Pin

It is the section where the pin information of the 3G/4G
Interface is written.

Default Gateway

It is used in cases where the 3G/4G Interface needs to
be set as the default gateway.

Masquerade

It is the button where the dynamic address conversion
of the 3G/4G Interface to be added is turned on.

Device Status

This is the part where the device status of the 3G/4G
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.
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8 Visibility In the Traffic Analysis module of the 3G/4G Interface,

it is opened when it is desired to examine the traffic of
the interface in detail.

9 Save This is the button where the configuration made on the
3G/4G Interface is saved.

10 Close It is the button where the window that opens after
clicking on the 3G/4G Interface is closed.

11.2 Static Routes
Static routing is the manually configured setting to define to route of an IP address to
the next destination address. By specifying which interface or gateway the packet

leaves and which device the packet is routed to, static routes control the traffic leaving
Labris UTM.

In the static routing section, the routes that are intended to direct the traffic allocated
for a network or a computer through a different next stop are added instead of a default
route.

VPN A Policies 5 E-mail Security UIDS&IPS Wl Objects & Identity  © Monitor

G SD-WAN

% prep M 2 wany 10.20.30.48
O DNS

3 default 0.0.00 0000 0.0.0.0 1 eth2

1 Add This is the button to which the Static Route is added.

2 Name The name given to the Static Route is displayed.

3 Destination The destination address is displayed.

4 Netmask The network mask of the destination address is
displayed.

5 Gateway The gateway of the destination address is displayed.

6 Metric The metric value of the routing is displayed.

7 Interface The interface in which the routing is written is
displayed.
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8 Route Table The Static Routing table in the monitoring module is
displayed.
9 Manage It is the section where the typed Static Routing is

deleted or edited. The red button is selected to delete
the route. The green button is selected to edit the typed
route.

-To add Static Route, click the add button to add it. After clicking the Add button, Static
Route is added by filling in the necessary information in the window that appears.

Static Routes

@ Mame Lan1g|

i b

W) Destination Address 192.168.15.0
o 4

Netmask 255.255.255.0

Gateway 192.168.2.1

000

Interface B ethl (192.168.2.1) -

Metric 1

()

(0-4,294,967,295)

1 Name It is the section where the name given to Static Route
is entered.
2 Destination It is the section where the destination address to be

written forwarding is entered.

3 Netmask This is the section where the network mask of the
destination address is entered.

4 Gateway This is the section where the gateway to which the
destination address will be routed is entered.

5 Interface This is the section where the Static Route interface to
be written is selected.

6 Metric It is the section where the metric unit of the Static
Route to be written is written.
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7 Save It is the button where the configuration of the static
route is saved.

8 Close It is the button where the window opened by clicking
the Add button is closed.

11.3 SD-WAN

It is a technology that handles traditional wide-area networks (WAN) with a modern
approach. SD-WAN is used to provide network administrators with flexibility to
increase the performance of their wide networks.

SD-WAN are software-based wide area networks. It offers a software-based backup
structure in case of any interruption in the Internet links of the institutions.

In cases where there are two or more internet links, the internet links are configured
as redundant by using the SD-WAN module on the Labris UTM device. The bandwidth
of the Internet links is grouped.

O Visbiity @ Logs&Reports @ Help + & admin +

. B 192168121 a2 0 G B

2 DLS1 192.168.11.1 efhd 0} ® n

1 Add This is the button used to add the interfaces added as
an external network to the SD-WAN.

2 Name The name of the added gateway is displayed

3 Gateway The interface address of the added gateway is
displayed.

4 Interface The interface of the added gateway is displayed.

5 Reachable When the gateway is reached, it appears green, and if
not, it appears red.

6 Router When the gateway is routing traffic, it appears green,
and if not, it appears red.
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7 Manage There are buttons where the added gateway can be
edited or deleted. The gateway added with the green

button is edited, and the gateway added with the red
button is deleted.

11.3.1 Gateway
It is the module where the gateways of the interfaces set as external networks are
defined. To add a gateway, click the add button to add an SD-WAN gateway.

Add Gateway

@ Name DLSZ

@ Interface B eth2 (192.168.12.2) v

@ Gateway 192.168.12.1
@ Ping Addresses 8.8.8.4 ©

8.8.88

1 Name This is the section where the name of the gateway to
be added is entered.

2 Interface This is the part where the interface of the gateway to
be added is selected.

3 Gateway This is where the gateway address is written.

4 Ping Addresses This is the section where the ping server is entered,
which the gateway can access.

5 Add Ping | This is the section where the ping server is added,
Addresses which the gateway can access.

6 List of Ping | A list of ping addresses for the gateway is displayed.
Addresses

7 Save This is the button where the configuration of the

gateway is saved.
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8 Close This is the button used to close the gateway
configuration settings.

-The added gateways look like the following.

| DsL2 192.168.11.2 etht n

11.3.2 Gateway Groups

It is the module where the gateways are grouped in the SD-WAN module and the
previously grouped gateways are displayed. Gateways are grouped by clicking the
add button to create a gateway group.

1 Add It is the button where the added Gateways are
grouped.

2 Group Name The name of the added gateway groups is displayed.

3 Links / Weight The grouped gateways and the priority values of the

gateways are displayed.

4 Manage Can edit or delete grouped gateways.

-To group the gateways added in the Gateway module, click the add button to group
the gateways.

Add Gateway Group X

@ Name Group_DLS
@ Members @ @ Gateways @
DLS2 Weight{L | & DLS1 [}
()
Ooc=n
1 Name Enter the name to be given to the gateway group.
2 Members Indicates the gateways that are members of the

gateway group. This is the section where the added
gateways are deleted from the list of members.
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3 Gateways This is the section where the list of gateways is
displayed and the displayed gateways are added as
members.

4 Save This is the button where the settings of the groups of

gateways are saved.

5 Close It is the button where the window opened by clicking
the Add button is closed.

-The added Gateway Groups look like the following.

i DsL2 /1
[DSL = DSL/1 ﬂ |

11.4 DHCP

DHCP stands for Dynamic Host Configuration Protocol.

The DHCP server provides the IP address and the relevant configuration information,
such as the subnet mask and standard network relay point for the host systems within
the LAN. Specifies a unique IP address for each computer to be assigned to the
system.

DHCP is a useful protocol on large networks where it is desired to centralize IP
management to reduce errors made by humans. A DHCP server is a server that
automatically assigns IPs to clients within a specified IP range.

-Steps of operation of the DHCP service;

1.DHCP Discover: When a device first connects to the network or needs AP
isolation, DHCP begins to discover. The device sends a broadcast message to find
the DHCP server on the network. The content of the message contains information
such as the network name and MAC address.

2.DHCP Offer: The DHCP server receives the DHCP discovery message and
prepares a quote that includes one of the available IP addresses on the network and
other network configuration information. This offer is sent to the device by the DHCP
server.

3.DHCP Request: The device accepts the DHCP offer and optionally sends a
DHCP request indicating that it wants to use the IP address.

4.DHCP Acknowledge: The DHCP server sends an acknowledgment
message (ACK) confirming that it has received the request. This message allows the
device to use a specific IP address and contains other network configuration
information.
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On the Labris UTM device, the DHCP server can distribute the DHCP's lease list
from another DHCP server, and the DHCP global settings are made.

1 Add It is the button where the DHCP server is added.

2 Name The name given to the added DHCP server is
displayed.

3 Subnet The network address for which the DHCP server is
identified is displayed.

4 Netmask The network mask of the DHCP server is displayed.

5 Router The router address of the DHCP server added is
displayed.

6 Type The type of the server is displayed. It can be dynamic
or static.

7 Status Indicates the status of the DHCP server. If there is a
green expression in the status section, the DHCP
server is active, and if there is a red expression, the
DHCP server is inactive.

8 Manage It is used to delete the added DHCP server and edit its
configurations.
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11.4.1 Scope
It is the module where the DHCP server is defined on the Labris UTM device. In this
module, the Labris UTM device acts as a DHCP server.

@ Dashboard  CISystem [WEMIENERR = VPN 4 Policies & E-mail Security  0IDS &IPS il Obijecis & Identity & Monitor

Click the add button to add a DHCP server on the Labris UTM device. After clicking
the Add button, the DHCP server can be defined on the Labris UTM device by filling
in the information on the screen that appears.

After clicking the Add button, the screen that appears is as follows.

& Settings 0 1P Rese n

@ Enable L )

@ Type Dynamic Static
@ Scope Name Lan_DHCP

@ Interface 0 ethl (192.168.1.1)
@ Network Address Custom
@ Router Custom
@ Lease Time 1440 Min.
@ MAX Lease Time 2880 Min.
@ Domain Name Lan.dns
@ DNS Custom
@ Primary DNS 8888
@ Secondary DNS 195.175.39.39

@ IP Range start: 192.0.2.10 - top: 192.0.2.100

192.168.1.100 - 192.168.1.150

o
o
1 Settings This is the screen where the DHCP Server settings are
edited.
2 IP Reservations This is the section where IP reservations are made on
the DHCP server.
3 Advanced This is the section where advanced settings of the
Settings DHCP server to be added are made.
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4

Enable

This is the button where the DHCP server is enabled.

Type

The type of DHCP to be added is set. Dynamic or Static
is selected as the server type. If dynamic is selected,
the DHCP server automatically distributes IP
addresses. If static is selected, it must be added to the
IP Reservation section on the DHCP server. The
server does not automatically distribute IP addresses.

Scope Name

Enter the name of the DHCP server.

Interface

The interface on which to create the DHCP server is
selected.

Network Address

This is the button used to enter the network address of
the DHCP server specifically. If it is not checked, the
network address of the interface is used.

Router

This is the button used to enter the router's address of
the DHCP server exclusively. If it is not checked, the
router address of the interface is used.

10

Lease Time

This is the section where the lease period of the IP
address given by the DHCP server to the client will be
set.

11

MAX Lease Time

This is the section where the maximum lease period of
the IP address given by the DHCP server to the client
will be set.

12

Domain Name

This is the section where the domain name of the
DCHP server is entered.

13

DNS

Enables DNS addresses in cases where you want to
set them to private.

14

Primary DNS

When the DNS section is checked, the primary DNS
addresses are entered.

15

Secondary DNS

When the DNS section is checked, secondary DNS
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addresses are entered.

16 IP Range This is the section where the IP Range of the DHCP
server is selected. It is necessary to enter the starting
and ending IP addresses.

17 Add IP Range After entering the starting and ending IP addresses, it
is necessary to click on the + button.

18 IP Address List A list of added IP ranges is displayed.

19 Save This is the button where the configuration settings
made on the DHCP server are saved.

20 Close It is the button where the window that opens when the
Add button is clicked is closed.
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-The following steps are performed to perform IP/MAC mapping on the DHCP server
configured on the Labris device.

1- Itis entered in the Network/Dhcp/Server module.

2- Click the edit button from the manage column of the server to be matched
with the IP/MAC.

3- After clicking the Edit button, the IP Reservations section is selected from
the screen that appears.

4- By clicking the add button in the IP Reservations section, IP/MAC matching
is made by entering the hostname, MAC Address, and IP Address
information.

5- Finally, to delete the clients with which you have an IP/MAC match, you can
delete by selecting the match you want to delete and clicking the delete

button.
1 : .V
3 B e T 0
O o3 e
1 Add It is used to perform IP/MAC matching.
2 Delete It is used to delete clients with IP/MAC matching.
3 Hostname This is the section where the name of the hostname
with IP/MAC matching is displayed.
4 MAC Address This is the section where the MAC address of the
device with IP/MAC matching is displayed.
5 IP Address This is the section where the IP address of the device
with IP/MAC matching is displayed.
6 Status The status of the IP/MAC matched device is displayed.
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If the status is green, IP/MAC matching has been
made. If the status is red, there is no IP/MAC matching.

7 Adding an | After clicking the add button to add an IP/MAC match,
Address the hostname, MAC address, |IP address, and status
information are set.

8 Attached Address | This is what clients with IP/MAC matching look like.

9 Save It is the button where the IP/MAC matching is saved.

10 Cancel DHCP is the button where the server's screen is
canceled.

-The following steps apply advanced settings to the DHCP server configured on the
Labris device. Advanced settings, DNS, default gateway, time server, WINS servers,
etc., are performed on the DHCP server.

1- Itis entered in the Network/Dhcp/Server module.

2- Click the edit button from the manage column of the server where the
Advanced Settings will be made.

3- Atfter clicking the Edit button, the Advanced Settings section is selected from
the screen that appears.

4- From here, the NTP, WINS servers and DHCP advanced parameters to be
added are added.

DHCP Scope

¢ Advanced Settings
@ Ping Check [

@ Primary NTP Server 192.168.1.23
@ Secondary NTP Server 192.168.1.24
@ Primary WINS Server  192.168.1.25
@ Secondary WINS Server 192.168.1.24

@ Advance Parameters option <optonnames )

o
1 Ping Check It is the button where ping control is turned on on

DHCP.
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2 NTP Server This is the button that needs to be checked to add an
NTP server to your DHCP server. To add the IP
address of the NTP server, the enable button must be
checked.

3 Primary NTP [ The address of the primary NTP server is entered.

Server
4 Secondary NTP [ The secondary NTP server address is entered.
Server

5 WINS Server This is the button used to add a WINS server on a
DHCP server. To add a WINS server, the enable
button must be checked.

6 Primary WINS | The WINS server is to be added as the primary.

Server
7 Secondary WINS | The WINS server is to be added as a secondary.
Server
8 Advanced It is used for adding advanced parameters on the
Parameters DHCP server.
9 Save This is the button where DHCP settings are saved.
10 Close This is the button where DHCP settings are canceled.
11.4.2 Lease
The Lease List module displays a list of IP addresses that the DHCP server has given
to the client.

Reserve

It is the button where the IP and MAC addresses of the
clients that receive IP from the DHCP server are
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mapped. The client to be matched must be marked.

2 Delete It is the button where the clients that receive IP from
the DHCP server are deleted from the lease list. The
client to be deleted must be marked.

3 IP Address This is the section where the IP address that the
client receives from the DHCP server is displayed.

4 Physical Address | The MAC address of the client is displayed.

5 Start Date The start date when the client obtained an IP from the
DHCP server is displayed.

6 End Date The date when the client will leave the IP address from
the DHCP server is displayed.

7 Scope The DHCP server from which it obtained its IP address
is displayed.

8 Name The name of the client is displayed.

9 Lease The lease status of the client that receives an IP

address from the DHCP server is displayed.

10 Status The status of the client that receives an IP from the
DHCP server is displayed.

11.4.3 Relay
It is the module used to define the DHCP server that is not on the Labris UTM device.

licies G2 E-mail Security WIDS&IPS il Objects & Identity @ Monitor

1 Add It is the button used to add a DHCP server that is not
on the Labris UTM device.
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2 Interface The interface to which the DHCP server is connected
is displayed.

3 Server The IP address of the DHCP server is displayed.

4 Manage This is the section where the DHCP server is deleted
or the configuration is edited.

-Click the add button to add a DHCP server to the Labris UTM device. After clicking
the Add button, the necessary information is entered on the screen that appears, and
the DHCP server addition process is done.

DHCP Relay

@ Server 192.168.1.24

@ Interface Q ethl (192.168.1.1) -

o

s Tz o] coe.

1 Server Enter the IP address of the DHCP server.

2 Interface The interface where the DHCP server is located is
selected.

3 Save This is the button where the settings of the DHCP
server are saved.

4 Close This is the button where the settings of the DHCP
server are turned off.

11.4.4 Global Settings
It is the section where the General Settings of the servers added in the DHCP module
are made.

licies G E-mail Security DIDS&IPS W) Objects & Identity  © Monitor

@ Advanced Parameters e ] @

1 Save It is the button where the typed advanced parameters
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are saved.
2 Advanced This is where Advanced Parameters are entered with
Parameters the DHCP server.
3 Add Advanced | It is the button where the entered parameter is added.
Parameter
4 Advanced It is where the list of entered parameters is displayed.
Parameter List

11.5 DNS

The Domain Name System is a system that matches the addresses of devices on the
internet with meaningful and memorable domain names.

When you browse the Internet and want to access a website, the domain name you
type in your browser is translated into the relevant IP address by DNS.

The main purpose of DNS is to convert domain names that people can easily
understand into numerical IP addresses that the internet can understand. In this way,
it makes the internet more user-friendly and accessible.

The purpose of use in the Labris UTM device is to resolve the DNS of the device.

CUCEY VPN A Policies 3 E-mail Security  01DS & IPS Il Objects & Identity  © Monitor © Visiiity @ Logs & Repons @ Help » 2 admin ~
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It is done by entering the Local Domain Name or the IP address of the Domain Name
Server on the Labris device.

Save

This is the button where the changes made in the
DNS module are saved.

Local Domain

Enter the domain address of the Local Name server.
DNS is the domain address of your server.

Add Local
Domain

It is the place where the typed domain address is
added.

List Added Local
Domain Name

This is where the list of domain addresses that have
been added is displayed.

DNS Server

This is the section where the IP address of the domain
name server is added. Enter the IP address of the DNS
server to be added.

Add a DNS Server

This is where the IP address of the domain name
server is added.

Added
Server List

DNS

This is where the list of the IP address of the DNS
server that has been added is displayed.
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12.VPN

VPN stands for Virtual Private Network. It is a private network that allows us to connect
remotely to the public network through a secure path.

Personal VPNs are encrypted so that your data is not sent from your computer to a
VPN server. This prevents hackers from stealing your information while you're
connected to the internet via public Wi-Fi. VPNs can be used for several things other
than just accessing blocked sites, but they can also be used to secure a public Wi-Fi
hotspot, such as a torrent client, browser, upload manager, etc.

VPN on the Labris UTM device is used by organizations to access internal or inter-
enterprise networks using a private network. L2TP, PPTP, SSLVPN, and IPSec are
used to access on-device and inter-enterprise networks.

@ SSLVPN
2 IPsec

\\\\\\

‘‘‘‘‘‘‘
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12.1 L2TP

L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol used by virtual private
networks (VPNSs) or internet service providers (ISPs) to provide services. It runs at the
data link layer (Layer 2) of the OSI model.

L2TP encapsulates PPP (Point to Point Protocol) frames into IP packets and enables
them to transmit data over the internet or other IP-based networks.

5, Labris

@ Dashboard  GJSystem & Network & Policies  E2 E-mail Security 0IDS &IPS il Objects & Identity € Monitor
L2TP )

J EEE
SSLVPN

@ Enable U
@ IPsec @ - Denz 00615
@ v [Demomiway
@ IP Range 192.168.2.128 ) 192.168.2.254
@ Pre-Shared Key P Show Key
1 Save This is the button where the L2TP configuration

settings are saved.

2 Enable This is the button where L2TP VPN is activated.

3 WAN IP This is where the WAN IP address of the L2TP VPN is
selected.

4 Local IP This is where the Local IP address of the L2TP VPN is
selected.

5 IP Range This is where the IP address range that users who will

connect to L2TP VPN will receive is entered.

6 DNS 1 For VPN users, the IP address of the first DNS server
to be entered for DNS resolves is entered.

7 DNS 2 For VPN users, the IP address of the second DNS
server to be entered for DNS resolves is entered.
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8 WINS 1 It is the service used to resolve NetBIOS names on

Windows networks. If you have WINS, your server's |IP
address is entered here.

9 WINS 2 It is the service used to resolve NetBIOS names on
Windows networks. If a second WINS is available, the
IP address of your server is entered here.

10 Pre-Shared Key A shared key must be created in advance for an L2TP
connection. From this section, the shared key is
generated.

11 Create Firewall Creates a firewall rule for L2TP VPN.

Rule
12.2 PPTP

PPTP (Point-to-Point Tunneling Protocol) is a way to implement virtual private
networks. PPTP is a communication protocol used for remote access VPNSs.

PPTP allows a computer to securely connect to a remote network. This is often used
to access an employee's company network from home or an outside office. By creating
an encrypted tunnel over the Internet, it secures data transmission.

i, Labris

Dashboard  &J System afa Network A Policies E& E-mail Security UIDS &IPS Il Objects & Identity & Monitor
@ L2tP ()
1 PPTP

@ SSLVPN

® IPsec

WAN IP Deth? (10.14.15.1)
acal IP [ eth1.23 (192.168.23.1)

L
IP Range 192.168.23.2 ) 192.168.23.100

@ DNS 1 8888

@ DNS 2 8888

@ WINS 1 WINS 1

@ WINS 2 WINS 2
@ Create Firewall Rule

1 Save This is the button where PPTP configuration settings
are saved.

2 Enable This is the button where PPTP VPN is enabled.

3 WAN IP This is where the WAN IP address of the PPTP VPN is
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selected.

4 Local IP This is where the local network that can be accessed
via PPTP VPN is selected.

5 IP Range This is where the IP range for users who will connect
to PPTP VPN is entered.

6 DNS 1 For VPN users, enter the IP address of the first DNS
server to be entered for DNS resolution.

7 DNS 2 For VPN users, enter the IP address of the second
DNS server to be entered for DNS resolution.

8 WINS (Windows | It is the service used to resolve NetBIOS names on
Internet  Naming [ Windows networks. If you have WINS, your server's IP
Service) 1 address is entered here.

9 WINS (Windows | It is the service used to resolve NetBIOS names on
Internet Naming | Windows networks. If a second WINS is available, the
Service) 2 IP address of your server is entered here.

10 Create Firewall | This is the button where the firewall rule is created for
Rule PPTP VPN.

12.3SSL VPN

SSL VPN (Secure Socket Layer Virtual Private Network) is a type of VPN that is used
to provide remote access and can usually be accessed through web browsers. SSL is
used in conjunction with a VPN to remotely access your local network.

SSL VPN allows users to securely access remote network resources. VPN access is
controlled through the Labris UTM device, and users can be authorized to access it if
necessary.
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SSL VPN is supported by the Labris UTM device and can be configured specifically
according to the institutions' networks.

UIDS &IPS <) Monitor

& Dashboard  [JsSystem . Network

L2TP Hsave

i PPTP @ Network Settings
@ SSLVPN -

Enable (
? IPsec

Protocol Ter upP
Port 4443
Tunnel Network / Mask 10.8.3.0 255.255.255.0
WAN IP 10.20.30.40

Authentication Algorithm

Redirect Internet traffic into VPN

Local Networks

# Policies

&2 E-mail Security

@)

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

Domain vpn.dns.
DNS 1 8888
DNS 2 88.4.4

Il Objects & Identity

@ Security Settings

Server Certificate Default v
Diffe-Hellman Group | 2048 v
Encryption Algorithm | AES-256-CBC -
SHAL -

O Client Settings
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12.3.1 Tunnel
Tunnel settings are made for SSL VPN configuration on the Labris UTM device. The

public IP address, the protocol information to be used, the port number, and the
configurations of the networks that can be accessed using SSL VPN are made.

@ Dashboard  GJSystem . Network [EESRUZN] A Policies [ E-mail Security UIDS & IPS Il Objects & Identity © Monitor

@ Bsave
i PPTP @ Network Settings
@ SSLVPN
Enable (
M Tunnel
Tcp uDP

W Bookmarks Protocol

@ Portal Port | 4443
% IPsec

Tunnel Network / Mask 10.8.3.0 255.255.255.0

WAN IP 10.20.30.40

© security Settings

Server Certificate Default

Diffe-Hellman Group | 2048
Encryption Algorithm | AES-256-CBC

Authentication Algorithm SHA1

O Client Settings

Redirect Internet traffic into VPN (

Local Networks 0.0.0.0/0.0.0.0 [+]

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

Domain vpn.dns

DNS 1 88388

DNS 2 8.8.4.4

12.3.1.1 Network Settings
SSL is the section where VPN is enabled, and the protocol, port, tunnel network, and
WAN IP address are entered.

Bsave (@)

@ Network Settings

@ Enable (./:'
@ Protocol Tee uop

@ Tunnel Network | Mask 10.8.3.0 255.255.255.0

@ WAN IP 10.20.30.40

1 Save This is the button where the SSL VPN configuration is
saved.

2 Enable This is the button where SSL VPN is enabled.

3 Protocol The protocol to be used when connecting to SSL VPN
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is selected. If the TCP protocol is to be used, TCP

should be selected, and if the UDP protocol is to be
used, the UDP protocol should be selected.

4 Port This is the section where the port number to be used
when connecting to SSL VPN is entered.

5 Tunnel Network /| It is where the network address that SSL VPN users
Mask will use after connecting to the VPN is specified.
6 WAN IP This is the section where the WAN IP address to be

used when connecting to SSL VPN is entered. If there
is only one WAN IP, it should be left as any.

12.3.1.2 Security Settings
This is the section where the certificate and VPN encryption settings of the users
connecting to SSL VPN are made.

@ Security Settings

@ Server Certificate Default -

Diffe-Hellman Group 2048 -

@ Encryption Algorithm AES-256-CBC -
@ Authentication Algorithm SHAL -

1 Server Certificate | This is the section where the certificate of the user who
will connect to SSL VPN is selected.

2 Authentication The authentication method of the users who will
Method connect to SSL VPN is selected.

3 Diffe-Hellman This is the protocol that enables SSL VPN key sharing
Group to be done securely.

4 Encryption This is the section where the encryption algorithm for
Algorithm users connecting to SSL VPN is selected.

5 Authentication This is the section where the authentication algorithm
Algorithm for users connecting to the SSL VPN is selected.
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12.3.1.3 Client Settings
In the Client Settings, the local networks and DNS addresses that users who connect

to SSL VPN can access in cases where they need to access the internet via VPN are
specified.

O Client Settings

@ Redirect Internet traffic into VPN A/
@ Local Networks 0.0.0.0/0.0.0.0 +]

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

@ Domain vpn.dns
@ DNS 1 8888

@ DNS 2 8844

000

1 Redirect Internet | It is used in cases where connecting users need to
Traffic into VPN access the internet via VPN.

2 Local Networks This is the section where local networks that can be
accessed by users who connect to the SSL VPN are
added.

3 Add Local | It is the button to which the typed local network is

Network added.
It is written as 192.168.23.22/255.255.255.255.
4 Local Network | This is the section where the list of added local
List networks is displayed or the added local networks are
removed from the list.

5 Domain This is the section where the domain address of the
domain name server is entered.

6 DNS 1 The IP address of the primary DNS server is entered,
which is required for DNS resolution.

7 DNS 2 The IP address of the secondary DNS server is
entered, which is required for DNS resolution.
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12.3.1.4 Other Settings

This is the section where the number of users connecting to the SSL VPN is specified,
and settings such as session status in dynamic IP change are made.

¥ Other Settings

@ Max. Concurrent Connection 100

@ Restore session for dynamic IP changes

@ Allow connections between clients
@ Compression Lz4 M

1 Maximum The maximum number of connections to the SSL VPN.
Concurrent
Connection
2 Restore It restores the session opened in case the dynamic IP
session for | address of users connecting to the SSL VPN changes.
dynamic IP
changes
3 Allow This is the button that allows communication between
connections users connected to the SSL VPN.
between clients
4 Compression This section is where protocols that perform compression
are selected to optimize SSL VPN traffic and reduce
bandwidth.

12.3.2Bookmarks

SSL VPN Bookmarks is a port that users can use when accessing it on the SSL VPN
client. Along with a bookmark, it is a shortcut or address that users can use to access
a specific SSL VPN destination.

SSL VPN Bookmark allows users to get quick access to SSL VPN on any device.
Users can save the bookmark in their browser.

1 Add This is the button where the SSL VPN bookmark is
added.
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2 Name This is the section where the name given to the
SSLVPN bookmark is displayed.

3 Domain The domain name of the bookmark added as a
bookmark is displayed.

4 URL This is the section where the bookmarked URL is
displayed.
5 Allow This is the column that displays that the bookmarked
Subdomains domain is allowed to have subdomains.
6 Manage This is the column in which the added bookmark is

deleted or edited.

-To add an SSL VPN bookmark, click the add button.

Bookmark

@ Name labrig]
@ Domain labrisnetworks.com
@ URL https://labrisnetworks.com

{I:__ 4 __:I Allow Subdomains

o
omED

1 Name This is the section where the name given to the SSL
VPN bookmark is entered.

2 Domain This is the section where the Domain Name of the
SSLVPN bookmark is entered.

3 URL This is the section where the URL address given to the
SSL VPN bookmark is entered.

4 Allow This is the section where the SSL VPN bookmark
Subdomains subdomains are allowed.
5 Save This is the button where the SSL VPN bookmark
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configuration is saved.

6 Close This is the button where the SSL VPN bookmark
window is closed.

12.3.3Portal
It is designed as a web-based portal where users gain access to the network resources
they want to access remotely.

The SSL VPN portal allows users to securely connect to remote network resources
using their browsers.

SSL VPN portal allows users to securely access network resources from different
devices and different locations.

Labris

& Dashboard L System & Network # Policies E& E-mail Security UIDS &IPS Il Objects & Identity © Monitor
® La2rP
i PPTP

@® SSLVPN
R Tunnel

Enabled

M Bookmarks Tunnel IP 102.0.2.1

— @ Tunnel Domain Name example.com
% IPsec
Portal Port 8101

@ Portal Title Labris SSL VPN Portal

Title Color AT

@ Background Color #21313¢ [ ]

@ Login Frame Color #314555 [ |
@ User Guide Link
@ Linux Configuration Link
@ MacOS Configuration Link
@ iOS Configuration Link
@ Change Logo

(Maximum 2N Recommended Z

Ml Labrisheks

-]

1 Save This is the button where the settings of the SSL VPN
portal are saved.

2 Enable It is the button where the SSL VPN portal is enabled.

3 Tunnel IP This is the section where the IP address of the SSL
VPN portal is entered.

4 Tunnel Domain | This is the section where the domain name of the SSL
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Name VPN portal is entered.
5 Portal Port This is the section where the port of the SSL VPN
portal is entered.
6 Portal Title The header information of the SSL VPN portal is
entered.
7 Title Color This is the section where the header color of the SSL
VPN portal is selected.
8 Background This is the section where the background color of the
Color SSL VPN portal is selected.
9 Login Frame | This is the section where the login frame color of the
Color SSL VPN portal is selected.
10 User Guide Link | This is where the user contacts link is added for users
who will connect to the SSL VPN.
11 Linux Settings | This is where the user Linux settings link is added for
Link users who will connect to the SSL VPN.
12 MacOS Settings | This is where the user MacOS settings link is added for
Link users who will connect to the SSL VPN.
13 iOS Settings Link [ This is where the user iOS settings link is added for
users who will connect to the SSL VPN
14 Change the logo. | This is the section where the logo of the SSL VPN
portal is changed.
15 Current Logo This is where the added logo is displayed.
16 Reset Settings This is the section where the configuration settings
made in the SSL VPN Portal are reset.
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—

-Steps to write the rule of SSL VPN in the Policies module;

1. SSL VPN configuration is done.
2. The Objects and Identities module opens.

@ Dashboard [ System  daNetwork  <® VPN A Policies & E-mail Security 0 IDs&1ps [IEICHECERNEEINE  © Mmonitor @ Visibity

Group by Typell  Dispiay User

Al v a Q
1 1P Address o Egiim-1 192.168.180
2 1P Address 2 Egitim-2 192.108.181 B8
3 1P Address o Egitm-3 192.168.182 2
4 IP Address T IPsec-WAN 1020.30.40 B
5 IP Address Sian 192.168.1.1 o |
6 IP Address L PubliciP-wan 10.14.15.1 [ |
7 1P Address 0.SWeb_6 192.168.1.6 =

3. After the Objects and ID module is opened, objects are created for SSL
VPN. Object addition is done by clicking the Add button.

Name SSLVPN_MGT]
Description
P
Type | IP
1P Address 10,831

Owmer Group List

Add an SSL VPN Interface IP Address.

Name SSLVPN_Network]

Description

Type | Network
Network Address 10.8.3.0
Netmask ~ 255.255.255.0

Owner Group List

Adding the SSLVPN Network Address.
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4. After the interface and network addresses are defined, they must be

defined on the Labris UTM device at the port where the SSL VPN will be
made.

Service

Name | TCP_as4d
Descriptior
Type | TCP
Tep options Source Port Range Destination Port Range
o | - 0 aa43 as03
Flag
uRG AcK
Ay
PSH RST
Ay Any
s N
TCP Flag Info
Any: DONT check flag (Predefined)
Tiue: Fian should be set hJ

Add an SSL VPN port.

5. Objects for SSL VPN are added in the Objects and Identities module.
After the objects are added, the Policies module opens.

& Dashboard I System s Network v ven [EENESIEESN 2 E-mail Security  0IDS &IPS Wl Objects & Identity & Monitor O Visibiity Logs & Reports @ Help =2 admin ~

¥ NP 230 & Ac o
wAN v (olalo]
2 vianz3
031 test & Accept on = EBEa
1PM
192 2 wan £ TCP_4443 & Accept on = E u
& & wanza
3 LVPN_Network Accept o E n
& vian2s LVPN_Network
14 @orop @on [a]a]e=]

6. After the policy module is opened, the SSL VPN interface address is
added to the first rule.

Labris

@ Dashboard  [ISystem  duNetwork =N [EENEEIEESN < E-mail Security  ©IDS &IPS il Objects & identity @ Monitor

Add

SSLVPM_MGT
rAN Policy L] = - © Accept @on
WAN
0 vian23

1 tost @ Accept on = EBEBa
ding
2 = wan # TCP_4443 © Accent @on : EEE
& # vLan23
3 SSLUPN_ Network | @ Acoept on (ofa]e]
& vian23 SSLVPN_Network
a Drop on (ofa]e]

7. After adding the SSL VPN interface to the first rule, the following rule
must be written under the first rule.
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@ Dashboard T2 System  daNetwork = veN [CICHIEERN 2 E-mail Security  UIDS &IPS I Objects & Identity  © Monitor

Bandwidth

SSLVPN_MGT i
0 S @ Accept on (o[a]e]
0 WAN
. O vian23
\ v
AL 1 Diest © Accept on B
Binding
2 o T or o oy - « EHBEn
& % vianzs
; s Ssuen Newerk & hocen on (o]l e
& vianz3 SSLVPN_Network
. = o [e]ale)

8. After writing the above access rule, SSL VPN and networks in the SSL
VPN configuration settings must be allowed in the firewall rules.

@ Dashboard I System  duNetwork = vPN [EENEEIEREY = E-mail Security  DIDS &IPS i Objects & Identity  © Monitor

SSLVPN_MGT

o - & Accept o ®
S : [o]a]o]
L vianz3

1 Ctest @ Accept on ® E E

2 O WAN % TCP_4443 & Accept on B8 L1} ®
= & vLan23

3 SSLVPN_Network | & © Accept an [a]a]e]
& vlan23 SSLVPN_Network

: CR - o) - |

9. After the definitions are made, you can test the SSL VPN connection.

12.41PSec

IPSec (Internet Protocol Security) is a security protocol used in data communication
on the Internet.

IPSec is used to ensure the confidentiality, integrity, and reliability of data transmitted
over the Internet.

IPSec is a set of protocols or protocols for establishing secure connections over a
network.

Labris

@ Dashboard  (ISystem o Network RN & Policies 52 E-mail Security  0IDS & IPS 1 Objects & identity @ Monitor

12.4.1 Tunnel
Phase 1 and phase 2 configuration for IPSec VPN is done.

Labris

g Dashboard I System & Network B & policies &2 E-mail Security  UIDS &IPS Ml Objects & Identity € Monitor 0 Visibity Logs & Reports @ Help = 2 admin -

2 IKE Profi

2 IPse

1 Add This is the button where the IPSec tunnel is added.
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2 Name This is where the name given to the IPSec tunnel is
displayed.
3 Description This is the section where the description given to the

IPSec tunnel is entered.

4 Manage This is the section where the added IPSec tunnels are
deleted or edited.

-To add an IPSec tunnel, stage-1 and stage-2 configurations must be set on the screen
that opens when the ‘add' button is pressed.

@ Enable [
-
@ Name IPSec

@ Description Description

1 Enable This is the button where IPSec tunnel configuration is
enabled.

2 Name This is the section where the IPSec tunnel is named.

3 Description This is the section where the description of the IPSec
tunnel is entered.

@ Nat Traversal

@ IKE Profile Ipsec
@ Auto Start

@ Local P | @ eth1 (192.168.2.1)

@ Local ID 192.168.2.1

@ Remate IP 10.20.30.40

@0 wnn4

@ Pre Shared Key i Show Password
1 NAT Traversal It is turned on or off to allow IPSec packets to pass

through NAT devices.
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2 IKE Profile This is where the IKE profile prepared in the IKE profile
module is selected.

3 Auto It is used to automatically start the IKE protocol in
Phase 1.

4 Local IP This is the part where the local IP address to be IPSec
IS selected.

5 Local ID This is the section where the local credential is written.

6 Remote IP It is the section where the public IP address of the

location to be IPSec is entered.

7 Remote ID It is the section where the credential of the public IP
address to be IPSec is entered.

8 Pre Shared Key This is the section where the shared key created for
the IPSec tunnel is entered.

@ IPsec Profile IPsec -
@ IP/Network Local @ Remote @
1 +@

1= | lan * | | remotelan

1 IPSec Profile This is the part where the IPSec Profile configured in
the IPSec Profile module is selected.

2 IP/Network Local and remote network addresses for IPSec must
be selected. (First, local and remote network
addresses need to be added to the Objects and IDs
menu.)

3 Local The local IP / Network address on the Labris UTM
device is selected.

4 Remote The local IP / Network address of the other device to
be IPSec is selected.
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5 Add IP/Network It is the button where local and remote IP/Network
addresses to be IPSec are added.

@ Phase 1 Firewall Rule
@ Phase 2 Firewall Rule
@ Phase 2 No-NAT Rule
(5 )
OEnEx
1 Phase 1: Firewall | It is the button where the firewall rule is written for
Rule Phase 1.
2 Phase 2: Firewall | It is the button where the firewall rule is written for
Rule Phase 2.
3 Phase 2 No-NAT | It is the button where the No-NAT rule is written for
Rule Phase 2.
4 Save This is the button where the IPSec tunnel configuration
is saved.
5 Close It is the button where the IPSec Tunnel window is
closed, which is opened by clicking the Add button.

12.4.2 IKE Profiles
The IPSec IKE profile is used to configure IPSec VPN connections.

IKE is a protocol used to ensure that secure communication channels are established
between two points.

An IKE profile, on the other hand, contains several parameters that determine how
IKE communications are performed.

1 Add This is the button where the process of adding IKE
Profiles is done.
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2 Name This is the column where the name of the IKE Profiles
is displayed.

3 Description This is the column where the description of IKE Profiles
is displayed.

4 Key Exchange This is the column where the key exchange protocol is

displayed. The key exchange protocols to choose from
are IKEvl and IKEv2. Both protocols are used to
establish a secure connection over a VPN.

5 Aggressive This is the column that shows the status of aggressive
mode on IKE Profiles.

6 Manage This is the column where the IKE Profiles that have
been added are deleted or edited.

-To add an IKE Profile, click on the 'add' button to add an IKE Profile.

IKE Profile

@ Name Ip:
@ Description I
@ Key Exchange IKEv1 IKEv2
@Aggressivem di
1 Name This is the section where the name of the IKE Profile is
entered.
2 Description This is where the description of the IKE Profile to be

added is entered.

3 Key Exchange The key exchange protocol of the IKE Profile to be
added is selected.

4 Aggressive Mode | In cases where the aggressive mode is turned on, they
quickly authenticate the devices and exchange the
keys. It is turned on when aggressive mode needs to
be turned on.
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@ Use System Default
@ Encryption | Auth. 3des + || mds A
@ Diffie-Hellman Groups modp1024
@Acnon Hold v
@ Delay 30 TED
Oe=n
1 Life Time Specifies the amount of time that the IKE Profile
will be active.
2 Use System Defaults It is the button where the settings that come by

default via the Labris UTM device are used.

3 Encryption/Authenticat | This is the section that specifies the encryption
ion and authentication methods for the IKE profile.
4 Diffie-Hellman Groups | This is the section where the key exchange

protocol for the IKE profile is selected.

5 Dead Peer Detection |Itis the protocol used to determine whether the
(DPD) device on the other side is working in the IKE
profile connection.

6 Action With the DPD protocol, the action to be taken in
case the device on the other side cannot be
accessed is selected.

7 Delay The delay time in IKE communication is
indicated.

8 Timeout The timeout period for IKE communication is
specified.

9 Save This is the button where the IKE Profile settings
are saved.
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10 Close This is the button where the IKE Profile window
is closed.

12.4.3 IPsec Profiles
An IPSec profile contains key exchange algorithms and other parameters for specific

security settings.

The IPSec profile determines which security algorithms will be used, key lengths,
authentication methods, and other security parameters.

1 Add This is the button used to add an IPSec Profile.

2 Name This is the column where the name given to the IPSec
Profile is displayed.

3 Description This is the column in which the description given to the
IPSec Profile is displayed.

4 Manage This is the section where the IPSec Profile is deleted
or edited.
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-An IPSec Profile can be added by clicking the ‘add’ button.

IPsec Profile x

@Name IPsed
@ Description Description
@ Life Time 3600 FEL
@ Use System Default
@ Encryption | Auth. aes128 = | | mds -
aes256 = || mds - o+
@ PFS Group (DH)
@ Diffie-Hellman Groups modp1024
@Re-Key
@ Keying Tries Unlimited
@ =
OmE=mem
1 Name This is the section where the name to be given
to the IPSec Profile is entered.
2 Description This is the section where the description to be
given to the IPSec Profile is entered.
3 Life Time This is the section where the lifetime of the
IPSec Profile proposal is specified.
4 Use System Default The system defaults to Encryption /
Authentications.
5 Encryption /| This is the section that specifies the encryption
Authentication and authentication methods for the IPSec
profile.
6 PFS Group (DH) It is used to select the Diffie-Hellman groups.
7 Diffie-Hellman Group This is the section where the key exchange
protocol is selected for the IPSec profile.
8 Re-Key This is the button where re-keying is turned on
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for IPSec Profile.

9 Keying Tries This is the section that specifies the number of
entry attempts for the IPSec Profile offer.

10 Save This is the button where the IPSec Profile
configuration is saved.

11 Close This is the button that closes the IPSec Profile
window that opens.

-Steps to write the rule in the Policies module of IPSec VPN

1. IPSec VPN is configured.
2. The Objects and Identities module opens.

@ Dashboard  (ISystem  uNetwork  #VPM & Policies G2 E-mail Security 0 Ds&1ps [UNGEEEERNEENTY o

Group by Type L) | Disptay

B Ad All v Q Q
1 1P Address O Egitim-1 192.168.1.80
P Pp— — egima —
P 3 1P Address 1 Egitim-3 192.168.1.62
4 1P Address O IPsecwWAN 10203040
5 1P Address San 192.168.1.1 B2
6 1P Address 2 PublictP-wan 1012151 B
= TRELE 7 1P Address 0 SWeb 6 182.168.1.6 B
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3. After the Objects and IDs module is opened, objects are created for
IPSec VPN. Object addition is done by clicking the Add button.

Name Remote_WAN
Description
4
Type 1] M
IP Address 10.20.30.4q

Owner Group List

Add the Public IP of the remote device.

Name refmotelan
Description
s
Type Network -
Network Address 192.168.25.0
Netmask 255.255.255.0

Owner Group List

=0

Add the local network of the remote device.

4. Objects for IPSec VPN are added in the Objects and Identities module.
After the objects are added, the Policies module opens.

m & Nework v ven [IORSEIN £ E-mail Security  UIDS&IPS ) Objects & Identity @ Monitor
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5. After the IPSec interface is added to rule O, it is necessary to write the
following rule between rule 0 and rule 1.

2 E-mail Security  UIDS &IPS il Objects & Identity  © Monitor

o S @ accem on (o[ ]
e . 1 Cwscwan | cwan e & nocept on [c]a]e]
'y
2 ‘w £ TCP 3 & Accept o 5] E ﬂ
: - @
4 Drop O u ﬂ
6. After the above access rule is written, it is necessary to write the

communication rule of the local network on the other side where IPSec
VPN will be made and the local network on the Labris UTM device.

BUEESY = E-mail Security  UIDS &IPS il Objects & Identity @ Monitor

. ist:‘/::_mm Accept o ﬂ ﬂ
i ) L vian23 o ‘KE. -
li L] 1 1 1Psec-WaN owan : ::'(' @ Accept on E
o aH
s & renazeen & aceem on o]
5 ) Drop on E
7. Once the definitions are made, you can test IPSec VPN access.
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13. Policies

The Policies module is used to define security policies, such as what traffic the firewall
will block or allow. This is the module where the firewall permissions or routing
permissions on the Labris UTM device are written.

On the Labris UTM device, policies control inbound and outbound traffic by analyzing
data packets that may be allowed or blocked on a network.

In the Policies menu, rules are written in the firewall, NAT, SD-WAN, Web Filter,
WAUTH, and IP/MAC Matching modules.

Labris

@Dashboard I system  J,Network VPN E-mail Security DIDS &IPS | Objects & dentity  © Monitor

Policy Name
+ #default (6)

SSLVPN_MGT
L1 WAN
inding vian23

1 2 IPsec-WAN O WAN o & Accept on

2 awan # TCP_asa3  Accept on =]

& ren

& lan

& # vLanz3

4 SSLVEN_Network | & Accept on
& vian23 SSLVPN_Network

G
>
2
1
0

13.1 Firewall

The firewall module is used to protect a computer network or computer system from
external threats.

The firewall can block incoming and outgoing traffic based on rules written in the
firewall module.

The firewall module is often based on policies such as blocking or allowing traffic
coming through ports and restricting or blocking traffic from specific IP addresses. The
firewall allows traffic from both sides of the network to flow as desired.

Labris

@ Dashboard  system  dinework @ ven [IRRIGLGY = E-mail Security  ©IDS&1PS il Objects & identity & Monitor

SSLVPN_MGT
£ WAN
C Binding o vian23

1 0 IPsecWAN 0 WAN o & Accept or

2 WA £ TCP_4443 @ Accept on L]

& lan p

N . & Accept on

& remotelan & lan

4 SSLVPN_Network | & @ Accept on
# vian23 SSLVPN_Network

g
E
ES
H
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13.1.1Rules

It is the module on which the rules are written on the Labris UTM device. Traffic from
the source to the destination is controlled.

Source address, destination address, service, application, process, time, bandwidth,
and DoS & DDoS objects are added to the rules to be written. The rules to be written
can be arranged accordingly.

19 Banawidth ‘% | DoS & DDoS 12/ Loggi

N WAN o o 6 | B
f 1 p ; N =
2 O WAN :cv on = EER
3 o n
i : a
- o oon
1 Add It is the button where the rule addition process is done.
2 Save It is the button where the added rules are saved.
3 Discard It is the button used to cancel the rule to be added.
4 Policy Name This is the column where the name of the added policy
is displayed.
5 Source This is the column where the source address(es)
added to the rule are displayed.
6 Destination This is the column where the destination address(es)
added to the rule are displayed.
7 Service This is the column where the service added to the rule
is displayed.
8 Application This is the column where the applications added to the
rule are displayed.
9 Action This is where the operation given to the rule is
displayed. This column displays accept, drop, reject, or
log.
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10 Schedule The rule is the column where the time is defined and
displayed.

11 Bandwidth The bandwidth objects that were added to the rule are
displayed.

12 DoS & DDoS This is the column where the DoS & DDoS object that
is added to the rule is displayed.

13 Logging This is the column where the added rule is recorded.

14 Manage This is the column where the added rule is managed,
deleted, or copied.

-To add a rule to the firewall, add a rule by clicking the ‘add’ button. After pressing the
Add button, the rule is added by filling in the information on the screen that appears.

Firewall Rule X

@ Enable
@ Name

0
@ Action
@ Source

Interfaces|

default

Drop Reject Log Logging

0 SSLVPN_MGT
L WAN

O vian23

1 Enable It is the button where the written rule is activated.

2 Name It is where the name of the rule to be added is given.

3 Group This is the section where the group to which the rule
will be added is selected.
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4 Action This is the section where the operation of the rule is
specified.
5 Source This is the section where the source address(es) are

selected. The Source addresses to be selected must
be added to the Objects and Identities menu.

6 Destination This is the section where the destination address(es)
are selected. The destination addresses to be selected
must be added in the Objects and Identities menu.

7 Service This is the section where the services (TCP, UDP, IP,
and ICMP) to be added to the rule are selected. The
Services to be added must be added in the Objects
and Identities menu.

8 Application This is the section where applications that will be
added to the rule are selected. To select an
application, it must be listed in the Objects and
Identities menu.

9 Schedule This is the section where the running time interval of
the rule is selected. To add a time object to a rule, it
must be added to the Objects and Identities menu.

10 Bandwidth This is the section where Bandwidth object to add to
the rule is selected. To select the Bandwidth object, it
must be added to the Objects and Identities menu.

11 DoS&DDoS This is the section where DoS&DDoS object to be
added to the rule is selected. To add the DoS&DDoS
object to the rule, it must be added to the Objects and
Identities menu.
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- There are 4 processes to be applied to the rules in the firewall. These are; Accept,
Drop, Reject, and Log.

Action Drop Reject Log

1. Accept: Allows the rule to be written. If there is a situation that complies with
the rule, the rule is passed with permission.

2. Drop: Itis the process by which the written rule is blocked. If there is a
situation that complies with the rule, it makes a blocking operation.

3 Reject: It blocks the written rule but does not send a return packet.

4 Log: Itis used in the bandwidth rule.

-To add the Source Address to the rule, click on the '+' expression where the source

is written. On the screen that comes after clicking, the object or ID defined in the
Objects and ldentities module is added.

Add objects
Select All 39 0f 39
# vlanz3 s =
I:l CWAN -~
L websunucu P
Wildcard-10 s,
& yonetim s
:= YonetimlPAdresleri ra o
Negate

-To add the Destination Address to the rule, click on the '+ expression where the

destination is written. On the screen that comes after clicking, the object or ID defined
in the Objects and Identities module is added.

o w O
Add objects
Select All 30 of 39
I — - R
Dvian23 &
@ vLan23 &
] 2wan P
D websunucu &
Wildcard-10 pa .
Negate

-To add a service to the rule to be written, click on the '+' expression in the place where
the service is written. On the screen that comes after clicking, the service defined in
the Objects and Identities module is added.

107 Labris Networks



Administration Guide For Labris UTM

hitps

=]

Add Service X

Add objects

Select All

host_unreach

I:‘ http
D https

#ICQ

LHIKE

Negate

100 of 116

-To add an application to the rule to be written, click on the '+' expression where the
application is written. On the screen that comes after clicking, application groups can
be added to the rule, as well as selecting the applications in the database.

Application P ——

© youtube-mp3

® YouTubemp3

(o]

Add Appcontrol

Add objects =
Select All 100 of 3339
4 2channel -
2chblog
D @ 2gis
|:| 315che
& 33Across
360 he

-To add time object to the rule to be written, click on the '+' expression where the time
is written. On the screen that comes after clicking, time objects in the database or
defined objects in the Objects and Identities module are selected and added to the

rule.

Schedule t4 08-18hours

(2]

108

Add Schedule

Add objects

Select All

|:| 3 08-18hours

(@ afterhours
@ Sat
3 sun

(@ weekends

6of6
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-To add a bandwidth object to the rule to be written, click on the '+ expression where
bandwidth is written. On the screen that comes after clicking, time objects in the

database or defined objects in the Objects and Identities module are selected and
added to the rule.

i Add Bandwidth
= m @ EEE S
Add objects =
You can selectat most1 g gf 1
object
I:l@ 50mbit s+

-To add a DDoS object to the rule to be written, click on the '+' expression where DD0S
is written. On the screen that comes after clicking, DDoS objects in the database or
added in the Objects and Identities module are selected and added to the rule.

o Add DoS & DDoS
o svo s
Add objects =
You can selectat most1 1 gf1
object
I:li SYN10 Py

© 0K
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@Severity INFO -

@ Reject With ICMP port unreachable v

@ Stateful Inspection @)
@ Log Forwarding

@ IDS Palicy | None .

1 Severity This is the section where the record level of the rule is
specified.

2 Reject With It is the section where the type of rejection of the rule
is specified.

3 Stateful This is the section where the status check of the rule is
Inspection opened.

4 Log Forwarding Select the Syslog server to which the record of the rule
will be sent.

5 IDS Policy Select the IDS policy.

13.1.2 Settings
It is the module where firewall settings are made. In this module, indirect policies,
protection port scanners, intrusion control, and SSH examination are performed.

Labris

@ Dashboard  LJSystem & Network @ VPN BRCIEEEN £ E-mail Security UIDS & IPS Il Objects & Identity © Monitor

© Firewall
© Rules
& Settings

Protection: Bad Packets @)
Y NAT
R Protection: New Not SYN C )
SD-WAN Palicy /
Web Filter Protection: DoS C y
< A Protection: Small Packets ()
IP/MAC Binding
Protection: Admin Abuse [
Protection: IP Spoof C ) Logging
Protection: Invalid Packet C y Logging
Protection: Fragmented Packets
Protection: Protocol Anomalies
Protection: Bad IPs Resolve Domains

Appcontrol Webcache Redirection

Accept TCP sessions opened prior to firewall installation
Accept established and related packets before first rule
Accept confirmed UDP

Firewall is part of ANY

Broadcast Packets Logged

o0 CO0CO0

RST FIN Packets Logged
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13.1.2.1 Implicit Policies

Implicit policies are usually the part where longer-term and comprehensive policies
are determined, rather than directly intervening like the rules set in the firewall.

BSave@
1 Save It is the button where the changes made in the
settings module are saved.
2 Protection: Bad | It is a feature used to detect and block bad packets.
Packets
3 Protection: New | It is a feature that prevents cases where the three-
Not Syn way handshake is not made.
4 Protection: DoS It is the feature that prohibits requests that it defines
as DoS.
5 Protection: Small | It is the feature where the process of prohibiting
Packets small-sized packets.
6 Protection: Admin | Itis a feature that prevents abuse of access authority
Abuse by controlling the traffic of the user on the network to
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whom administrative access is granted.

7 Protection: IP [ It is a feature that protects against spoofed IP
Spoof addresses.

8 Protection: Invalid | It is a feature that protects packets that are detected
Packet as invalid.

9 Protection: It is a feature that protects fragmented IP packets.
Fragmented Packet

10 Protection: It is the feature that protects in case the protocols in
Protocol the network traffic are non-standard traffic.
Anomalies

11 Protection: Bad IPs | It is the property that controls IP addresses in

network traffic.

12 AppControl It is a feature that allows it to redirect to the cache for
Webcache clients that are stuck in the application control rule.
Redirection

13 Accept TCP | It is a feature that allows the firewall to accept
sessions opened | previously opened TCP sessions at the time changes
prior to firewall | are saved.
installation

14 Accept established | It is the feature that allows it to accept established
and related packets | connections and related packets before the first rule.
before first rule

15 Accept Confirmed | It is the property that accepts validated UDP
UDP connections.

16 Firewall is part of | Itis the feature that the firewall is considered part of
ANY ANY.

17 Broadcast Packets | It is a feature that records broadcast packets.
Logged
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18 RST FIN Packets | It is the feature that keeps track of RST and FIN
Logged packets.

19 Forward Clamping | Itis the feature where forward clamping is turned on.

20 IPsec Auto Ruleset | Itis a feature that sets an automatic rule for IPsec.

13.1.2.2 Protection Port Scanner
This section is the part of the Labris UTM device that monitors network traffic and
blocks requests from an IP address to different ports.

%Enahle L
@ Timeout 30 seconds
@ Excluded Interfaces
@ Whitelist IPs
1 Enable This is the button where the protection port scanner is
activated.
2 Rate The total number of requests from the IP address is
indicated.
3 Timeout The period (sec) during which the I[P address

exceeding the rate will be banned is specified.

4 Excluded Select the interface that will not be included in the
Interface protection.
5 Whitelist IPs IP addresses that will not be included in the protection

are selected.
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13.1.2.3 Flood Control
This is the section where attack control is performed by monitoring your network traffic.

2 Flood Control

@Enahle [
@meymmughpm 0 connectionsfsec. @ ProxyBurst | 40
@ HTTP Throughput 45 connections/sec. @ HTTP Burst 50
@ Destination Throughput 35 connections/sec. @ Destination Burst 40
@Cuenﬂmcughpm 100 connections/sec. @ Client Burst 40
@ Connection Limit TCP 300
@ Proxy Connection Limit TCP 350
@ Excluded Address
1 Enable It is the button where attack control is activated.
2 Proxy The total number of requests from the IP address is
Throughput indicated.
3 HTTP Throughput | This is the section where the connection value per
second of HTTP traffic is entered.
4 Destination The throughput value of the target traffic is entered.
Throughput
5 Client The throughput value of the traffic created by the client
Throughput is entered.
6 Connection Limit | The value of the TCP connection limit is entered.
TCP
7 Proxy Connection | The value of the proxy's TCP connection limit is
Limit TCP entered.
8 Excluded The address or addresses that will not be included in
Address the attack protection are entered.
9 Proxy Burst The Proxy burst value is entered.
10 HTTP Burst The HTTP burst value is entered.
11 Destination Burst | The target burst value is entered.
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12

Client Burst

The client burst value is entered.

13.2 NAT(Network Address Translation)

Network Address Translation (NAT) means that the private IP addresses of devices
on a network (192.168.x.x or 10.x.x.X) are replaced with public. NAT allows multiple
devices on the same network to access the internet using the same public IP.

@ Visibiity Logs & Reparts @ Help ~

1 Add It is the button where the NAT rule is added.
2 Save It is the button where the added NAT rules are saved.
3 Discard It is the button where the added NAT rule is canceled.
4 Search It is the section that is searched in the added rule.
5 Policy Name This is the column where the name of the added NAT
rule is displayed.
6 Original Source This is the column that displays the original source
address(es) that are added to the rule.
7 Original This is the column that displays the original destination
Destination address(es) that are added to the rule.
8 Original Service It is the column where the original service added to the
rule is displayed.
9 Translated This is the column that displays the Changed source
Source address(es) that are added to the rule.
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10 Translated This is the column that displays the Changed
Destination destination address(es) that are added to the rule.

11 Translated
Service

This is the column that displays the Changed service
address(es) that are added to the rule.

12 Manage It is the section where the written rule is edited, copied

or deleted.

-For NAT rule addition, click the 'add' button and fill in the information on the screen
that appears.

NAT Policy

Service

Service

@ o
Omee
1 Enable It is the button where the NAT rule to be written is
enabled.
2 Name Enter the name to be given to the NAT rule to be
added.
3 Group The group of the NAT rule to be added is selected.
4 Description A description of the NAT rule to be added is entered.
5 Original Source This is the section where the original source
address(es) are selected. The Source addresses to be
selected must be added to the Objects and Identities
menu.
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6 Original This is the section where the original destination
Destination address(es) are selected. The destination addresses
to be selected must be added in the Objects and
Identities menu.

7 Original Service | This is the section where the original service
address(es) are selected. The service addresses to be
selected must be added to the Objects and Identities

menu.
8 Translated This is the section where the changed source
Source address(es) are selected. The Source addresses to be
selected must be added to the Objects and Identities

menu.
9 Translated This is the section where the changed destination
Destination address(es) are selected. The destination addresses

to be selected must be added to the Objects and
Identities menu.

10 Translated This is the section where the original service
Service address(es) are selected. The service addresses to be
selected must be added to the Objects and Identities
menu.
11 Add It is the button where the typed NAT rule is saved.
12 Close It is the button where the window that opens after

clicking the Add button is closed.

-To add the Original Source Address to the NAT rule, click on the '+' expression where
the source is written. On the screen that comes after clicking, the object or ID added
in the Objects and Identities menu is added.

Add Source X
.
25 lan ra

Add objects
Select All 39 of 39
% IPSec_LAN
& labris

D % lan
Olan
% link-local
Negate
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-To add the Original Destination Address to the NAT rule, click on the '+ expression

where the destination is written. On the screen that comes after clicking, the object or
ID added in the Objects and Identities menu is added.

L WAN

(o]

Add objects
Select All 30 of 39
& test2 ’ -
& this-net ps
Ovian23 P
#s vLan23 s

] 2wan .
O websunucu .~ -
Negate

- To add the Original Service to the NAT rule, click on the '+ expression where the
service is written. On the screen that comes after clicking, the object or ID added in

the Objects and Identities menu is added.

Service

http

<l

Add objects =
Select All 100 of 116
host_unreach P
D http s
https *
#rcQ s
LHIKE *
imap P -
Negate

-To add a Changed Source Address to the NAT rule, click on the '+' expression where
the Source is written. On the screen that comes after clicking, the object or ID added

in the Objects and Identities menu is added.

i

[©]
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Add Source

Add objects

1 object.

O WAN

1051 12 of 12
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-To add a Changed Destination Address to the NAT rule, click on the '+' expression

where the destination is written. On the screen that comes after clicking, the object or
ID added in the Objects and Identities menu is added.

Add Destination
Destination O lan P I:l
Add objects =
You can select at most 12 of 12
1 object
B +

-To add a Changed service to the NAT rule, click on the '+' expression where the
service is written. On the screen that comes after clicking, the object or ID added in
the Objects and Identities menu is added.

: I:l Add Service
1 Labris Webfilter |
Add objects =
You can select at 100 of 109
most 1 object.
I:l ¥ Labris SSL Proxy £+

-HTTP and HTTPS filtering rules are written on the Labris UTM device as follows. The
purpose of writing these rules is to block the sites that will be blocked in the Web Filter
module. If there is a HTTP filtering rule, HTTP sites can be checked. If there is a
HTTPS filtering, the certificate found on the Labris UTM device must be installed on
the clients. In this way, the rule is written in the Web Filter module on HTTPS sites.

& lan % hup Qlan £ Labris Webfilter

o [o]e]o]
1 & lan 1 hups Dlan 1 Labris SSL Proxy m ﬂ
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-Example: Writing NAT and Firewall rules for access to the Web Server inside;

NAT Policy;

& hups
o Ssemis SN © Accept 2 0n (@] o

13.3 SD-WAN Policy

It is the module where rules are written for the Gateways added in the Network
menu.

g = vPN ORI  E-posta Givenligi  ©IDS &IPS i Nesneler ve Kimii

0 websunucu u F adsl-2

1 lan F adsl-1

2 default + defautt
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It is used in cases where there are two or more external links. In this module, the rule

of which link to use to go from the source address to the destination address is written.
A backup link is also added to the written rule.

1 Add This is the button where the SD-WAN policy is added.

2 Save This is the button where the changes made in the SD-
WAN Policy are saved.

3 Discard It is the button where the changes made in the SD-
WAN Policy are canceled.

4 Search This is the section where SD-WAN Policies are
searched.

5 Policy Name The name given to the SD-WAN Policy is displayed.

6 Source This is the section where the source addresses are
displayed.

7 Destination This is the section where the destination addresses are
displayed.

8 Gateway This is the section where the selected gateway is
displayed.

9 Backup Gateway | This is the section where the gateway selected as a

backup is displayed.

10 Manage This is the section where added SD-WAN Policies are
edited, deleted, or copied.
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-The SD-WAN policy is added by clicking the 'add’ button. After pressing the 'add’
button, the SD-WAN Policy is written by filling in the information on the screen that

appears.
@ Enable
@ Name LAN-Employee
@ Description
@5 ooooo & 1
J \ @ Destinatiol
) : ‘ @ Backup L )
o)
(o]
1 Enable This is the button where SD-WAN is enabled.
2 Name This is the section where the name of the SD-WAN
policy is entered.
3 Description This is the section where the description of the SD-
WAN policy is entered.
4 Source This is the section where the source address is
selected.
5 Destination This is the section where the destination address is
selected.
6 Gateway/Gateway | This is the section where the grouped gateway is
Group selected. A single gateway can also be selected.
7 Backup This is the partition where the gateways are backed up.
8 Gateway/Gateway | A backup gateway is selected.
Group
9 Save This is the button where the SD-WAN policy is saved.
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10 Close It is the button where the SD-WAN policy is closed.

-To add a source address to the SD-WAN policy to the rule to be written, click on the
'+' expression where the source is written. On the screen that comes after clicking, the

address or addresses in the database or added in the Objects and Identities module
are selected and added to the rule.

~ |:| | Add Source
2 lan # T

Add objects =
Select All 350f35
& labris e

I:l # lan e
Clan F 4
& link-local s
# loopback-net e
2 net-10.0.0.0 Sd T

-To add a destination address to the SD-WAN policy to the rule to be written, click on
the '+' expression in the place where the target is written. On the screen that comes
after clicking, the address or addresses in the database or added in the Objects and
Identities module are selected and added to the rule.

2 youtube o I:l Add Destination
Add objects =
Select All 350f 35
a
& vLan23 &S+
D WAN e
D webserver S+
& yonetim &+
I:l O youtube &+

-Click '+' to add a gateway or gateway group to the SD-WAN policy in the rule to be

written.  After clicking, the gateways or gateway groups added in
Network>SDWAN>Gateways are selected.

Backup Gateways

Gateway/Gateway Group i RS

F default

Gateway Groups

_ ¢ Group_WAN -
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-The Backup button must be activated to add another link as a backup next to the
gateway added for the rule to be written.

©

- After the backup link button is activated, it is necessary to select the link that will be
the backup.

Gateway/Gateway Group | £ DLS1 a

Gateways

F METRO

F default

F DLS1

Gateway Groups

< Group_WAN

13.4Web Filter

Web Filter is used to monitor and filter web traffic on the network.

It allows users to control access to certain websites and block certain categories of
content. In this way, harmful content is prevented from entering the network, and
provides security by restricting access to certain websites.

After adding HTTP and HTTPS rules to the NAT module on the Labris UTM device,
the Web Filter module is edited.
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13.4.1Policies
After the HTTP and HTTPS filtering rules are written, the Web Filter rules are edited.
User, device, and network address-based rules can be written and edited according
to your topology.

1 Add This is the button where the Web Filter policy is added.

2 Save This is the button where the changes made in the Web
Filter policy are saved.

3 Discard This is the button where the changes made in the Web
Filter policy are abandoned.

4 Name The name of the added Web Filter policies is
displayed.

5 Mode The Mode of the added Web Filter policies is
displayed.

6 AV Scan The status of whether the Antivirus Scan is on or off for
the added Web Filter policies is displayed.

7 Weighted Phrase | The status of the Web Filter policies that have been

Filtering added, whether Weighted Phrase Filtering is turned on

or off, is displayed.

8 Users & Address | The users and addresses that have been added to the
Web Filter policies are displayed.

9 Schedule The runtime of the typed rule in the Web Filter is
displayed.

10 Out of Schedule Displays which rule applies out of schedule.
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11 Manage This is the section where the Web Filter rule is copied,
edited, or deleted.

-To add a policy, the Web Filter policy can be added by clicking the 'add’ button. After
the Add button is pressed, the Web Filter rule can be added by filling in the information
on the screen that appears.

Web Filter X

@Enable [
@ Name LanWebfitte]
@ Mode Banned Unfiltered Blocked
@ Antivirus @)
n User&Addr? @ @ @
Users/Groups AndAddresses@ Search
L)
OmcEa

1 Enable This is the button where the Web Filter policy is

enabled.
2 Name Enter the name of the Web Filter policy.
3 Mode The mode of the Web Filter policy is selected.
4 Content Filtering | The content filtering level of the Web Filter policy is

Level specified.

5 Antivirus It is the button where the antivirus mode is turned on in

the Web Filter policy.
6 Weighted Phrase | It is the button where the weighted expression filtering

Filtering mode is turned on in the Web Filter policy.

7 User & Address Select the users and addresses to which the Web Filter

policy will be applied.
8 Schedule Specifies when the Web Filter policy will take effect.
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9 Blocked This is the section that contains domain names, URLSs,
extensions, application types, regular expressions,
and contents to be blocked in the Web Filter policy.

10 Allowed This section is where domains, URLSs, and content are
allowed in the web filter policy.

11 Users/Groups In this section, user and address information is added
Addresses to the Web Filter policy.

12 Save This is the button where the Web Filter policy is saved.

13 Close It is the button where the Web Filter policy screen that

opens after clicking the ‘add’ button is closed.

- Filter Mode must be selected to write a Web Filter Policy. The task of each selected
mode is different.

@ Banned @ l.JnfiIrer»:—n:i@ Blou:ked@

1 Filtered The disabled and permitted sections of the Web Filter
policy are used. If this mode is active, the blocked and
allowed sections are active.

2 Banned Disabled and permitted sections cannot be used. All
sites are banned. If this mode is active, the blocked
and allowed sections are inactive.

3 Unfiltered Block and allow sections are not available. Users use
the internet unfiltered without being stuck with the web
filtering policy. If this mode is active, the blocked and
allowed sections are inactive.

4 Blocked All of the categories in the disabled section are
selected. All sites or categories are blocked, except for
sites that have been added to the Allowed section.
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-The content filtering level is used to determine the types of content that users are
allowed or blocked to access. The Labris UTM device has four content filtering levels:
'lower, low, medium, and high'.

Content Filtering Level High
Antivirus @

. . Medium @
Weighted Phrase Filtering
Low @
22 User § Lower @

1 High It is the most restrictive level of filtering. If the content
filtering level is set high, malicious content such as
adult content, violent content, gambling sites, etc. will
be blocked.

2 Medium If the content filtering level is set to medium, it blocks
adult and violent content while providing a wider reach
to content in some categories.

3 Low When a low level is selected, it is usually intended for
children or sensitive users. It blocks adult and violent
content and certain categories, such as gambling.

4 Lowest It is the least restrictive level of filtering. The level of
filtering is less restrictive and allows users to access a
wider variety of content.

- When the Anti-Virus option is enabled, it checks and blocks access to infected sites.

- Weighted Phrase Filtering blocks a particular keyword or phrase by deciding whether
it poses a threat or is content that should be allowed.

| Weighted Phrase Filtering |

- To add Users & Addresses to the Web Filter policy, users or addresses must be
added in the Objects and Identities module. After this process, the user and address
can be added to the web filter rule.

28 User & Address
UsersiGroups And Addi Search D

& lan
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-User or address can be added to the Web Filter rule by clicking the 'add' button.

28 User & Address @ Schedule

Users/Groups And Addresses B8 Search

Add Users & Addresses

Add objects =

Select All 37 0f 37

DiPsec-wAN i+

% IPSec_LAN S+
& labris S+
<+
£+

-A schedule object must be added to the Objects and Identities menu to add a
schedule to a Web Filter policy. After you add the schedule object, this object can be
added to the Web Filter policy.

2% User & Address @ Schedule @ Blocked @ Allowec
Schedule o BH Search °

3 08-18hours P

Out of Schedule Policy @ Defauilt -

1 Schedule Specify the time at which the web filter rule will run.
2 Out of Schedule | In this section, it is determined which Web Filter policy
Policy should be applied at a different time interval than the
specified time.

-To add time to the policy, click the 'add' button and select the schedule of the Web

U dress @ Schedule @ Bl /
Schedule 98 Search (-}
Add Schedule
Out of Schedule Policy Default
Add objects =
Select All 6of6
|:| (3 08-18hours £+ =
13 afterhours prs
3 sat Py
3 sun e
3 weekends S+
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-In the Web Filter pol

icy, the Blocked tab is used to block Domains, URLs, Extensions,

Mime Types, Regular Expressions, Contents, and Content Replacement.

@& Domains

o
o
o
o
o

(W Cacgores- |
Q

@ Blocked

Black List Custom Add More Add

L

Custom Banned Sites

| Abortion Sites badboys.com

(] Adult Sites

(] Advertisement Sites
[ Aggressive Sites

[ Antispyware Sites
(] Artnudes Sites

| Astroloav Sites

Domain

In this section, the categories selected to block Domain
Names in certain categories, or the Domain Names
that are specifically wanted to be added can be
blocked. For example, a specific Domain Name such
as "youtube.com" can be blocked specifically or
blocked by categories.

URLs

In this section, the categories selected to block URLs
in certain categories, or the URLs that are specifically
wanted to be added can be blocked. For example, a
specific URL such as "profile.youtube.com" can be
blocked specifically or blocked by categories.

Extensions

This is the section where the extensions to be blocked
are selected. Extensions can be added specifically.

(ex. .pdf)

Mime Type

It blocks a file by identifying its content type.
Application types can be selected as default on the
Labris UTM device or custom application types can be
added to Web Filter rules. (ex. application/mp4,
image/jpeg)

Regular-Ex

Regular Expressions, which are on the device by
default, can be selected or Regular Expressions can
be added. (ex. (yimg.comVimage\))

S

Contents

This is the section where the contents of the site are
prohibited. Default content can be selected on the
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device or added customarily. (ex. gambling)

7 Change Content | Itis the section where the content of the text on the site
is changed. Here the text is to be replaced and the new
text is entered. (Ex. changes a text that contains
gambling to forbidden.)

-In the Web Filter policy, the Allowed tab is used to allow Domain Name, URLs,
Extensions, Gray Sites, Gray URLs, and Content.

& Allowed

& Domains @ Domains Add More Add

(2] | v alowedsites |
o ..

windowsupdate.microsoft.com

1 Domains This is the section where Added Domains are allowed.
(ex. youtube.com)

2 URLSs This is the section where the inserted URL address is
allowed. (ex. youtube.com/spor)

3 Grey Domains It is used to filter an entire site.

(ex. labristeknoloji.com)

4 Grey URLs It is used in cases where it is desired to filter a certain
part of a site and not the rest.

(ex. labristeknoloji.com/support)

5 Contents This is the section where content within the site is
allowed. Default Content on the device can be selected
or content can be added specifically.

(ex. gambling)
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13.4.2 Exception

This is the module where sites that will not be included in the web filter policy are
entered. Sites added as exceptions that come by default in the Labris UTM device can
be used, or a new site can be added as an exception.

daNetwork o vPN [EEIERIEERN 2 E-mail Security  UIDS &IPS I Objects & Identity € Monitor

. domai n
. ' =
]
-To add a website as an exception, click the ‘add’ button to add the exception site.
@Type Domain v
@ Domain Name labrisnetworks.com e
forum.labrisnetworks.com|
A
o Nonauth Destination
@ Bypass Antivirus
Bypass Webfilter
Bypass HTTPS
o
1 Type The type to be added is selected as an exception.
Adding is done by selecting the Domain Name or
Network Address type.
2 Domain Name This is the section where the Domain Names to be
added as an exception are entered.
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3 Nonauth It is the button where access to unauthorized targets
Destination within the site is allowed.

(Type: Domain)

4 Bypass Antivirus | It skips antivirus scanning on the site to be added as
(Type: Domain) an exception.

5 Bypass Webfilter | It bypasses the Web filtering policy on the site to be
(Type: Domain) added as an exception.

6 Bypass HTTPS | The site to be added as an exception bypasses HTTPS
(Type: Domain) filtering.

7 Bypass  HTTPS | It opens when the network address is selected as the
(Type:  Network | type. HTTPS is the section where Network Addresses
Address) that will not be included in the filter are added.

7 Save It is the button where the changes made are saved.

8 Close It is the button where the window that opens is closed.

13.5Wauth

Wauth is the module used for authentication for users and guests. In corporate
networks or networks used for guests, login processes are performed with user
authorization. It allows users to record their browsing on the Internet with their login
information.

Labris UTM devices have Local Authorization, SMS, Active Directory, Hotel
Integration, TC NO NVI Verification, and Passport authorizations.

@ Dashboard  LJ System ah Network

Settings - Default

Setiing Rule:

® VPN # Policies &3 E-mail Security UIDS &IPS Il Objects & Identity © Monitor © Visibility

Y SD-WAN Policy
& Web Filter
‘WAUTH

@

Default £
Rule name: Default

m  |P/MAC Binding
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13.5.1Policy
It is the module where the authorization forms of users and guests are adjusted, and
the settings are made as the information on the login screen is edited. It is the module

where the Wauth rule for local

@ Dashboard LJ System &% Network ® VPN A Policies

IP addresses is regulated.

W) Objects & Identity € Monitor

& E-mail Security UIDS &IPS

@ WAUTH
& Rules (|

i

T SD-WAN Policy y eladt .

| ©coliomBaremd
ul faul

*& Reference Records

Subretlist: [ 00 0/0.0.0.0
@ Exception
£ Interface Settings

m IP/MAC Binding

1 Setting Rule In this section, which wauth policy will be written is
selected.

2 Subnet Rules This is the section where the network address of the
selected rule is entered.

3 General This is the section where the authorization of the users
who will log in to Wauth is set.

4 Ul It is the section where the user interface arrangement
is made for the users who will log in to Wauth.

5 ACL It is the section where the rules for controlling the
access of users who will log in to Wauth are written.

13.5.1.1 Add New Rule

It is used to add a new rule to the Labris UTM device other than the default Wauth
rule. The purpose of adding a new rule may be to use different authorizations on both
of your local networks or to manage two local networks with different rules.

Setting Rule:

Settings - Default

Default A
i =
localnetwork
Add new rule |
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13.5.1.2 Subnet Rules
This is the section where the network address to which the Wauth rule will be applied

is entered. By default on the Labris UTM device, it comes as '0.0.0.0/0.0.0.0". A new
rule needs to be added to add a new IP address.

Settings - localnetwork

Setting Rule: localnetwork

@ Rule name: ¢ inetwork

Subnetlist: | 195 168.2.0/255.255.255.0

A

©OEen @
1 Rule Name This is where the name of the Subnet Rule is entered.
2 Subnet List This is where the local network address to which the

policy will be applied is entered. More than one local
network address is entered.

(Ex.192.168.2.0/255.255.255.0,
10.10.1.0/255.255.0.0)

3 Save This is the button where the Subnet Rules are saved.

4 Delete This is the button where the Subnet Rule is deleted.
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13.5.1.3 General
In the General Settings section, the welcome screen for users and the authorization

formats of users are set.

Settings - localnetwork

Setting Rule: localnetwork

@ Welcome Message: | gicteme erigiminiz kabul edildi.

Tarayicinizin adres gubugunu kullanarak
gezintinize baslayabilirsiniz.

@Welcome message (EN): Your access to the system is granted. By
using the address bar of your browser, you

can now start surfing.

@ Local Authent. Format: | paccaport or Free Username | v

D svs wauth:

Disable |«
Disable |+
Enable | »

Disable | »
O
I Agreement:
Agreement (EN):

1 Welcome It is the welcome message that users receive after
Message logging into Wauth.

2 Welcome It is the English welcome message that users receive
Message (EN) after logging in to Wauth.

3 Local Authent. | This is the button where the subnet rules are saved.
Format Users who are added to the Objects and Identities

module on the Labris UTM device log in to Wauth.

4 SMS Wauth It authenticates users via SMS to join the network.
5 Active Directory | Itis used in cases where users in the Active Directory
Authent. need to log in to Wauth with their usernames and
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passwords after Active Directory integration is made
on the Labris UTM device.

6 TC Identity NVI | Itis used for users to log in to Wauth using their TR ID
Confirmation numbers.
7 Passport Wauth It is used for users to log in to Wauth using their

Passport details.

8 Agreement This is the button where the contract is activated or
Enable/Disable deactivated when logging into Wauth.
9 Agreement It is the button where the Turkish version of the

contract is displayed.

10 Agreement (EN) It is the button where the English version of the
contract is displayed.

- In case the Local Authorization Form is enabled, authorization is made with the TR
ID number or passport of the users.

Local Authent. Format: Passaport or Free Usemame

sMs Wauth: ||| Q

TC Identification

Active Directory Authent. Passaport or Free Username

-When SMS Wauth is enabled, it allows users to log in to Wauth via SMS. After SMS
Wauth is enabled, the SMS Wauth section opens.

SMS Wauth: Enable

betory Authent. ||| Q

I Confirmation: | npjcable
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Setting Rule:

Default Group:

localnetwork

Default | »

@Multiplemgin Limit: 1]

@Apply multiple login limit to all SMS
users:

)| Account Expiration Date: 5,

@ Timeout:

Cust. Serv. Tel:

(hours)

1440 (mins)

5555555555

"' 5555555555

Cust. Serv. Email: g, 0ot @iabrisnetworks.com

g Enable Commaon Key:

<]

I SMS sending will be afforded by the
company*:
Require mail for SMS signup:

<]

<]

.
g 2
@ =
'e] [1+]
(=

&

2 3
s B
[
=

£ 8
[< I

Remained Token™: O

Custom SMS Service Configuration

:_.
1 Default Group The group in which SmsWauth will be enabled is
selected.
2 Multiple Login | The number of different devices that the user logged in
Limit with the SMS auth method can connect to with the
same user is selected.
3 Apply Multiple | In the section where the multiple login limit is enabled
login limit to all | for users who interact with SMS.
SMS users
4 Account This is the section where the deletion time of the
Expiration Date account opened with SMS Wauth is specified.
5 Timeout This is the section where the timeout period of the
logged-in user is specified.
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6 Cust. Serv. Tel This is the section where the Technical Support phone
number is entered.
7 Comp. Mobile This is the section where the Institution’s Mobile phone
number is entered.
8 Cust. Serv. Email | It is the section where the technical support e-mail is
entered.
9 Enable Common | This is the section where the public key is activated.
Key
10 SMS Sending will | If the SMS sending is to be met by the company and
be afforded by the | the institution, it is opened. If it is opened, it is
company necessary to buy tokens from the company.
11 Require Mail For [It is enabled in cases where the mail address is
SMS Signup required to log in SMS Wauth.
12 Request Whitelist | Allowed GSM numbers are allowed to login via
Check SMSWauth.
13 Use Custom SMS | It is used in the case where the SMS provider is to be
Api used.
14 Remained Token | In the case of receiving a token, the remaining token is
seen. Each token means one SMS.
15 Custom SMS | It is the button where the provider settings to be used
Service as the SMS provider are made.
Configuration
16 Buy Token In cases where the Labris UTM device is used as an
SMS provider. It is the place where the remaining SMS
right is displayed.
17 Show Common | This is the button where the public key specified for
Key SMS Wauth is displayed.
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18

Save This is the button where SMSWauth settings are

saved.

-It is used when users who will log in to Wauth need to be withdrawn from Active
Directory. When enabled, users in Active Directory will be able to log in to Wauth.

| Active Directory Authem.”ml

TC Identity NI Confirmation: ||| Q
Passport Wauth: | pjcahle
Settings - localnetwork
Setting Rule: localnetwork v

susvaun | .
Multiple Login Limit: |

4

Apply multiple login limit to all AD
users:
Disable Group Name: []

(hours)

(hours)

1 Multiple Login | This is the section where the number of multiple logins
Limit of users in Active Directory to WAUTH is regulated.

2 Apply multiple | This is the section where multiple limit entries are
login limit to all | enabled for users in the Active Directory.
AD Users

3 Disable Group [ This is the section where the group names in the Active
Name Directory are disabled.

4 Infinite Timeout This is the section where the timeout period for users

in the Active Directory is disabled.
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5 Timeout The AD timeout period is specified.

6 Infinite Expr. Time [ This is the section where the infinite expiration time of
user accounts is activated.

7 AD Expire After It is the section on AD where the expiration time is
indicated.

8 Test This is the button where users in the Active Directory
are tested.

9 Save This is the button where the Active Directory Authorize

settings are saved.
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-If enabled, Hotel Integration provides the ability to log in to Wauth using data held in
the database.

Hotel Integration: | T |

v VI Confirmation: ||| Y
Passport Wauth: | pisahle
Setiing Rule: Default

Default Group:

Subnet Rules

Default |«
@R +otel name:
) Prouct Tyne: [ Fiscio (OracteDB) |+

@ Machine Port ...
@ Database Name (or file path):

@ Passward:

Y
WLP usemame Field Name:

~ Room No | =

4
I‘--,_' 1\ Password Field Name: e cuopaNG

@ Name Field Mame: auto
@ Sumame Field Name:
@ Departure Date: =

@‘ﬁmeout 0 (mins)
@ Extra Time: 15 (hours)

@Syncnmnlzanonlntewalz 15 . (mins)

.
l\__IB__.-‘ Infinite imeout: )
@ Muitiple Login Limit: 1]
Apply multiple login limit to all hotel
e LISETS”
A

1 Default Group The group for which the hotel integration is enabled
is selected.

2 Hotel Name This is the section where the hotel name is entered.

3 Product Type The type of database is selected. Database types
supported in the Labris UTM device are Fidelio
(OracleDB), Synthesis (MsSQL), Amonra (XML),
Rmos (XML), Akinsoft Wolvox (Firebird), and
Asyasoft. Apart from the supported database types,
data is taken from the database as custom.
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4 Machine Address This is the section where the address of the database
server is entered.
5 Machine Port This is the section where the port of the database
server is entered.
6 Database Name (or | This is the section where the name of the database
file path) server is entered.
7 Table Name This is the section where the table name of the
database is entered.
8 Username This is the section where the user name used to log
in to the database is entered.
9 Password This is the section where the password used to log in
to the database is entered.
10 Username Field This is the section where the domain name of the
user who logs in to Wauth is selected.
11 Password Field It is automatically pulled from the database.
12 Name Field Name It is automatically pulled from the database.
13 Surname Field | It is automatically pulled from the database.
Name
14 Departure Date It is automatically pulled from the database.
15 Timeout This is the section where the user's timeout after
logging in is indicated.
16 Extra Time This is the section where the extra permission period
given to users after logging in is specified.
17 Synchronization This is the section where the time when the new data
Interval added to the database is transferred to the Labris
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UTM device is specified.
18 Multiple Timeout It is used in cases where the timeout should be
unlimited.
19 Multiple Login | This is the section where the number of times users
Limit will be connected from the same account is specified.
20 Apply multiple | A multi-connection limit is turned on for all users.
login limit to all
hotel users
21 Test It is the button where database integration is tested.
22 Save This is the button where hotel integration settings are
saved.
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-It opens in cases where it is necessary to log in with the TC Identity Number. When
users register with their TC ID, NVI matches the user's TC ID number with their date

of birth. In cases of matching, the user logs in to WAUTH with his TC Identity Number
and year of birth.

[TC Identity NVI Confirmar.ion:|| Enable

Passport Wauth: Q

Enable
Agreement Enable/Disable: | pyjicaple

A

Setting Rule: Default v

@Delau\lGroup Default |+

@ Multiple Login Limit: | | |
@App\y multiple login limit to all TCKN
users:
@ Infinite Account: [
@T‘me‘j”’ 1440 (mins)

@ Account Expiration Date: 5, (hours)
@ Cust. Serv. Tel: - 5555555555

@ Cust. Serv. Emall: ooy @iaprisnetworks.com

@ Reference Approval
@ Request Mobil Number: [
@ Use GSM Number for Username:

Send Password With SMS

\: EEJ Require Whitelist Check

\ Enable Common Key: |

\ Require mail address for TCKN [
p signup:
| 1 Send TCKN with Reference Mail: |

@Lugmaumwhen signup: []
© ez
OEm
1 Default Group The default group of TCKN Wauth is selected.
2 Multiple Login | The multiple connection limit of the users who will log
Limit in to Wauth is specified.
3 Apply multiple | Itis the section used to apply the multi-connection limit
login limit to all | to all TCKN users.
TCKN users
4 Infinite Account It is marked in cases where the expiration period
should be unlimited.
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5 Timeout This is the part where the timeout period is specified in
minutes.
6 Account It is the section where the expiration time of the
expiration date accounts opened by the users is specified in hours.
7 Cust. Serv. Phone | This is the section where the Technical Support Phone
is entered.
8 Cust. Serv. Email | This is the section where the Technical Support e-mail
address is entered.
9 Reference It is opened in cases where users who register with
Approval TCKN need to be logged in after reference approval.
10 Request Mobile | It is activated in cases where users need to request a
Number GSM number when registering.
11 Use GSM Number | It is activated in cases where users want to set their
for Username usernames as phone numbers after logging in.
12 Send Password | When enabled, users' login information will be sent via
with SMS SMS.
13 Require Whitelist | Users who are on the allowed list of their GSM number
Check are allowed to enter WAUTH.
14 Enable Common | This is the section where the public key specified by
Key the administration for entry to WAUTH is specified.
15 Require Mail | It is activated in cases where the postal address must
Address for TCKN | be entered by logging in with the TCKN.
signup
16 Send TCKN with [ Sends the TCKN by reference mail.
reference mail
17 Login auto when | After registration, they are automatically logged in to
sign up WAUTH.
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18 Show  common | Indicates the specified public key.
key
19 Save TCKN is the button where the settings made in

WAUTH are saved.

-In cases where users need to use a passport when registering with Wauth, Passport
Wauth is activated. Once activated, users use their passport number when registering
on Wauth.

Passport Wauth: | Enable ‘
nt Enable/Disable: | | Q

Agreement

Disable

=

Settings - Default

Setting Rule: Default

Default Group: | paeap |4

@Mulnp\emgm Limit: 1|e

@ Apply multiple login limit to all
passport users
@ Infinite Account: [
@T‘me“”‘ 1440 (mins)

@ Account Expiration Date: 24
@ Cust. Serv. Tel
@ Cust. Serv. Email
@ Reference Approval: ]

Request Mobil Number: ]

@ Use GSM Number for Usemame: [

Send Password With SMS: [

(hours)

Require Whitelist Check: [

Enable Common Key: []
@ Require mail address for Passport ]
signup

) how Common Key

00°

Default Group

The default group of Passport Wauth is selected.

Multiple
Limit

Login

The multiple connection limit of the users who will log
in to Wauth is specified.

Apply multiple
login limit to all
Passport users

It is the place used to apply the multi-connection limit
to all Passport users.
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4 Infinite Account It is marked in cases where the expiration period
should be unlimited.
5 Timeout This is the part where the timeout period is specified in
minutes.
6 Account It is the section where the expiration time of the
expiration date accounts opened by the users is specified in hours.
7 Cust. Serv. Phone | This is the section where the Technical Support Phone
is entered.
8 Cust. Serv. Email | This is the section where the Technical Support e-mail
address is entered.
9 Reference It is opened in cases where users who register with
Approval TCKN need to be logged in after reference approval.
10 Request Mobile | It is activated in cases where users need to request a
Number GSM number when registering.
11 Use GSM Number | It is activated in cases where users want to set their
for Username usernames as phone numbers after logging in.
12 Send Password | When enabled, users' login information will be sent via
with SMS SMS.
13 Require Whitelist | Users who are on the allowed list of their GSM number
Check are allowed to enter WAUTH.
14 Enable Common | This is the section where the public key specified by
Key the administration for entry to WAUTH is specified.
15 Require Mail | It is activated in cases where users login with their e-
Address for | mail address.
Passport signup
16 Show  common | Indicates the specified public key.
key
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17

Save

Passport is the button where the settings made in
WAUTH are saved.

13.5.2 Reference Records

It is used when Reference Approval is enabled in Wauth rules. The account of the
users who have been given reference approval is approved and the users log in to
WAUTH with the account they registered.

Labris

dbDashboard  [JSystem g Network < vPN [ECRERIEERY (5 E-mail Security WIDS &IPS i) Objects & Identity € Monitor

13.5.2.1 Pending Reference Records
Shows a list of reference records that are awaiting reference approval when users

log in to WAUTH.

Pending Reference Records Reference Records History

+ Approve Request .l B Reject Request  |{lrl

Approve Request

It is the button where the WAUTH request of the users
who have registered with WAUTH is approved.

Reject Request

It is the button where the WAUTH request of users who
have registered with WAUTH is rejected.

Username

This is the section where the User Name of the user
logged in to WAUTH is displayed.

Create Date

This is the section where the creation date of the
WAUTH account is displayed.
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5 Expire Date The experation period of the reference request is
displayed.
6 Reference E-mail [ This is the section where the reference e-mail address
is displayed.
7 Mail Delivery | This is the section that shows the number of attempts
Retries to send an e-mail
8 Mail Delivery | This is the section where the mail delivery status is
Status displayed.
9 Real Name It is opened in cases where users who register with a
passport need to be logged in after reference approval.

13.5.2.2 Reference Records History
A list of reference records made in the past is displayed.

Pending Reference Records Reference Records History

Usemame Degision Time Real Name Reference E-Mail Decided By Action -]
\@labris 19/04/2024 08:44:07 Mehmet KAYA 1 @gmail.com Timeout System Rejected
I@labris 28/03/2024 17:25:57 Mehmet KAYA v @gmail.com Admin Interface Approved

1 e

13.5.3 Exception
It allows IP addresses added as an exception to access the internet without asking
WAUTH. Exceptions are typically used for devices that can't log in to WAUTH.

& Dashboard  LISystem  JuNetwork < vPN [ECICEIEERN = E-mail Security WIDS &IPS i Objects & Identity @ Monitor
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1 Add It is the button where the IP, IP Range, and MAC
Addresses to be added as an exception are added.

2 Name It is the section where the name of the device added
as an exception is displayed.

3 Description This is the section where the description about the
device added as an exception is displayed.

4 Interface It is the section where the interface of the device added
as an exception is displayed.

5 IP/IP Range/ MAC | It is the section where the IP, IP Range, or MAC
address of the added device is displayed.

6 Authentication The authentication method with WAUTH is displayed
for the onboarded device.

7 Status It is displayed whether the typed exception works or
not. If the status is enabled, the added exception will
work. If the status is disabled, the added exception will
not work.

8 Manage This is the section where the added exception is edited
or deleted.
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-To add an exception, click the 'add' button, and the exception IP, IP Range, and MAC
Address are added to the exception rule.

@ Enable
@ Name
@ Description

@ Interface

@ Authentication
o

@ IP Address

v

ethl (192.168.2.1) hd

192.168.2.5

Required Not Required

P IP Range Mac Subnet

Source Destination

0 mis

1 Enable

It is the button where the exception rule to be added is
activated.

2 Name

It is the section where the name of the device to be
added as an exception is entered.

3 Description

It is the section where the description about the device
to be added as an exception is entered.

4 Interface

This is the section where the interface to which the
device to be added will be connected is selected.
(WAUTH must be turned on on the selected interface.)

5 Authentication

This is the section where the authentication method of
the device to be added is selected. If the required
option is selected, it is necessary to log in to WAUTH.
If Not Required is selected, the added device does not
need to log in to WAUTH.

6 Type

This section specifies the type of exception rule. If IP
is selected, only 1 IP address is allowed (ex.
192.168.1.25). If IP Range is selected, a specific IP
range is entered (ex. 192.168.30.1-192.168.30.20). If
MAC is selected, the exception rule is written
according to the MAC address of the device (ex.
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FF.FF.:FF.:FF.FF:AB). If SUBNET is selected, an
exception is added according to the specified subnet
(ex. 192.168.1.0/24). If the source is selected, IP, IP
Range, and Subnet values are entered according to
the source. If Target is selected, IP, IP Range, and

Subnet values are entered according to the target
address.

7 Network Address | The network addresses to be entered vary according
to the selected type.

8 Save It is the button where the written exception rule is
saved.
9 Close It is the button where the screen that opens after

clicking the Add button is closed. Closes the
transactions made without being saved.

13.5.4 Interface Settings
Wauth validation is the module in which the interface to be opened is selected or the
interfaces selected for WAUTH are displayed.

1 Add This is the button where the interface to enable Wauth
verification is added.

2 Interface This is the section where the interface in which Wauth
validation is turned on is displayed.

3 IP Address This is the section where the IP address from which the
WAUTH interface will be accessed is displayed.

4 Protocol The protocol in which WAUTH runs is displayed.
(HTTP or HTTPS)
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5 Status The status of the interface selected as WAUTH is
displayed. If it is enabled, WAUTH is turned on on the

selected interface. If it is disabled, WAUTH is closed
on the selected interface.

6 Manage These are the buttons where the interfaces added to
perform WAUTH verification are edited or deleted.

-To select the interface that Wauth will work with, click the 'add' button and select the
interface on the screen that appears. The interface to be selected must be the internal

network.
Interface
@ Enable [ )
@ Interface 0 ethl (192.168.2.1) v
@ Protocol HTTPS HTTP
om
1 Enable This is the button where WAUTH is activated.
2 Interface The interface on which WAUTH runs is selected.
3 Protocol The protocol on which WAUTH runs is selected. (HTTP
or HTTPS).
4 Save This is the button where the written configurations are
saved.
5 Close The screen that opens is closed.
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13.6 IP/MAC Binding
IP MAC Mapping is the process of matching the MAC address with the IP address of

the device on a network. Devices on the network are assigned a MAC address that is
unique to the device's hardware.

Strict Mode requires IP-MAC bindings of network devices. An IP address is associated
with a specific MAC address, and packets with a different MAC address are rejected.
It rejects incoming packets when a new network device joins the network, other than
the network devices for which IP-MAC binding is made. For the packets to be
accepted, the IP-MAC binding must be done on the new device. Strict Mode provides
tighter control over network security.

Loose Mode, the IP-MAC binding of network devices is more flexible. Allows packets
from a different MAC address that has just joined the network, except for IP-MAC
binded devices.

m |P/MAC Binding

1 Add This is the button where the IP-MAC Binding policy is
added.
2 Interface This is the section where the interface where IP-MAC

Binding is opened is displayed.

3 Mode This is the section where the mode of IP-MAC Binding
is displayed. ( Strict or Loose )

4 Manage This is the section where the added IP-MAC Binding is
edited or deleted.
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-IP-MAC Binding is done by clicking the 'add’ button.

@Enahle A
EOC—O
1 [J 08:00:27:93:7E:A5 192.168.2.7
@ -
Y oo ] cix |

1 Enable This is the button where the IP-MAC binding policy is
enabled.

2 Interface It is the button that displays the interface where IP-
MAC binding will be opened.

3 Network Scan It is the button that displays the MAC and IP addresses
of the network devices connected to the selected
interface.

4 Mode The mode of the IP-MAC binding is selected.

5 Add-Delete- When the Add button is pressed, the MAC and IP

Export addresses of the device belonging to the selected
interface are added. The Delete button deletes the
selected IP-MAC bind. The Export button exports the
added IP-MAC binding table.

6 MAC After pressing the Scan Network button, the MAC
addresses of the devices that have been IP-MAC
matched are displayed.

7 IP Address After pressing the Scan Network button, the IP
addresses of the devices that have been matched with
IP-MAC are displayed.
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8 Server Name The server names of the devices on the network are
displayed.
9 Bind The pairing status of the IP-MAC bindings of the

devices is displayed. To make a binding, the bind
status must be yes.

10 Manage This is the section where the IP-MAC bind is deleted.

11 Save This is the button where the IP-MAC bind policy is
saved.

12 Close It is the button where the IP-MAC binding screen is
turned off.

-Click the 'add' button to make IP-MAC binding of the devices.

© Delete [ Export
I S S N T
Q Q Q
1 (] 08:00:27:93:7E:A5 192.168.2.7 E

-After pressing the Add button, a new line is added. By filling in the boxes
corresponding to the added line, the IP address of the newly added device is added
together with its MAC address.

Add © Delete 7 Export

Q Q Q

|0 ©
2 [ 08:00:27:93:7E:A5 192.168.2.7
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14. E-mail Security

It is used by the Labris UTM device to protect email traffic. It monitors, filters, and
controls email traffic, thus preventing malware, spam, and other threats from reaching
the network.

It filters incoming and outgoing email messages, helping to prevent various threats
such as spam, phishing, malware, and data leakage.

Labris

@ Dashboard  CISystem  JuNetwork =VPN & Policies

.

Enable E-mail Security

SRR UIDS &IPS (i Objects & Identity & Monitor

FODN  WIN-07.U52NLOUU local
Bounce Mail Queue Lifelime 3500 Sec
Maximum Mail Queue Lifetime 24 Hrs.

Sender Warning Rate 5§ Fequest | per &0 Sec. Disable

Sender Reject Rate 46 Request | por 60 Sec Disable

14.1 Settings

It is the section where the information of the e-mail server running in the internal
network is edited, spam, domain control, authentication, antispam, antivirus, e-malil
blocking, RBL server settings are made.

@@ Dashboard  ISystem  LNetwork VPN # Policies [NSRSURIEREIE 0IDS &IPS | Objects & ldentity @ Monitor

:
:

Enable E-mail Socurity

Logs B Repors @ Help = & admin =

FODN  WIN-OT.S2NLGJU.mehmet local

Bounce Mail Queue Lifetime 3500 Sec.
Maximum Mail Oueus Lifefime 24 Hirs.
Sender I s Request. | P 0 s Disab
Sender Reject Rate 46 Roquesl | Per 60 Sec Disable

14.1.1 General
It is the module where the general settings of e-mail security in the Labris UTM device
are made.

@ Dashboard  [JSystem  LNetwork < VPN 4 Policies [SENURIEISHUINE ©IDS &IPS @ Objects & ldentity  © Monitor

1 Save It is the button where the settings of e-mail security are
saved.

158 Labris Networks



Administration Guide For Labris UTM

2 Enable E-mail | It is the button where e-mail security is enabled.
Security
3 Fully Qualified | This is the section where the full domain name of the
Domain mail server is entered. EG; 'mail.google.com’
Name(FQDN)
4 Bounce Mail | Determines how long bounce messages are kept in the
Queue Lifetime queue. In the event that a bounced message cannot
be delivered within the specified time, the message is
considered undeliverable and is deleted from the
gueue. It allows bounced messages to be kept in the
gueue for the specified amount of time.
5 Maximum Mail | Determines how long a message can be held after it is
Queue Lifetime gueued. Messages that are not delivered at the end of
the specified time are sent back.
6 Sender Warning | It allows senders to send 5 e-mails within the specified
Rate time and sends a warning message to the sender when
the limit is exceeded.
7 Sender Reject | It allows senders to send 5 e-mails within the specified
Rate time, and e-mails exceeding the limit are rejected.

14.1.2 Domain Control
It is the module where the domain names of the mails coming to the mail server are
checked.

® RBL

1 Add It is the button where the domain name control is
added.
2 Save This is the partition where the added domain control

server is registered.
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3 Discard It is the button where the transactions are abandoned.

4 Domain Name This is the section where the domain name of the
added domain control server is displayed.

5 SMTP Server This is the section where the SMTP server information
is displayed.
6 Port This is the section where the port information of the

SMTP server is displayed.

7 Login Required It is used to prevent unauthorized logins from
accessing email accounts.

8 Manage There are buttons where the added server is edited
and deleted.

-Click the 'add' button to add a domain name control server. After clicking the ‘Add’
button, the information in the window that appears is filled in and the process of adding
a domain name control server is done.

Add New Domain

@ Domain Name adminguide.com

@ SMTP Server smtp.adminguide.com

@ Server Port 465
@ Default Domain

@ Login Required

E Save
1 Domain Name This is the section where the domain name of the
server is entered.
2 SMTP Server This is the section where the domain name of the

STMP server is entered.

3 Server Port This is the section where the port information of the
server is entered.
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4 Default Domain Opens when the added server should be the default
domain.

5 Login Required Opens when a login is required for the Domain Name
check.

6 Save This is the button where the domain name check is
saved.

7 Close It is the button where the window opened by clicking
the 'Add’ button is closed.

14.1.3 Authentication
This is the section where the mail coming to the Mail server is authenticated. The
authentication process verifies the credentials of the users who send the mail.

PSS ©iDS 3PS m Objects & ldentity  © Monitor

1 Save This is the button where the authentication settings
are saved.

2 Validation This is the section where the protocol information to

Method which the verification method will be made is

selected. POP3 and IMAP protocols are used as
authentication methods.

3 Default Server This is the section where the IP address of the
server where clients will make authentication
requests is specified.

4 Number of | It is the section where it is specified how many
Worker Process | operations can be performed at the same time
during the authentication process.

5 Combine Domain | It merges the field with the login before entering the
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authentication mechanism.

6 Save Credentials | This is the section where the credentials of the
clients that are authenticated are saved.

7 Credential Cache | This is the section where the maximum amount of
Size memory for each process is specified.
8 Credetential This is the section where it is specified how long the
Cache Timeout temporary files will be valid for each authentication
process.
9 Sender Login | It allows senders to send 2 requests within the
Rate specified time (60 seconds) and sends a warning

message to the sender when the limit is exceeded.

14.1.4 Antispam
It is the section where the necessary settings are made for the e-mails coming to the

mail server to be detected as antispam.

M Policies UIDS &IPS Il Objects & Identity < Monitor

1520 werwonks o Network = VPN & E-mail Security

& Settings

& General

£ Domain Control
Spam Tag Level Score 51
£ Authentication

& Antispam @ Body Size Limit 204800 KB
& Antivirus . .

Antivirus @ Mail Size Limit 40240000 MB
& Policy @ Realtime Blackhole List (RBL) C,
2 Spam Learn @ Bayes C

B RBL Server @ Bayes Auto Learn
2 RBL Exception @Aulc Whitelist
B ey L @ Reject Unknown Sender Domain C,‘

£ Antispam
L. Reject Unknown Client Hostname
& Antivirus

= Quarantine @ Reject Invalid Helo Hostname

@Reiect Non-FQDN Sender C,‘

@ Spam Mail Policy Discard
@ Bad Header Policy Pass

~ Report Options
@Wam Spam Sender C,‘

lodify Spam Mail Subject
@ Spam Admin E-mail Address spamalert@S$mydomain

=

@ ‘Spam Subject Tag ***SPAM®*

1 Save This is the button where the antispam settings are
saved.
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2 Spam Tag Level | Specifies the default score threshold required for an
Score Email to be classified as spam. If an email's spam
score crosses this threshold, the email is considered
spam. When '5.1" is set, emails are considered spam
because they have a score of 5.1 or higher.

3 Body Size Limit Specifies the maximum size of the email body to be
processed for spam analysis. If the body of an email
exceeds this size limit, it doesn't analyze the entire
content and skips portions.

4 Mail Size Limit If the size of the incoming e-mail exceeds the limit, it
detects the incoming e-mail as spam and blocks it.

5 Realtime It is the section where it is activated in cases where

Blackhole List | blocking is desired by looking at the black hole list for
(RBL) spam e-mail control.

6 Bayes It must be enabled to detect and filter unsolicited e-
mails (spam). If enabled, it analyzes the e-malil
message content and distinguishes between spam
and requested e-mails.

7 Bayes Auto Learn | In the case of Bayesian automatic learning turned on,
it continuously improves spam filtering by learning
based on the emails that the user has flagged.

8 Auto Whitelist It prevents messages from trusted email addresses
from being accidentally blocked by the spam filter,
allowing users to perceive important messages as
spam.

9 Reject Unknown | Blocks the sender's mail in case the domain name of

Sender Domain the incoming mail is not resolved or unknown.
10 Reject Unknown | Blocks incoming mail from the sender if the server
Client Hostname [ name of the incoming mail is not resolved or unknown.
11 Reject Invalid | While the e-mail server identifies itself with the Helo
Helo Hostname command, it blocks incoming e-mail if an invalid server
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name is not used.
12 Reject Non-FQDN | Blocks incoming email when the sender domain of the
Sender email server is not a fully qualified domain name.

13 Spam Mail Policy | The action taken during the blocking of e-mails
perceived as antispam is indicated. The specified
actions are Block (Warn Sender), R, Block (Report to
Sender) or Block.

14 Bad Header | By checking the header of the incoming emalil, it

Policy blocks, rejects or does not block the email it perceives
as spam.

15 Warn Spam | Alerting the sender of the mail detected as spam is

Sender done.

16 Spam Admin E- | The subject of the mail that is detected as spam is

mail Address changed.

17 Spam Admin E- | It is the section where the label of the subject of the

mail Address mail that is detected as spam is changed.

18 Spam Admin E- | Itis the section where the address to which the e-mails

mail Address detected as spam will be sent is entered.
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14.1.5 Antivirus

It is the section where the necessary settings are made for the e-mails coming to the
mail server to be detected as viruses. It warns the sender and receiver in cases where
incoming e-mails are detected as viruses.

A werwonns Jsystem & Network < VPN # Policies 0IDS &IPS Il Objects & Identity & Monitor

& Settings

&2 E-mail Security

@& General

& Domain Control
- @ Max. Number of Process 3
£ Authentication

E? Antispam @ Log Level Critical

& Antivirus @Max. Recursion Level 14

E2 Digest
@ Max. Number of Extracted Files 1500
E. Policy

3 Spam Learn @ Infected Mail Policy Discard
B RBL Server @ Banned Policy | Discard
@ RBL Exception

2 Allow/Deny List ~ Report Options

= Antispam @ Notify Sender
& Antivirus
ntiviru @ Notify Recipient

£ Quarantine
@ Spam Admin E-mail Address virusalert@$mydomain

@ HeaderLine | by Labris Messaging Suite Mail Security at $mydomain

@ Header Tag X-Virus-Scanned

1 Save This is the section where the antivirus settings are
saved.
2 Max. Number of | This is the section where the number of operations of
Process the antivirus scan is indicated.
3 Log Level The registration level of the e-mails detected as

viruses is selected.

4 Max. Recursion | This is the section where it is specified how deep to go
Level in case of scanning files or archives. A depth level of
1-20 is entered.

5 Max. Number of [ This is the section where it is specified how many files
Extracted Files will be scanned when scanning or decompressing
compressed files or archives in the incoming e-mail.

6 Infected Mail | The policy to be applied in case it is detected as a virus
Policy is selected.
7 Banned Policy This is the section where the policy to be applied for
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emails caught in the prohibited policy is selected.

8 Notify Sender It is the section where e-mails are sent to the sender
for e-mails detected as viruses.

9 Notify Recipient It is the section where e-mails are sent to the recipient
for e-mails detected as viruses.

10 Spam Admin E-| This is the section where the address to which the
mail Address spam will be sent is entered.

11 Header Line This is the section where the title information of the
mail to be sent is entered.

12 Header Tag This is the section where the title tag information of the
mail to be sent is entered.

14.1.6 Digest
. It is the section where the summary of quarantined e-mails is sent in the Labris UTM
device.

UIDS &IPS |l Objects & Identity € Monitor

NETWORKS L System & Network < VPN # Policies
& Settings

E2 E-mail Security

@ General

B Domain Control
@ Company Name Labris Teknoloji
£ Authentication

£ Antispam @ Digest Web Address 10.10.10.15 33
® (i Mail From Name ~ Digest Mail Ozeti
E2 Digest
& Policy @ Mail From noreply@Iabristeknoloji.com
3 Spam Learn @ Mail Subject Karantina Mail Listeniz
2 RBL Server
Control Frequency | 6 Hours
8 RBL Exception
@ Allow/Deny List @ Default Account Subscription Frequency 1 Hr.
£ Antispam @ Default Token Lifetime 24 Hr.
2 Antivirus
@ Web Request Token Lifetime 150 Min.
& Quarantine
@ Last Quarantine Time 15 Days
@ Default Order Subject
@ Mail Footer Labris Teknoloji
@ Mail Subject For Password Change Labris Teknoloji Eposta Sifre Degjistirme Giris Kodu
@ Mail Subject For Forwarded Mail Labris Teknoloji Eposta Yonlendirme Ayan Girig Kodu

166 Labris Networks



Administration Guide For Labris UTM

settings are saved.

2 Company Name This is the section where the name of the company to
which the quarantine summary e-mail will be sent is
entered.

3 Digest Web | This is the section where the network address of the

Address guarantine private server is entered.

4 Mail From Name | Quarantine is the section where the sender address of
the mail sent as a summary is entered.

5 Mail From Quarantine is the section where the mailing address
sent as a summary is entered.

6 Mail Subject Quarantine is the section where the subject of the mail
to be sent is entered.

7 Control This is the section where it is specified how often a

Frequency summary report will be sent to the user about
guarantined emails.

8 Default Account | An initial setting that determines how often a user
Subscription receives email notifications or reports when they sign
Frequency up for a particular service or system.

9 Default Token | This is the section where it is specified how long the
Lifetime session used during viewing, retrieving or managing

the Quarantine Summary report will remain active.

10 Web Request | This is the section where the duration of the session
Token Lifetime used during the creation or receipt of the Quarantine

Summary report will remain active.

11 Last Quarantine | Quarantine refers to the time of the last email or
Time message quarantined in the Summary report.

12 Default Order Quarantine is the section where the standard format of

the summary report is specified when it is created or
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sent to the user.

13 Mail Footer Quarantine is the section where the postal signature of
the report to be sent as a summary is entered.

14 Mail Subject For | This is the section where the information required for
Password password change is entered.
Change

15 Mail Subject For | Thisis the section where the mail subject is entered for
Forwarded Mail the forwarded E-mail.

14.1.7 Policy

The rules defined in the Labris UTM device are displayed, this is the section where the
block or permission is made by typing the rule in the domain name or e-mail address.

< = 14 )] Action
a Q Al T v A

1 Add This is the button where the policy is added.

2 Name This is the section where the written policy names are
displayed.

3 Address This is the section where the typed policy addresses
are displayed.

4 Type This is the section where the type of policies written is

displayed. The type includes Domain Name and Email.

5 Action This is the section where the action information of the
written policy is displayed. Allows or blocks as an
action.

6 Status The status information of the written policy is
displayed.
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7 Manage This is the section where the written rule is deleted or
edited.

-Click on the 'add' button to add a policy. After clicking the Add button, if the type of
policy to be written cannot be selected as 'e-mail’, the rule to be blocked or allowed
according to the e-mail address is written.

Policy Rule

@

adminguidelabris|

labrisadminguide@labrisnetworks.com

@ Message test

1 Enable It is the button where the policy to be written is
activated.
2 Name This is the section where the name of the policy to be

written is entered.

3 Type The type of policy is selected and the policy is written
according to the selected type.

4 E-Mail If the type is selected as 'e-mail’, the e-mail address to
be blocked or allowed is written.

5 Massage It is the section where the message information about
the written rule is entered.

6 Action The action of the policy to be written is selected. Allow
mail to be received from the entered e-mail address is
selected. If the mail will not be sent from the entered e-
mail address, block is selected.

7 Save This is the section where the written rule is saved.

8 Close It is the button where the screen opened by clicking the
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Add button is closed.

-Click on the 'add' button to add a policy. After clicking the Add button, if the type of
policy to be written cannot be selected as 'domain name’, the rule to be blocked or
allowed according to the e-mail address is written.

Policy Rule
@ Enable L
@ Name adminguidelabris|
@ Type Domain E-Mail

@ Domain labrisnetworks.com
@ Message test

@ Action Reject
Sender ¥ | labrisadminguide@Iabrisnetworks.com +

o

1 Enable It is the button where the policy to be written is
activated.

2 Name This is the section where the name of the policy to be
written is entered.

3 Type The type of policy is selected and the policy is written
according to the selected type.

4 Domain Name If the type is selected 'Domain Name', the domain
name address to be blocked or allowed is written.

5 Massage It is the section where the message information about
the written rule is entered.

6 Action The action of the policy to be written is selected. Allow
mail to arrive from the entered domain address is
selected. If mail will not be received from the domain
name address entered, block is selected.
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7 Exception In case of receiving mail from e-mail addresses
belonging to the domain name, it is necessary to define
it as an exception.

7 Save It is the section where the written policy is recorded.

8 Close It is the button where the screen opened by clicking the
Add button is closed.

14.1.8 Spam Learn

This is the section where the necessary settings are made for spam learning in e-mail

security.

Labris

T bt
& Settings

& Dashboard  J System

o Network  =» VPN # Policies SNSWTCEINIE UIDS &IPS |l Objects & Identity & Monitor

& General

& Domain Control
2 Authentication
&2 Antispam

£, Antivirus

&2 Digest

£ Policy

& Spam Learn
B RBL Server

B2 RBL Exception
B Allow/Deny List

£ Antispam

&  Antivirus

fa Quarantine

@ E-mail Address  labris@spamlearn.local

@Sewer Address  L-8Pris UTM device IP addresses

@ Control Frequency | 6 Hours
@ Clear Expire Database Clear

@ Enable L )
@ Password

Default password is “labris'

1 Save It is the button where spam learning is recorded.

2 Enable It is the button where spam learning is enabled.

3 E-mail Address This is the section where the e-mail address entered
for spam learning is displayed.

4 Password It is the section where the password defined for spam
learning is changed.

5 Server Address This is the section where the server address is
displayed for spam learning.

6 Control It is the section where the control frequency of the

Frequency server is selected for spam learning.
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7 Clear Expire | It is the button where expired and spam e-mail
Database addresses are cleared from the database.

14.1.9 RBL Server

RBL Server is a blacklist server that email servers use to block spam and other
unsolicited e-mail. It often hosts spammer IP addresses and domain names, and email
servers use this list to verify the origin of incoming emails.

It is the database that e-mail servers instantly apply to detect and block spammers.

It is the section where RBL server definition is made in the Labris UTM device.

EYTEe  ©IDS s PS @) Objects & Identity @ Monitor

1 Add RBL is the button where the server is added.

2 Enable RBL is the section of the server where the server
addresses are displayed.

3 Status This is the section where the status of the added RBL
server is displayed.

4 Manage The added RBL is the partition where the edit or
deletion of the server is performed.

Add New RBL

@ Enable C‘

@ Server Address rbl.labrisnetworks.com)

1 Enable RBL is the button where the server is activated.
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2 Server Address RBL is the part of the server where the server address
is entered.
3 Save This is the section where the RBL server addresses to

be added are saved.

4 Close It is the button where the window that opens by clicking
the Add button is closed without saving.

14.1.10 RBL Exception
RBL is used to receive mail from domain name addresses that are in the server's list.

1 Add RBL Privileges is the button where the process is
added.
2 Server Address RBL is the section where the domain names of the

servers added as privileges are displayed.

3 Save This is the button where RBL Privileges are saved.

4 Close It is the button where the window that opens by clicking
the Add button is closed without saving.
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-To add a domain name as an RBL privilege, the addition process is done by clicking
the 'add' button.

Add New Domain

@ Action Accept v

@ Address Domain Name
o

1 Action This is the section in the RBL server list where the
action to be taken for mail from the server address
added as a privilege is specified.

2 Address RBL is the section where the domain name added as
a privilege is entered.

3 Save This is the button where RBL Privileges are saved.

4 Close It is the button where the window that opens by clicking
the Add button is closed without saving.

14.1.11 Allow/Deny List
It is the module where mails from domain name and e-mail addresses are allowed or

denied.

SIESSE  010S &IPS 1l Objects & Identity  © Monitor

1 Add It is the button where the allowed/denied domain name
or e-mail addresses are added.

2 Address This is the section where the added domain names or
e-mail addresses are displayed.

3 Type This is the section where the type of allowed/denied e-
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mail addresses is displayed.

4 Action This is the section where the actions of the added mail
addresses are displayed.

5 Manage This is the section where added mail addresses are
edited or deleted.

-Click the 'add' button to add e-mail addresses to be allowed/blocked. After clicking
the Add button, if the type of policy to be written is not selected as 'e-mail address’,
the rule to block or allow according to the e-mail address is written.

Edit Allow/Deny

@ Type Domain E-mail Address

@ Address adminguide@labrisnetworks.con{

@ Action Deny

OED
1 Type The type of rule to be written is selected.
2 Address If the type is selected as 'email address’, the email

address to be blocked or allowed is written.

3 Action The action of the policy to be written is selected. Allow
mail to be received from the entered e-mail address is
selected. If the mail will not be sent from the entered
e-mail address, block is selected.

4 Save This is the button where the added rule is saved.

5 Close It is the button where the window opened by clicking
the Add button is closed.
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-Click the 'add' button to add e-mail addresses to be allowed/blocked. After clicking

the Add button, if the type of policy to be written is ‘'domain name’, the rule to be
blocked or allowed according to the domain name address is written.

Edit Allow/Deny

@Tvpe Domain E-mail Address

@ Address sorun@labristeknoloji.com

@ Action
@ Sub Domain Control

O=xT EXa

o

1 Type The type of rule to be written is selected.

2 Address If the type is selected 'Domain Name', the domain
name address to be blocked or allowed is written.

3 Action The action of the policy to be written is selected. Allow
mail to arrive from a mailing address belonging to the
domain entered is selected. If mail will not be received
from the domain name address entered, block is

selected.
4 Save This is the button where the added rule is saved.
5 Close It is the button where the window opened by clicking

the Add button is closed.

14.2 Antispam

It is the module used to identify, filter and block unwanted e-mails coming to your mail
server.

@ Dashboard  CISystem L Network VPN o Policies [NCERUSICMSMUNY UIDS &IPS W Objects & identity @ Monitor

Spyware Sites.Virus Infected Sites Dialers Sites

Ml 2 Phishing Phishing Sites, Turkish Phishing Sites
3 Suspected Proxy Sites, Phishing Sites, Virus Infected Siles, Hacking Sites, Turkish Hacking Sites,Spyware Sites

4 Spam Phishing Sites

Spa
9

5

5
35

S Unwanted Web Gambling Sites, Turkish Gambling Sites, Pom Sites, Adult Sites, Sexuality Sites, Turkish Adult Sites Mixed Adult Sites
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14.2.1 Malware Site Filter

Website filtering scans the content and domain names of websites that users visit,
detects sites that contain spam, phishing, malware, or other threats, and blocks mail
from these domains.

1 Add It is the button used to add a website filter.

2 Name This is the section where the name of the added
website filter is displayed.

3 Categories This is the section where the categories with the added
website filter are displayed.

4 Spam Score This is the section where the score of the mail that will
be counted as spam is displayed.

5 Manage This is the section where the website filter is deleted or
edited.

-To add a website filter, click the ‘add' button to add a website filter.

Add New Malware Site Filter

@ Name

@ Categories l Social Networking Sites | | ]

@ Spam Score

Social

9.7

O =1 B2

1 Name This is the section where the name of the website filter
is entered.

2 Categories This is the section where the categories to be added
for the website filter rule are selected. Multiple
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categories can be added.

3 Spam Score Spam is the section where the score is entered.

4 Save This is the button where the added Web site filter is
saved.

S) Close It is the section where the window opened by clicking

the Add button is closed.

14.2.2 Malware Exceptions
It is the module where it is added as an exception in cases where mail needs to come
from a domain name in the categories in the added website filter.

@ VPN 4 Policies [NERSRISIESSINUE ©IDS &IPS i Objects & Identity & Monitor

1 Add An exception is the button used to add a domain name
or url.
2 Address This is the section where the added exception

addresses are displayed.

3 Type This is the section where the type of added exception
addresses is displayed.

4 Manage This is the section where the added exception
addresses are edited or deleted.
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-To add a domain name or url as a exception, click the ‘add’ button to add the domain

name or url as an exception. If the type is selected as a field, an exception is defined
by entering the field name.

Add New Domain

@ Enable C.

Type Domain URL

@ Address feedburner.com
Oc=m

1 Enable It is the button where the address to be added as an
exception is activated.

2 Type It is the section where the type of address to be added
as an exception is selected.

3 Address If the type is 'domain name', it is the section where the
domain name is entered.

4 Save It is the button where the addresses added as an
exception are saved.

5 Close It is the button where the window opened by clicking
the Add button is closed. The transaction made by
clicking the close button is not saved.

-If the exception type is selected as 'URL', the exception is defined by entering the
URL address.

Add New Domain

@ Enable C'.
Type Domain URL
@ Address mail.google.;om
o
1 Enable It is the button where the address to be added as an

exception is activated.
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2 Type It is the section where the type of address to be added
as an exception is selected.

3 Address If the type '"URL' is selected, it is the section where the
domain name is entered.

4 Save It is the button where the addresses added as an
exception are saved.

5 Close It is the button where the window opened by clicking
the Add button is closed. The transaction made by
clicking the close button is not saved.

14.2.3 Content Filter
It is the module that analyzes the content in e-mail communication and detects or
blocks spam, malware, phishing and other unwanted or harmful content.

rd  CISystem  LilNetwok VPN 4 Policies [EERSCRIISSSNN ©IDS &IPS il Objects & ldentity @ Monitor

1 ALY deny from all alias B
2 HABERINIZCOM haberinizcom n
3 IPORGTR1 iporgtr n
4 KOMPLO_TEORI_01 ekomploteorilerigooglegroups header n
5 LMC_NOT_A_SPAM n
6 NO SMTP_AUTH
7 SMTP_AUTH sing SMTP Authenticat n
8 VIRUS_UYARI n
9 VIRUS WARNING1
10 VIRUS_WARNING15 \eade n
11 VIRUS WARNING158 acler ﬂ
12 VIRUS_WARNING19 ader m 20 n
13 VIRUS_WARNING45 neadler 20 ﬂ
14 VIRUS WARNING50 header 20 n
15 VIRUS WARNINGS7 eader 20 ﬂ
16 VIRUS_WARNING60 eader ™ 20 E
17 VIRUS_WARNING&1 eader m; 20 ﬂ
18 VIRUS_WARNING7 eader ™ 20 ﬂ
1 Add This is the button where the Content Filtering rule is
added.
2 Name This is the section where the name given to the content
filtering rule is displayed.
3 Description This is the section where the description of the added
content filtering rule is displayed.
4 Rule Type This is the section where the rule type of the added
content filtering rule is displayed.
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5 Test Type This is the section where the test type of the added
content filtering rule is displayed.

6 Score This is the section of the added content filtering rule
where the score is displayed.

7 Manage This is the section where the added content filtering
rule is edited or deleted.

-Click the 'add' button to add a Content Filtering rule. By selecting the rule type, the
content filtering rule is written according to the rule type.

e Rule type: If the Header is selected, the content filtering rule is written by
selecting the title type.

Content Filter Rule

@Name ALL1
@ Description Pescription
@Score 20
@ Rule Type Header
@ Header Type From
@ Test Type Normal For Test Meta Match
@ Entry Type Word Regex
@ Words .all\@Ilabristeknolojit.com.*
@ Match Only This Word Any Word Repeat Count
@ Not Include Rule
@ Case Insensitive
o
1 Name This is the section where the name of the content
filtering rule is entered.
2 Description This is the section where the description of the content
filtering rule is entered.
3 Score This is the section of the content filtering rule where
the spam score is entered.
4 Rule Type This is the section where the rule type of the content
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filtering rule is selected.

5 Header Type This is the section where the title type of the content
filtering rule is selected.

6 Test Type This is the section where the type of test used to detect
spam e-mails or unwanted content is selected.

7 Entry Type This is the section where the added content filtering
rule is edited or deleted.

8 Words This is the section where the content information is
entered. Here, the word or regex url to be filtered as
content is entered.

9 Match If it matches the word of the written content, it filters.
Matches all words to content or counts matches based
on the word typed.

10 Not Include Rule | This is the section where cases that are not included
in the rule are marked.

11 Case Insensitive It is used in cases where it is desired to be case-

insensitive.

12 Save This is the button where the content filtering rule is
saved.

13 Close It is the button where the window opened by pressing

the Add button is closed. Changes made when the
window is closed are not saved.
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e If the rule type is selected Body, the content filtering rule that controls the body
of the e-mail is written.

Content Filter Rule

@ Name LABRIS_WARNING
@ Description Description

@ Score 20

Rule Type | Body -

L

@ Test Type Normal For Test Meta Match

@ Entry Type Word Regex
@ Words

@ Match Only This Word Any Word Repeat Count

@ Case Insensitive

-}

o Jasee

1 Name This is the section where the name of the content
filtering rule is entered.

2 Description This is the section where the description of the content
filtering rule is entered.

3 Score This is the section of the content filtering rule where
the spam score is entered.

4 Rule Type This is the section where the rule type of the content
filtering rule is selected.

5 Test Type This is the section where the type of test used to detect

spam e-mails or unwanted content is selected.

6 Entry Type This is the section where the added content filtering
rule is edited or deleted.

7 Words This is the section where the content information is
entered. Here, the word or regex url to be filtered as
content is entered.
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8 Match If it matches the word of the written content, it filters.

Matches all words to content or counts matches based
on the word typed.

9 Case Insensitive | It is used in cases where it is desired to be case-
insensitive.

10 Save This is the button where the content filtering rule is
saved.

11 Close It is the button where the window opened by pressing

the Add button is closed. Changes made when the
window is closed are not saved.

e If the rule type Raw Body is selected, the content filtering rule that controls the
body of the e-mail is written.

Content Filter Rule

@ Name LABRIS_WARNING
@ Description Description

@ Score 20

Rule Type Raw Body v

Test Type Normal For Test Meta Match

@ Entry Type Word Regex
@ Words

@ Match Only This Word Any Word Repeat Count

@ Case Insensitive

o®

O=neEa
1 Name This is the section where the name of the content
filtering rule is entered.
2 Description This is the section where the description of the content
filtering rule is entered.
3 Score This is the section of the content filtering rule where
the spam score is entered.
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4 Rule Type This is the section where the rule type of the content
filtering rule is selected.

5 Test Type This is the section where the type of test used to detect
spam e-mails or unwanted content is selected.

6 Entry Type This is the section where the added content filtering
rule is edited or deleted.

7 Words This is the section where the content information is
entered. Here, the word or regex url to be filtered as
content is entered.

8 Match If it matches the word of the written content, it filters.
Matches all words to content or counts matches based
on the word typed.

9 Case Insensitive | It is used in cases where it is desired to be case-
insensitive.

10 Save This is the button where the content filtering rule is
saved.

11 Close It is the button where the window opened by pressing

the Add button is closed. Changes made when the
window is closed are not saved.
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e If the rule type URI is selected, a content filtering rule is written that checks the
URI information.

Content Filter Rule

@Name LABRIS_WARNING
@ Description Description

@ Score 20

Test Type Normal For Test Meta Match

@ Entry Type Word Regex
@ Words

@ Match Only This Word Any Word Repeat Count

@ Case Insensitive

Rule Type | URI v

OE=nEn

1 Name This is the section where the name of the content
filtering rule is entered.

2 Description This is the section where the description of the content
filtering rule is entered.

3 Score This is the section of the content filtering rule where
the spam score is entered.

4 Rule Type This is the section where the rule type of the content
filtering rule is selected.

5 Test Type This is the section where the type of test used to detect

spam e-mails or unwanted content is selected.

6 Entry Type This is the section where the added content filtering
rule is edited or deleted.

7 Words This is the section where the content information is
entered. Here, the word or regex url to be filtered as
content is entered.
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8 Match If it matches the word of the written content, it filters.

Matches all words to content or counts matches based
on the word typed.

9 Case Insensitive | It is used in cases where it is desired to be case-
insensitive.

10 Save This is the button where the content filtering rule is
saved.

11 Close It is the button where the window opened by pressing

the Add button is closed. Changes made when the
window is closed are not saved.

e Iftherule type is selected as All, the content filtering rule that controls the entire
e-mail is written.

Content Filter Rule

@ Name LABRIS_WARNING
@ Description Description

@Scure 20
@ Rule Type Full

@ Test Type Normal For Test Meta Match

@ Entry Type Word Regex
@ Words

@ Match Only This Word Any Word Repeat Count

@ Case Insensitive

OE=n
1 Name This is the section where the name of the content
filtering rule is entered.
2 Description This is the section where the description of the content
filtering rule is entered.
3 Score This is the section of the content filtering rule where
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the spam score is entered.

4 Rule Type This is the section where the rule type of the content
filtering rule is selected.

5 Test Type This is the section where the type of test used to detect
spam e-mails or unwanted content is selected.

6 Entry Type This is the section where the added content filtering
rule is edited or deleted.

7 Words This is the section where the content information is
entered. Here, the word or regex url to be filtered as
content is entered.

8 Match If it matches the word of the written content, it filters.
Matches all words to content or counts matches based
on the word typed.

9 Case Insensitive | It is used in cases where it is desired to be case-
insensitive.

10 Save This is the button where the content filtering rule is
saved.

11 Close It is the button where the window opened by pressing

the Add button is closed. Changes made when the
window is closed are not saved.
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e If the rule type is Meta, a content filtering rule is written that controls the Meta

information.
@ Name LABRIS_WARNING
@ Description Description
@Score
@ Rule Type | Meta
| | IPORGTR1 v| | and v
O=nen

1 Name This is the section where the name of the content
filtering rule is entered.

2 Description This is the section where the description of the content
filtering rule is entered.

3 Score This is the section of the content filtering rule where
the spam score is entered.

4 Rule Type This is the section where the rule type of the added
content filtering rule is displayed.

5 Exception It is the section where exceptions to the written rules
are defined.

6 Save This is the button where the content filtering rule is
saved.

7 Close It is the button where the window opened by pressing
the Add button is closed. Changes made when the
window is closed are not saved.

14.2.4 ByPass
It is the module where e-mail addresses that should not be detected as spam are
displayed or IP addresses that should not be perceived as spam are added.
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1 Add Itis the section where e-mail addresses that should not
be perceived as spam are added.

2 Address It is the section where the address information of the
added e-mail addresses is displayed.

3 Type The address type of the added e-mail addresses is
displayed.
4 Check Type It is the section where the control type of the added e-

mail addresses is displayed.

5 Manage It is the section where the attachment e-mail
addresses are edited or deleted.

-To add a domain address that should not be detected as spam, the addition process
is done by clicking the 'add' button.

ByPass Rules

@ Address labrisnetworks.com|

|@ Check Type Spam Header Receiver

a1 "

1 Address It is the section where addresses that will not be
detected as spam are entered.

2 Check Type This is the section where the type of control of e-mail
addresses is selected.

3 Save It is the button where the changes made are saved.

4 Close It is the button where the window opened by clicking
the Add button is closed. When the Close button is
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pressed, the transactions made are not saved.

14.2.5 Bayes

Labris is the section where the Bayesian scores kept in the database of the UTM
device are displayed or their scores are changed.

= © Visibilty @ Logs & Reporls., @ Help ~

Active \8/

1 Name This is the section where the name Bayes is displayed.

2 Score 1 It is the section where Bayes score 1 in the database
is displayed.

3 Score 2 It is the section where Bayes score 2 in the database
is displayed.

4 Score 3 It is the section where Bayes score 3 is displayed in

the database.

5 Score 4 It is the section in the database where Bayes score 4
is displayed.

6 Active This is the section where Bayes' activity status is
displayed.

7 Manage It is the section where the Bayesians' scores kept in

the database are updated.

-To edit the added Bayesian scores, the edit is made by clicking the edit button.
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Name BAYES_00

(-]

Score 1 0
Score 2 0
Score 3 -5.901

Score 4 -5.9

Status C.

00000

'

@ - Save CTose

1 Name This is the section where the name Bayes is displayed.

2 Score 1 Bayesian score 1 is the section where it is arranged.

3 Score 2 Bayesian is the section where score 2 is arranged.

4 Score 3 Bayesian is the section where score 3 is arranged.

5 Score 4 Bayes is the section where score 4 is arranged.

6 Active This is the section where Bayes is activated.

7 Save It is the section where the change made in the
Bayesians' scores kept in the database is recorded.

8 Close It is the button where the window opened by pressing
the Edit button is closed.

14.3 Antivirus
It is the section where the content of the e-mails sent to your mail server is examined
and the virus control is performed in the mail content.
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@ Dashboard  (ISystem  LMNetwork VPN & Policies [[ESRSUMMUESSSISE ©IDS &IPS il Objects & ldentity @ Monitor

14.3.1 Banned File Type
It is the module where the extensions to be detected as a virus are added or the added
extensions are displayed.

w VPN A Policies [NEYNUSICMSIIIE ©IDS &IPS Ml Objects & dentity & Monitor

1 Add It is the button where the extensions to be detected as
viruses are added.

2 Type This is the section where the added extension type is
displayed.

3 Name This is the section where the extension name is
displayed.

4 Manage It is the section where the added extensions are
deleted.

-A prohibited extension can be added by clicking the ‘add' button to add an extension
that will be detected as a virus.

Banned File Types

@Type Extension v
@ Name pdi

© = B
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1 Type This is the section where the type of extension to be
blocked is selected.

2 Name This is the section where the name of the extension to
be blocked is entered.

3 Save It is the button where the extension to be blocked is
saved.

4 Close It is the button where the window opened by pressing
the Add button is closed.

14.3.2 Bypass

It is the module where the e-mails coming to the mail server are excluded from virus

scanning.

@ Dashboard  LISystem  JuNetwork <= VPN & Policies [ESUSAMIESSIESE ©IDS &IPS i Objects & ldentity @ Monitor

1 Add It is the button where the addresses that will not pass
the virus scan are added.

2 Address This is the section where the mail addresses to be
excluded from virus scanning are displayed.

3 Type This is the section where the type of mail addresses to
be excluded from virus scanning is displayed.

4 Bypass Type This is the section where the type of bypassing is
displayed.

5 Manage This is the section where domain names or emalil
addresses that are excluded from virus scanning are
removed or edited.

-To add domain names or e-mail addresses that will not be scanned for viruses, the
addition process is done by clicking the 'add’ button.
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ByPass Rules

@Type Domain E-mail Address
@ Address labrisnetworks.com

ﬁ: 3 ‘I Bypass Type Virus Scan Pass Virus Mail(Receiver)

Not Include

@ Sub Domain Control

O =1 e

1 Type This is the section where the type of addresses that
will not be scanned for viruses is selected. The domain
name or email address is added as a type.

2 Address Depending on the type, it is the section where the
domain name, address or email address is added.

3 Bypass Type This is the section where the type of bypassing of the
typed domain name address or e-mail address is
selected.

4 Not Include It is opened in cases where it is desired not to be

included in the virus scan.

5 Sub Domain | It opens in cases where the subdomain name of the
Control added address needs to be checked.
6 Save It is the button where the addresses that will not pass

the virus scan are saved.

7 Close It is the button where the window opened by clicking
the Add button is closed.

14.4 Quarantine
It is the section where the e-mails quarantined by the Labris UTM device are displayed.
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14.4.1 Spam
This is the section where the mails detected as spam by the UTM device are displayed.

@ Dashboard i System  LiMNetwork <o ypN A Policies JESSRISIESSIUNE UIDS &IPS il Objects & ldentity @ Monilor

1 Date This is the section where the date the spam was
qguarantined is displayed.

2 Subject This is the section where the subject of the quarantined
mail is displayed.

3 From This is the section where the sender address of the
guarantined mail is displayed.

4 To This is the section where the recipient address of the
guarantined mail is displayed.

5 Type This is the section where the type information of the
guarantined mail is displayed.

6 Mail 1D This is the section where the Email ID of the
guarantined mail is displayed

7 Manage It is the section where quarantined mail is issued.
14.4.2 Virus
It is the section where the e-mails detected as infected by the Labris UTM device are
displayed.

@ Dashboard  (ISystem & Network o

1 Date This is the section where the date of quarantine of the
e-mail detected with the virus is displayed.

2 Virus Name This is the section where the virus name of the
guarantined infected mail is displayed.
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3 From This is the section where the sender address of the
guarantined infected mail is displayed.

4 To This is the section where the recipient address of the
guarantined infected mail is displayed.

5 Mail 1D This is the section where the Email ID of the
guarantined infected mail is displayed

6 Manage It is the section where quarantined infected malil is
issued.
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15. IDS&IPS

IDS (Intrusion Detection System) is a system that monitors and detects potential
malicious activities in network or computer systems. It detects anomalous activities by
analyzing network traffic.

IPS (Intrusion Prevention System) can automatically intervene and stop the attack
attempt after a specific threat is detected. IPS detects and responds to attacks by
inspecting network traffic or performing system-level behavioral analysis.

IPS is used to prevent harmful movements or harmful connections within your network
traffic.

In the Labris UTM device, sensor settings, signature profiles in the database, DLP
profile, exception IP addresses and general settings of IDS and IPS are made
regarding IDS and IPS.

Eabris

# Dashboard _ CISystem i Network 7 VPN A Policies 2 E-mail Security Il Objects & dentity & Monitor

15.1 Sensor
It is the module where the port where the traffic will be listened to in the Labris UTM

device is selected. Here, the IDS&IPS sensor is switched on at the selected interface.
By examining the traffic passing through the specified interface, attacks on network
traffic are detected and prevented.

Labris

nDasanyg CIsystem  &Network PVPN A Policies & E-mail Security JUMGERNIEE @) Objects & Identity € Monitor © Visibility Logs & Reports @ Help ~ & admin ~

1 Add This is the button to which the IDS&IPS sensor is
added.
2 Name This is the section where the name of the added

IDS&IPS sensor is displayed.

3 Description This is the section where the description of the added
IDS&IPS sensor is displayed.

4 Mode The mode for IDS&IPS operation is displayed. If the
mode interface is selected, IDS&IPS listens to the
traffic on the interface and detects and blocks it. In the
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case where the mode of the policy is selected, it
detects and blocks according to the specified Rule set.

Interface

This is the section where the interface where IDS&IPS
is opened is displayed.

Signature Profile

This is the section where the signature profile of
IDS&IPS is displayed.

Status

The status of IDS&IPS is displayed. If the status is
active, IDS&IPS runs on the selected interface. If the
status is inactive, IDS&IPS is turned off.

Manage

This is the section where the added IDS&IPS sensors
are edited or deleted.

-To add a sensor, click the 'add’ button to add an IDS&IPS sensor. After clicking the
Add button, the information on the screen is filled in and the IDS&IPS sensor is added.

Sensors

@Enable L
@ Name Sensor-0
@ Description Description
@ Mode Interface
@ Interf: Q eth0 (169.254.1.2)
@ Signature Profile Profile-1
@DLPPIDﬁIe
22 Addresses @ @
S S B
Q Q
s01 ;FRVFRS HDMFiNFT @
1o & Save | Ciose |
1 Enable This is the button where the IDS&IPS sensor is
activated.
2 Name This is the section where the name of the IDS&IPS
sensor is entered.
3 Description This is the section where the description of the
IDS&IPS sensor is entered.
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4 Mode The mode for IDS&IPS to operate is selected. If the
mode interface is selected, IDS&IPS listens to the
traffic on the interface and detects and blocks it. In the
case where the mode of the policy is selected, it
detects and blocks according to the specified Rule set.

5 Interface This is the section where the interface to open
IDS&IPS is selected.

6 Signature Profile | This is the section where the added signature profile is
selected.
7 DLP Profile This is the section in the DLP Profile where the added

DLP is selected.

8 Addresses This is the section where the address information to be
controlled by the IDS&IPS sensor is located and the
address information is edited.

9 Port Settings This is the section where the port information to be
inspected by the IDS&IPS sensor is located and the
port information is arranged.

10 Save This is the button where the IDS&IPS sensor is saved.

11 Close The IDS&IPS sensor is the button on which the display
is turned off.
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15.1.1 Address Settings
IDS&IPS is the section where the address settings of the sensor are made.

I Addresses
[Name T Taddesses [
Q Q
HOME_NET

EXTERNAL_NET

DNS_SERVERS HOME_NET

SMTP_SERVERS HOME_NET

HTTP_SERVERS HOME_NET

SQL_SERVERS HOME_NET

TELNET_SERVERS HOME_NET

SSH_SERVERS HOME_NET

FTP_SERVERS HOME_NET

SIP_SERVERS HOME_NET
64.12.24.0/23,64.12.28.0/23,64.12.161.0/24.64.12.163.0/

AIM SERVERS 24,64.12.200.0/24,205.188.3.0/24,205.188,5.0/24,205.18

1 HOME_NET This is the section where the IDS&IPS internal network
address is written.

2 EXTERNAL_NET | This is the section where IDS&IPS external network
addresses are written. It is usually left as ‘any'. This
means that the IDS&IPS sensor will monitor traffic from
the external IP address.

3 DNS_SERVER The DNS server information on the internal network is
entered. If there is no DNS server, it is left at
$Home_NET.

4 SMTP_SERVER The SMTP server information on the internal network
is entered. If there is no SMTP server, it is left as
$HOME _NET.

5 HTTP_SERVER The HTTP server information on the internal network
Is entered. If there is no HTTP server, it is left at
$HOME_NET.

6 SQL_SERVER SQL server information on the internal network is
entered. If the SQL server does not exist, it is left as
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$HOME _NET.

7 TELNET_SERVER | Telnet server information on the internal network is
entered. If there is no Telnet server, itis left as SHOME
_NET.

8 SSH_SERVER SSH server information on the internal network is
entered. If there is no SSH server, it is left as
$HOME_NET.

9 FTP_SERVER FTP server information on the internal network is
entered. If there is no FTP server, it is left as SHOME
_NET.

10 SIP_SERVER The SIP server information on the internal network is
entered. If there is no SIP server, it is left as
$HOME_NET.

11 AIM_SERVER The AIM server information on the internal network is
entered. If there is no AIM server, it is left as SHOME
_NET. IP addresses detected as AIM servers come by
default.

-Click on the 'edit' button to edit the addresses.

I Addresses

ame s

Q Q
HOME_NET 192.168.1.0/24 [<]

Addresses

@ Included

| 192.168.1.0/24
S’ Address

@ Excluded
Y Address

1 Included Address | This is the section where the internal IP addresses for
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the IDS&IPS sensor are selected.

2 Excluded This is the section where the excludes addresses for
Address the IDS&IPS sensor are selected.
3 Save The added IDS&IPS sensor is the button where IP

addresses are stored.

15.1.2 Port Settings
IDS&IPS is the section where the port settings of the sensor are made.

(3 Port Settings

Q Q
80,81,311,383,591,593,901,1220,1414,1741,1830,2301,

2381,2809,3037,3128,3702,4343,4848,5250,6988,7000,
7001,7144,7145,7510,7777,7779,8000,8008,8014,8028,

HTTP_PORTS 8080,8085,8088,8090,8118,8123,8180,8181,8243,8280,
8300,8800,8888,8899,9000,9060,9080,9090,9091.,9443,
9999,11371,34443,34444,41080,50002,55555

SHELLCODE_PORTS 180

ORACLE_PORTS 1024:

SSH_PORTS 22

FTP_PORTS 21,2100,3535

SIP_PORTS 5060,5061,5600

FILE_DATA_PORTS HTTP_PORTS,110,143

GTP_PORTS 2123,2152,3386

1 HTTP_PORTS The ports where HTTP traffic is controlled are
displayed and port addition is made.

2 SHELLCODE_PO |1t is the section where the ports to be used for

RTS shellcode detection are displayed or the port

information to be detected is entered. The phrase '180'
is written to exclude port 80 from detection.

3 ORACLE_PORTS | The ports used to monitor Oracle database traffic are
displayed, and the desired port numbers are entered
to examine Oracle database traffic. The phrase '1024:'
Is written to monitor all ports above 1024.
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4 SSH_PORTS The port information where SSH traffic is controlled is
displayed and the port number used for SSH is
entered, if any.

5 FTP_PORTS The port information where FTP traffic is controlled is
displayed and the port number used for FTP is
entered, if any.

6 SIP_PORTS The port information through which the SIP traffic is
controlled is displayed. If a port number other than the
SIP ports is used, this section is added.

7 FILE_DATA_POR | The ports used to monitor file data streams in network
TS traffic belonging to the selected interface are
displayed. By default, adding another port number
other than the specified ports is done in this section.

8 GTP_PORTS The ports used to monitor GTP flows in network traffic
that belong to the selected interface are displayed. By
default, adding another port number other than the
specified ports is done in this section.

15.2 Signature Profile

By listening to network traffic, abnormal traffic or blocking operations are done
according to the IDS&IPS signature profile. By analyzing network traffic, it detects
behaviors that comply with certain signature rules and takes action accordingly. In this
module, the added signature profiles are displayed.

1 Add It is the button where the process of adding a signature
profile is done.

2 Name The name of the added signature profile is displayed.
3 Description A description of the added signature profile is
displayed.
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4 Manage This is the section where signature profiles are edited
or deleted.

-The edit button is pressed to edit the signature profile. After pressing the Edit button,
the signature profiles are edited.

B i Obiects & identity  © Monitor

Signature Profile

@ Name Profile-1

Description

Categories

1 (High) To Server
2 (Medium) From Server
3 (Low) To Client

From Client

N "
Q '3 CVE-ID. SID, Signature, Category Y Clear Filter
S

gory ~ ‘ ) Signatures
Q
ACTIVEX

ATTACK RESPONSE
BOTCC
CHAT

A CIARMY

L9 ) 10
Lt 0

1 Name This is the section where the name of the signature
profile is entered.

2 Description This is the section where the description about the
signature profile is entered.

3 Classfication This is the section where filtering signature profiles by
categories is done. Severity is classified according to
the severity of the incident detected by a rule. The
criticality level, on the other hand, usually represents
very serious security threats or attack attempts. If the
criticality level is in the middle, it is a potentially
significant security incident that does not pose a major
direct threat. If it is selected low, it is usually a less
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critical or informational event. The flow specifies which
traffic direction and connection status the rule will
monitor. Specifies that traffic is coming from the server,
traffic is coming from the server, traffic is coming from
the client, and traffic is coming from the client.
Classification, on the other hand, is determined by the
level of flow and criticality.

4 Signature Search | It is the section where the signatures in the signature
database are filtered according to CVE-ID, SID,
Signature and Category.

5 Category This is the section where the category name of the
signature is displayed.

6 Signatures This is the section where the number of signatures in
the signature category is displayed.

7 Enabled The activity status of the signature is displayed.

8 Manage This is the section where signatures are arranged.

9 Save This is the button where the edited Signature profile is
saved.

10 Close This is the button where the signature profile screen is
turned off.
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-Click the 'edit' button to edit the signature profile.

Signature Profile

Name Profile-1
Description
#
Categories
1 (High) To Server
2 (Medium) From Server
3 (Low) To Client

From Client

D, SID, Signature, Category Vx Clear Filter
Q Al o

1 ACTIVEX 537 “ l:l

oV

2 ATTACK RESPONSE 740 “
3 BOTCC 50 “
4 CHAT 87 “
5 ciaony a0n [ ]

-After clicking the Edit button, the edited signature profile is edited.

Category - ACTIVEX

1(High) To Server

2 (Medium) From Server

3 (Low) To Client
From Client

W Clear Filter @
Signature Classification EMail B

-]

Q All Al v
ET ACTIVEX GeoVision LiveX_v7000 ActiveX Control
2009161 - Web licati ttack To Client Gy & Alert
n Arbitrary File Overwrite eb application attac o Client vioz m 4
2001624 n ;ET ACTIVEX winhlp32 ActiveX control attack - phase Web application attack To Client Yes Alert  ,
ET ACTIVEX Haihaisoft Universal Player ActiveX
2010374 n Control URL Property Buffer Overflow Function Call  Attempted user privilege gain To Client &y &5 m Alert  »
Attempt
2011722 ET ACTIVEX Axis Media Controller ActiveX Setlmage At red \ . To Client Yes Alert
n Method Remote Code Execution Attempt empled user priviege gain o Client 4
ET ACTIVEX COM Object MS06-042 CLSID 9 Access
2010300 n Attempt g Attempted user privilege gain To Client 2006-3638 g m Alert  »
PN mm  ET ACTIVEX Autodesk Design Review DWF Viewer o o [ro s —

1 SID This is the section where the signature ID number is
displayed.

2 Severity The criticality level for IDS&IPS signatures is
displayed. 1- High, 2- Medium, 3- Low and 4- Very Low
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3 Classification The classification name of the signatures is displayed.

4 Flow The flow information of the IDS&IPS signature is
displayed.

5 CVE The CVE uses it for the identification and classification

of software and hardware vulnerabilities. In this
section, the CVE numbers of the signatures are
displayed.

6 References The reference information for the signatures is
displayed. It is found in the details about the reference.

7 Enabled The activity status of the signature is displayed. If it is
active, it writes 'yes', if it is inactive, it writes 'no'.

8 Email The status of sending e-mails of alerts attached to the
signature is displayed. If the e-mail will be sent, it will
write 'yes', if the e-mail will not be sent, it will write 'no'.

9 Action Anomalies in network traffic are detected and a
warning or block is made for those who are caught in
the signature.

10 Edit It is the button where the edit related to signatures is
saved.

11 Close This is the button where the signature profile screen is
turned off.
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-The edit button in the action section is pressed to edit the action to be taken regarding
the rules in the signature profile.

Category - ACTIVEX

1 (High) To Server

2 (Medium) From Server

3 (Low) To Client
From Client

CVE-ID, SID, Signature W Clear Filter
Q All + la

Al v Q ~ Al Al v Al v

ET ACTIVEX GeoVision LiveX_v7000 ActiveX Control
2009161 - Web licati ttack To Client &y & Alert
Arbitrary File Overwrite 0 applieation atiad o tlen viee m
2001624 n ;ET ACTIVEX winhlp32 ActiveX control attack - phase Wetb application attack To Client Alert
ET ACTIVEX Haihaisoft Universal Player ActiveX
2010374 n Gontrol URL Property Buffer Overflow Function Call | Attempted user privilege gain To Client £, 6, “ Alert
Attempt
ET ACTIVEX Axis Media Controller ActiveX Setimage
2011722 1 Atte ted il To Client Yes Alert
. Method Remote Code Execution Attempt empted user privilege gain o Llen - ’
ET ACTIVEX COM Object MS06-042 CLSID 9 A
2010300 n Aot e “C%%% | Attempted user privilege gain To Client 2006-3638 & “ Alert  »
mm  ET ACTIVEX Autodesk Design Review DWF Viewer . [ —

Action

@ Enable

& c-mail Alert

ntrol @ Action Alert -

ase

1 Enable This is the button where the IDS&IPS rule is activated.

2 E-Mail Alert It is enabled to send e-mail alerts for abnormal traffic
detected by the IDS&IPS rule.

3 Action This is the section where the action is selected for the
IDS&IPS rule. A warning is generated about the rule
edited in this section, or traffic passing through the rule
is blocked.

4 Save It is the button where the changes made to the action
are saved.
5 Close It is the button where the window that opens to fix the

action is closed.
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15.3 DLP Profile
A DLP Profile is a set of rules created to protect an organization's sensitive information
from unauthorized access, use, transfer, and exfiltration. It is created to ensure that

sensitive data is protected. The created profiler is intended to prevent data leaks and
breaches. DLP Profiles increase data security over network traffic.

Labris

@ Dashboard  (JSystem  JuNetwork VPN A Policies 1 E-mail Security [UJGERSEEN i Objects & identity @ Monitor

1 Add This is the button used to add a DLP Profile.
2 Name The name of the added DLP Profile is displayed.
3 Description This is the section where the description about the

added DLP Profile is displayed.

4 Manage DLP Profilinin silindigi veya dizenlendigi bolumdur.

-Click the 'add' button to add a DLP Profile. After clicking the Add button, the DLP rule
is added.

Data Leak Prevention Profile

@ Name DLP-Praofile
@ Description
@ Signatures

. (8 )
- sID -/ | signature Name

O O s mmm
Q Q Q Al v Al v

1 9000001 DLP-Profile Content Yes Alert ﬂ

- (10 ]
Action S __#

Page 1  of 1 Records per page: 20 v Displaying 1 to 1 of 1 items.

1 Name This is the section where the name of the DLP Profile
is entered.

2 Description This is the section where the description of the DLP
Profile is entered.
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3 Signatures This is the section where the added DLP rules are
displayed or the DLP rule is added.

4 Add DLP Rule This is the button used to add a DLP rule.

5 SID This is the section where the SID number of the added
DLP rule is displayed.

6 Signature Name This is the section where the name of the added DLP
signature is displayed.

7 Type The type of DLP signature is displayed.

8 Enabled The activity of the DLP signature is displayed. If it says
'ves', DLP signature is enabled. If 'No', the DLP
signature is off.

9 Email The email status related to the traffic caught in the DLP
Signature is displayed. If it is 'yes', it sends an email. If
it is 'no’, it does not send an email.

10 Action This is the section where the action is selected for the
DLP rule. A warning is generated about the rule edited
in this section, or traffic passing through the rule is

blocked.
11 Manage This is the section where DLP rules are regulated.
12 Save This is the button where the DLP profile is saved.
13 Close It is the button where the window opened by clicking

the 'Add' button is closed.
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-Click the 'add' button to add a DLP rule.

Data Leak Prevention Profile

Name DLP-Profile
Description
A
Signatures
Q Q Q Al o~ Al v
1 9000001 DLP-Profile Content Yes Alert ﬂ
Page 1  of 1 Records per page: 20 + Displaying 1 to 1 of 1 items

- After clicking the Add button, the DLP rule is edited.

-~fila

Data Leak Prevention - Signature

@ Enable C
@ Signature Name DLP-Profile

@ Protocol TCP v
HOME_NET
@ Source Port

| Destination EXTERNAL_NET

@ Destination Port

Content i
12345678901
Alert v

@ E-Mail Alert

212 Labris Networks



Administration Guide For Labris UTM
A~ T, - YR e

@ Excluded Source DNS_SERVERS

@ Excluded Source Port
@ Excluded Destination

@ Excluded Destination Port

%m
1 Enable This is the partition where DLP signature is enabled.
2 Signature Name This is the section where the name of the DLP
signature is entered.
3 Protocol This is the section where the protocol is selected for
the DLP signature
4 Source This is the section where the source address is

selected for the DLP signature. It examines the traffic
at the selected source address and makes a decision
based on the traffic.

5 Source Port This is the section where the source port is selected
for the DLP signature. If the source port is specified, it
decides the anomalies by looking at the source port.

6 Destination This is the section where the destination address is
selected for the DLP signature. It examines the traffic
towards the selected destination address and makes a
decision based on the traffic.

7 Destination Port | This is the section where the target port is selected for
the DLP signature. If the destination port is specified,
it decides the anomalies by looking at the destination
port.

8 Type The type of DLP signature is selected. A DLP rule is
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created according to the selected type. There are 3
DLP types. These; content, regex, file extension.
9 Content/Regex/Fil | If content is selected as the type, it blocks according to
e Extension the specified content. If type regex is selected, it
analyzes the traffic according to the specified regexe
and blocks it or warns the user. If Type file extension
Is selected, it blocks or generates a warning based on
the selected file extension.
10 Action The action of the traffic caught in the DLP signature is
specified.
11 E-mail Alert Traffic caught in the DLP signature is used to generate
an Email alert.
12 Excluded Source | This is the section where source addresses that are
not included in DLP protection are selected.
13 Excluded Source | This is the section where the source ports that are not
Port included in DLP protection are selected.
14 Excluded This is the section where the destination address
Destination information that is not included in DLP protection is
selected.
15 Excluded This is the section where destination ports that are not
Destionation Port | included in DLP protection are selected.

16 Save This is the button where the DLP signature is saved.
17 Close It is the button where the window opened by clicking
the 'Add' button is closed.
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15.4 Exception IPs
This is the section where IP addresses that do not comply with IDS&IPS rules are

added.

1 Add It is the button where the IP addresses that do not
comply with the IDS&IPS rules are added.

2 Name This is the section where the name given to the IP
addresses added as an exception is displayed.

3 Description This is the section where the explanation information
given to the IP addresses added as an exception is
displayed.

4 IP/Network This is the section where the IP Address or Network

address added as an exception is displayed.

5 Status The status of IP or Network addresses that have been
added as a reference is displayed. If the status is
enabled, the IP address that appears is not included in
the IDS&IPS protection. The IP or Network address
that appears as inactive is included in IDS&IPS
protection.

6 Manage It is the section where the added exception IP/Network
addresses are deleted or edited.
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-Click the 'add' button to add IP or Network addresses that will not be included in

IDS&IPS protection. IP or Network addresses entered after clicking the ‘add’ button
are not included in the IDS&IPS protection.

Exception

@ Enable C";.
@ Name Exception-Public-1|
@ Description

@ P iNetwork  212.156.25.55

1 Enable It is the section where the IP address that is added as
an exception is enabled.

2 Name This is the section where the name given to the IP
addresses added as an exception is displayed.

3 Description This is the section where the explanation information
given to the IP addresses added as an exception is
displayed.

4 IP/Network This is the section where the IP Address or Network

address added as an exception is displayed.

5 Save The status of IP or Network addresses that have been
added as a reference is displayed. If the status is
enabled, the IP address that appears is not included in
the IDS&IPS protection. The IP or Network address
that appears as inactive is included in IDS&IPS
protection.

6 Close It is the section where the added exception IP/Network
addresses are deleted or edited.
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15.5 Settings
This is the section where the settings to which IDS&IPS's alerts will be sent are made.

In this module, IDS&IPS attacks and alerts are sent to the e-mail address defined in
the system module.

Policies 2 E-mail Security [UICRRAE W Obiects & ldentity & Monitor

1 Save This is the section where IDS&IPS mail settings are
saved.
2 Alert Duration on | It is the section in the database where the time of
Database keeping the warnings is regulated. It is organized in
days.
3 E-mail Alert It is the button that opens to send the warnings of the

attacks by e-mail.

4 Alert Attack E-|Itis activated in case of IDS&IPS attacks, in case of
mail sending a warning e-mail.

5 Alert Report E- | Alert reports are enabled in case they need to be sent
mail by email.

6 Report Schedule | Sends the generated report in a scheduled manner.
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16.0bjects & ldentity

It is the module where the objects and identities to be used in firewall rules are added.

Added objects are used in firewall and NAT policies. In addition to these, identity

objects are also used in the Policies module. Adding users to the Labris UTM device

is done with Active Directory integration. In this way, users added to the Active

Directory are transferred to the Labris UTM device. A rule is written in the Policy

module for users who are withdrawn from the Active Directory. In the Object and

Identities module, Network Objects, Policy Objects, Quota Objects, Application,

Identity, and Receiver Profiles are added.

Labris

@ Dashboard  [System  &Network VPN 4 Policies & E-mail security  Onsa s [[RG IR Gl  © Monitor
Group by Type O Display User-Defined Rows O Choo: olumns 1o Dispiay

=] Al LS Q
1| 1P Address 1 IPsec-WAN 10.20.50.40 [ © |
2 - S 19210011 o
= 3| 1P Address £ PubliciP_S5 10101055 2
o Pagsess = v o 210016 o
5 | 1P Address O server_15 192168216 a
6| 1P Address 2 SSLVPN_MGT 10831 [ © |
7 1P Address O vianz3 192168231 B8
8 | IP Address 2 WAN 10.14.15.1 [ ® |
9 | 1P Address 2 webserver 192.168.1.5 [ © |
10 1P Address youtube 17221747110 [ |
1 1P Ls = YoneumIPAdresier 192.168.1.54,192.168.1 53,192 168.1 52,192.168.1.51,162.168.1.50 [ © |
12 1P Range - 1P50-150 102.168.1.50 - 192.168.1.150 [ © |
13| MAC Address " MPC_1 AABE:CCDDEEFF [ © |
14| Network 224.0.0.01240.0.0.0
15 | Network 2240004240000
16 Network 192.168.11.0 255.255.255.0 [ © |
17 | Network & lan 12.168.1.0/ 255.255.255.0 [ © |
18 Network £ link-local 169.254.0.0 255.255.0.0
19 Newiork 4 loopback-net 127.0.00/2550.00
20 Nework 4 ner100.00 100007255000
Fage 1 oz Rocords per page: 20 v || 1io200(28

16.1 Network Objects

It is the module where the network objects to be used in the Policies module are
created. The rules are written in the firewall and NAT policy for the Network Objects
that are created. On the Network Objects menu, Addresses, Address Group, Country,
Service, and Service Group are added.

@ Dashboard  (ISystem  duNetwork VPN A Policies & E-mail Security  DiDs &1ps [T ECEEREE

Manage
® 1 1P Ad 1Psec-WAN 2
*
2 IP Address San [ © |
N 3 1P Address (@ |
4 1P ngdress [ |
s
s o a2
= !
o 7 192.168.23.1 B2
8 1014151 B8
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16.1.1 Address

The IP Address, IP-Range, MAC Address, Network Address, Wildcard Network, and
IP/Network List objects to be used in the Policies module are added.

a
Publici u
= SWeb 6 19210816
Server_16 192.168.2.16
2 SSLVPN_MGT 10831 B8
vian23 192.168.23.1
1 Add IP Address, IP-Range, MAC Address, Network
Address, Wildcard Network, and IP/Network List are
added.
2 Type This is the section where the type of the added address
is displayed.
3 Name This is the section where the name given to the added

address is displayed.

4 Address This is the section where the information about the
added address is displayed.

5 Manage This is the section where the information about the
added address is changed or deleted. Addresses
added by the system cannot be deleted or changed.

-Click on the 'add' button to add an address. After clicking the 'Add’ button, the type of
address you want to add is selected on the screen that appears. As the address type,
it is selected from one of the options: IP, IP-Range, MAC, Network, Wildcard Network,
and IP/Network List.

Name Server_16

Description

IP Address

IP-Range

Owner Group List
MAC

Network

Wildcard network

IP/Network List
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e |If the address type is selected as IP, the address to be added is a single IP
address. For example: 192.168.1.6.

Name Server_16
Description
4
| Type | IP
IP Address 192.168.2.16

Owner Group List

IP Address O5Web 6 192.168.1.6

e |If the address type is selected as IP-Range, the address for the specific IP
range is added. For example: 192.168.1.50 - 192.168.1.150,

Name IP50-150

Description |

Type IP-Range

IP Range 192.168.1.50 T 192.188.1.150

Owner Group List

a0

IP Range + [P50-150 192.168.1.50 - 192.168.1.150
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e |If the address type is selected as MAC Address, the MAC Addresses of the
devices are added. For example: AA:BB:CC:DD:EE:FF.

isim M-PC_1

Aciklama Bilgisayar 1'in MAC Adresi

| Tip | MAC - |

| MAC Adresi AA:BB:CC:DD:EE:FF |

Uye Oldugu Gruplar

(3 i ] e

MAC Address i M-PC_1 AA:BB:CC:DD:EE:FF

e If the address type is selected as Network, the Network Addresses of the
devices are added. For Example: 192.168.11.0 / 255.255.255.0

Name \PSec_LAN\

Description

Type Network

Network Address 192.168.11.0
Netmask 255.255.255.0
Owner Group List ALL_Network

Netwark & IPSec_LAN 192.168.11.0/ 255.255.255.0 n
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e |If the address type is selected as Wildcard network, the Wildcard network
Addresses of the devices are added. For example: 10.10.10.0 / 0.0.0.255

Name Wildcar d-].DI

Description  Wildcard-10 A

Type | Wildcard network v

Network Address 10.10.10.0

Netmask 0.0.0.255

PType | IPv4 v

Owner Group List

Wildcard Network Wildcard-10 10.10.10.0/0.0.0.255

e |If the address type is selected as IP List, more than one IP address is added.
For example: 192.168.1.50, 192.168.1.51, 192.168.1.52, 192.168.1.53.

Name AdminlPg

Description

| Type IP/Network List A

IP Network List 192.168.1.54,192.168.1.53,192.168.1.52,192.168.1.51,192.1
68.1.50

Owner Group List

=0k

P List = AdminiPs 192.168.1.54,192.168.1.53,192.168.1.52,192.168.1.51,192.168.1.50 ﬂ
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16.1.2 Address Group
It is the module where the objects added as addresses are grouped. IP addresses

that are related to each other are grouped into the rules written in the Policies module.

& Network VPN 4 Policies & E-mail Security 0105 &IPS [IUTECTIEEEFRERUT

1 Add This is the button used to group the addresses added
in the address module.

2 Name This is the section where the name of the added
address group is displayed.

3 Description This is the section where the description of the added
address group is displayed.

4 Members This is the section where the members added to the
address group are displayed.

5 Manage This is the section where the information about the
added address groups is changed or deleted. Address
groups added by the system cannot be deleted or
modified.

-Click the 'add’ button to add an address group. After clicking the Add button, the
addresses added in the Address module are grouped on the screen that opens.

Address Group
@ Name | ALL Networ
© oescrvn
o
1 Name It is the section where the name given to the added
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address group is entered.

2 Description This is the section where the description given to the
added address group is entered.

3 Address List This is the section where the address is added to the
added address group.

4 Save This is the button where the address group is saved.

5 Close This is the button where the screen that opens after
pressing the 'Add' button is closed.

Manage

B ALL_Network ﬁ ‘IPSBciLAN n
3 lan

16.1.3Country
This is the section where the countries in the database are displayed.

@ Dashboard I System  daNetwork @ VPN 4 Policies £ E-mail Security U105 & 1ps USRS ERNtY visibility Logs &Reports @ Help = & admin ~

Page 1 of 5 50 v Displaying 1 tn 50 of 241 ftems.
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16.1.4 Service
This is the section where the attached services on the device are displayed and new

services are added.

© Monitor © Visibilty @ Logs & Reports @ Help ~ 2 admin ~

Display User-Definod Rows

& Dashboard o system ok Network VPN A Policies 52 E-mail Security U IDS & IPS Bl Objects & Identity
. rguay Typo

1 Custom ESTABLISHED

2 ICMP all ICMP unreachables

B ;oo any ICM
4 icvp host_unreach
-
M e
M 7 cwe
8 IcMP
3 ICMP

10 P

13

53

5
4
o
3
s o o o oo

1 Add This is the button where TCP, UDP, IP, and ICMP
services are added.

2 Type This is the section where the type of service added is
displayed.
3 Name This is the section where the name given to the added

service is displayed.

4 Source Port This is the section where the source port number of the
added Service is displayed.

5 Destination Port [ This is the section where the destination port number
of the added service is displayed.

5 IP Protocol This is the section where the port number of the added
ICPM service is displayed.

6 Manage It is the section where the information of the Added
Services is changed or deleted. Services added by the
system cannot be deleted or changed.
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-To add a service, click the 'add' button. The service is added by filling in the
information on the screen.

Service v,

@Name UDP-443
@Descripliun
@Type upp
UDP Options Source Port Range Destination Port Range
@ ' 0 "o 443 |
@ Service Group List
(7)
o

1 Name This is the section where the name of the service to

be added is entered.
2 Description This is the section where the type of service added is

displayed.
3 Type Select the type of service to be added. TCP, UDP,

ICMP, and IP types are available.
4 Options for Type It varies according to the type selected.
5 Service Group List | This is the section where the group to which the

service to be added will be included is selected.
6 Save This is the button where the service information is

saved.
7 Close It is the button that is removed from the screen that

opens.
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-If the service type TCP is selected, the TCP Service is added. Source Port,
Destination Port, and TCP flags are arranged according to their information.

Service

Name | TCP_2222

Description TCP 2222

Tvpe | TCP
TCP Options ~ S°Urce Port Range Destination Port Range
0 - 0 w2 - m;
URG ACK
Any M Any
PSH RST
Any - Any
SYN FIN
Any M Any
TCP Flag info

Any: DON'T check flag (Predefined)
True: Flag should be set
False: Flag should not be set

Service Group List

(201 ] cowe

TCP TCP_2222 0 2222

-If the service type UDP is selected, the UDP Service is added. It is arranged according
to the Source Port and Destination Port information.

Service %

Name UDP-443

Description
=
Type ubrP -
UDP Options  >0Uree Port Range Destination Port Range
0 o 443 " 443

Service Group List

=0

UDP £ UDP-443 0 443

-If the service type IP is selected, the IP Service is added according to the number of
IP Protocols.

-If the service type is ICMP, ICMP options (Echo Reply, Destination Unreachable, etc.)
The addition process is done accordingly.
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16.1.5Service Group
It is the module where the grouping of the added services is made.

1 2 DHCP

2 o DNS

P 3 < IPSEC

l 4 8 NETBIOS

Ml 5 o Real Player

6 o2 Useful ICMP

7 e nis

1 Add It is the button where the added services are grouped.

2 Name This is the section where the name of the added
service group is displayed.

3 Description This is the section where the description of the service
group is displayed.

4 Members This is the section where the list of services added to
the service group is displayed.

5 Manage This is the section where the added service group is
deleted or edited. By default, no edits are made to the
service groups that come on the device.

-After clicking the ‘add’ button to add a Service Group, the Services on the Labris UTM
device are grouped.

Service Group

@ Name Web_Port

@ Description
@ Service List httel

h o
O = En
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1 Name This is the section where the name to be given to the
services to be grouped is specified.

2 Description This is the section where a description is entered into
the service group to be added.

3 Service List Itis the section where the services on the device or the
added services are selected.

4 Save It is the button where the grouped services are saved.

5 Close It is the button where the screen that opens after
pressing the 'Add' button is closed.

Name Web_Por]

Description

Service List % %¥ hitp | | x £# ntips

16.2 Policy Objects
It is the module where the Policy Objects to be used in the Policies module are created.
In the Policy Objects menu, add Schedule, Bandwidth, and DoS&DDoS objects.

@Dashboard  CISystem i Network VPN & Policies & E-mail Security 0iDs & 1ps [UIGEEEERIEENNE  © Monitor © Visibilty Logs&Reports @ Help ~ 2 admin ~

Choase Columns to Display L

End Date and Time

B 1 3 08-18hours 2024-05-27 08:00 2024-05-30 18:00 Monday, Tuesday, Wednesday, Thursday, Friday ﬂ
il 2 3 atterhours 18:00 00:00 Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday
2 1o 2 Bsa Saturday
2 R
4 Bsun sunday
5 B8 weekends Saturday, Sunday
6 B workhours 0300 17:00 Monday, Tuesday, Wednesday, Thursday, Friday
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16.2.1 Schedule
It is the module where a schedule object is added to be used in the General Policy
module in the Policies module or the time objects that come by default on the Labris

UTM device are displayed. The schedule objects that are added to the rule in the
inbound policy module specify the runtime of the rule.

Monday, Tuesday, Wednesday, Thursday, Friday

2 | B3 afterhours 16:00 00:00 Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday

1 Add It is the button where the time object is added.
2 Name The name of the added time objects is displayed.
3 Start Date and | Thisis the section where the start date and time of the
Time added time objects are displayed.
4 End Date and | This is the section where the end date and time of the
Time added time objects are displayed.
5 Days This is the section where the selected days are
displayed in the added time objects.
6 Manage Inserted is the section where the time object is edited
or deleted. By default, time objects on the device can't
be deleted or edited.
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-Click the 'add' button to add a Time object. After clicking the button, select the start
and end time, or days.

Schedule

@ Name 08-18hours|
@ Description

@ Options Start Date End Date

2024-05-27 2024-05-30
Start Time End Time
08:00 18:00

Days of Week(Default: All Days)

Monday Tuesday Wednesday
Thursday Friday Saturday
Sunday
o
1 Name This is the section where the name of the schedule

object to be added is entered.

2 Description This is the section where the description of the Time to
Insert object is entered.

3 Options Start and end dates, times, and days of the week are
selected for the rule to run.

4 Save This is the button where the time object is saved.

5 Close It is the button where the screen opens by clicking the
'‘Add' button is closed.

-The use of the object added as a time object in the general policy is as follows.

4 # default (7)
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16.2.2 Bandwidth
The bandwidth object is defined for use in the General Policy module. Adding a

Bandwidth object is used to control the bandwidth of internal network.

jor VPN # Policies &3 E-mail Security 0105 &IPS U INeRIEHEEYLERIN i © Visiblity @ Logs&Reports @ Help & admin ~

) 0
s’ | Download Rate %2/ | Upload Rate s
B 1 @ 50mbit Shared 50 Mbitls - - n

1 Add This is the button where the bandwidth object is added.

2 Name This is the section where the name of the added
bandwidth object is displayed.

3 Type This is the section where the type of the bandwidth
object is displayed.

There are two types: shared and common.

4 Rate This is the section where the rate of the bandwidth
object is displayed.

5 Download Rate This is the section where the download rate of the
bandwidth object is displayed.

6 Upload Rate This is the section where the upload rate of the
bandwidth object is displayed.

7 Manage This is the section where the added bandwidth object
is deleted or edited.
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-To add a Bandwidth object, click the 'add' button. After clicking the button,
adjustments are made by specifying the type of bandwidth.

Bandwidth
@Name 50mbif
@ Description
@ Type Shared Per IP ’
@Priorw 3
@ Interfaces 0 ethl (192.168.2.1)
(s Jmox]
1 Name This is the section where the name of the bandwidth
object is entered.
2 Description This is the section where the description of the
bandwidth object is entered.
3 Type This is the section where the type of the bandwidth

object is selected. If shared is selected, it divides the
specified value for everyone involved in the network.
For example, if 50Mbps is selected and there are 50
users on the network, the devices connected to the
network bandwidth is 1 Mbps (50/50 = 1Mbps). If Per
IP is selected, it is user-based and the bandwidth of
the connecting user is fixed.

4 Rate This is the value entered if the type is selected as
shared. Internet speed is indicated.

5 Cell This is the value entered if the type is selected as
shared. The ceiling value of the bandwidth is entered.

6 Burst This is the value entered if the type is selected as
shared. The breakthrough value of the bandwidth is
entered.
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7 Priority This is the value entered if the type is selected as
shared. The priority value of the bandwidth is entered.

8 Interface This is the value entered if the type is selected as
shared. The interface to which the bandwidth will be
applied is selected.

9 Save This is the button where the bandwidth settings are
saved.
10 Close This is the button where the window opened by clicking

the 'Add' button is closed.

-The use of the bandwidth object in the general policy is as follows.

Policy Name
4 # default (8)

Bandwidth

@ 50mbit

Schedule DoS & DDoS

16.2.3D0oS&DDoS
A DoS&DDoS obiject is defined for use in the General policy module. It protects the

services running on the internal network according to the exact values of the
DoS&DDoS object.

{74, Labris

@ Dashboard  (ISystem  JuNetwork VPN & Policies & E-mail Security  0iDS & 1ps [IEECHECEEIERE

1 Add This is the section where the name of the DoS&DDOS
object is entered.

2 Name This is the section where the description of the
DoS&DDOS object is entered.

3 Before DNAT This is the section where information is given about
whether the object was running before the DNAT
operation.

4 Log This is the section where the DoS&DDoS object is

shown to be logged in case of blocking.
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5 Drop This is the section where the blocking process of the
DoS&DDoS object is shown.

6 Manage This is the partition where the DoS&DDoS object is
deleted or managed.

-To add a DoS&DDoS object, click the 'add’' button. After clicking the button, the
attacks to be prevented by the DoS&DDoS object to be added are selected. These
are SYN, UDP, Link, and ICMP attacks.

DoS & DDoS

@Name SYN10

@uescripﬁun

@ UDP Flood

gCONNFIDud

o
(s ] &0k ] cose |
1 Name This is the section where the name of the DoS&DDoS
object is entered.

2 Description This is the section where the description of the

DoS&DDoS object is entered.

3 Action The process of the DoS&DDoS object is selected.

4 Syn Flood Enter the values that the DoS&DDoS object will detect
as a Syn Flood attack.

5 UDP Flood Enter the values that the DoS&DDoS object will detect
as a UDP Flood attack.

6 CONN Flood Enter the values that the DoS&DDoS object will detect
as a Connection (CONN) Flood attack.
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7 ICMP Flood Enter the values that the DoS&DDoS object will detect
as an ICMP Flood attack.

8 Save This is the button where the DoS&DDoS object is
saved.
9 Close This is the button where the screen that opens after

clicking the 'Add' button is closed.

- In cases of SYN, UDP, Connection, and ICMP Attack, the DoS&DDoS object is set
per source, per target, and total incoming requests.

@ Per Source 10 1
@ Per Destination 10 11
@ Total 10 11

1 Per Source This is the section where the number of requests per
source is specified.

2 Per Destination This is the section where the number of requests per
destination is specified.

3 Total This is the section where the total number of requests
is specified.

-The use of the DoS&DDoS object in the general policy is as follows.

Policy Name: Application Schedule Bandwidth DoS & DDoS Logging Manage

4 # default (9)

2 SYN10

16.3 Quota Objects

This is the section where Quota Objects to be used in the Policies module are created.
Quota and Quota Exception objects are added in the Quota Objects menu.

@ Dashboard  ISystem  dyNetwork % VPN A Policies & E-mail Security WiDs&1ps [

&
Ll
8 1 B QuotaEmployee 8h/min granular 4192 30000
L
1
|
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16.3.1 Quota
If you want to add a quota object to the users added in the Objects and Identities

module, it is necessary to create a Quota object. The user added in the Objects and
Identities module can surf the internet according to the quota policy set when logged
in to Wauth.

1 Add This is the button where the quota object is added.

2 Name This is the section where the name of the quota object
is displayed.

3 Surfing Time This is the section where the browsing time of the user
to who the quota policy is applied is displayed.

4 Limit Type This is the section where the limit type of the quota
object is displayed.

5 Upload Data Limit | This is the section where the upload limit of the quota
object is displayed.

6 Download Data | This is the section where the download limit of the

Limit guota object is displayed.

7 Quota Exceptions [ This is the section where the quota exception is
selected. To use this section, it is necessary to add a
guota exception.

8 Manage This is the section where the added quota exception is
deleted or edited.
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-To add a quota object, click the 'add' button. After clicking the button, the web
browsing, upload, and download values of the Quota object to be added are specified.

Name Quota-Employee

Type Periodic Non Periodic

Period 1 Month

@ Surfing Time Unlimited a hour 5 min
@ Download Unlimited 30000 MB

@ Upload Unlimited 4192 MB
@ Quota Exception

11

s Taswe ] S |

1 Name This is the section where the name of the quota object
is entered.

2 Type This is the section where the type of the quota object
is selected. If periodic is selected, the quota object is
reset for the specified period. If non periodic is
selected, the quota object runs only at the specified
time.

3 Period It is set if the periodic option is selected, configurations
are as day, week, month, and year.

4 Surfing Time The duration of the Internet browsing is indicated. In
case of marking unlimited, the time of surfing the
Internet is unlimited.

5 Download The download limit for the quota object is specified.
The download limit is unlimited if it is marked unlimited.

6 Upload The upload limit of the quota object is specified. If it is
marked unlimited, the upload limit is unlimited.

7 Quota Exceptions | This is the section where the quota exception is
selected. To use this section, it is necessary to add a
guota exception.
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8 Save This is the button where the quota object is saved.

9 Close It is the button where the screen that opens after
pressing the 'Add’ button is closed.

16.3.2 Quota Exception
In the quota exception module, an exception is defined that will not be stuck in the

guota policy during Internet browsing. When defining an exception, the destination IP
address and Port information must be known.

1 Add It is the button used to add a quota exception.

2 Name This is the section where the name of the quota
exception is displayed.

3 Type This is the section where the type of quota exception
is displayed.
4 Period This is the section where the time to be spent on the

destination IP address is displayed. If it appears as
empty, it is unlimited.

5 Destination IP This is the section where the Destination IP address
for which the quota exception is written is displayed.

6 Destination Port It is the section where the Destination Port for which
the quota exception is written is displayed.

7 Download Quota | Itis the section where the download quota is specified
specific to the destination IP address.

8 Upload Quota This is the section where the upload quota specific to
the destination IP address is displayed.
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9 Time Quota This is the section where the time quota specific to the
destination IP address is displayed.

10 Manage This is the section where the quota exception is edited
or deleted.

-To add a quota exception, click the 'add' button.

Quota Exception

@Name PubliclP_25|
@ Type Periodic Non Periodic
@ Surfing Time Unlimited
@ Download Unlimited
@Upload Unlimited
@Quom Exception Cycle Time
o
o
1 Name This is the section where the name of the quota
exception is displayed.
2 Type This is the section where the type of quota exception
is selected.
3 Destination It is the section where the IP address or port
IP/Port information to be written quota exception is entered.
4 Surfing Time This is the section where the surfing time at the

specified destination IP address is specified.

5 Download This is the section where the download limit at the
specified Destination IP address is specified.

6 Upload This is the section where the upload limit at the
specified Destination IP address is specified.

7 Quota Exception | This is the section where the frequency of repetition of
Cycle the quota exception is specified.
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8 Save It is the button where the quota exception is saved.

9 Close ‘It is the button where the screen that opens after
pressing the 'Add’ button is closed.

16.4 Application
It is the module where the applications kept on the Labris UTM device are displayed.

Applications in this module are used in the Policies module.

@ Dashboard  System s Network VPN & Policies £ E-mail Security  ©ins & 1ps  [EUECESEPRLERITY

Job Search, News
11218 Portal Sites

123

) TR N I P TR T

ng, Web Hosting, ISP & Telco 3

w
LW N e L w e

W e w W e e

Page | of 34 100 v 110 100 of 3338

16.4.1 List
It is the module where the list of applications stored on the Labris UTM device is

displayed.

7, Labris

@ Dashboard | () System  duNetwork VPN & Policies

1 Name This is the section where the names of the applications
are displayed.

2 Category This is the section where the categories of applications
are displayed.
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3 Risk This is the section where the risk values of the
applications are displayed. The risk level indicates that

undesirable situations may occur while using the
application.

4 Productivity This is the section where the efficiency values of the
applications are displayed. Productivity is the ratio of
whether the app is used for entertainment or work.

16.4.2 Group
It is the module in which the applications in the application list are grouped.

© Visibilty @ Logs &Reports @ Help ~ 2 admin ~

1 Add It is the button where the application group is added.

2 Name This is the section where the name of the application
group is displayed.

3 Description This is the section where the description of the
application group is displayed.

4 Manage This is the section where the application group is
edited or deleted.
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-It is necessary to click on the 'add’ button. After clicking the button, the applications
on the Labris UTM device are grouped.

Application Group X

@ Name Social
@ Description // @ // @
A /
Selected Applications Remover® Adxf @ All Applications
(@ ame - ooy Risk® produciviy® [ Name- — [caiegoy sk roducivy |
social
[ % 2channel Social Networking 3 1 [ # 17173.com Social Networking 2 2
[1 & 4chan Social Networking 5 1 [J & 2channel Social Networking 3 1
[J £ AZLyrics Social Networking 1 2 [J & 4chan Social Networking 5 1
[ £ After School Social Networking 2 1 [ £ AZLyrics Social Networking 1 2
[1 & Airbnb Social Networking 1 2 [] & After School Social Networking 2 1
[ = YouTube Streaming Media 4 1 [ £ Airbnb Social Networking 1 2
[ @ YouTubemp3 Web Services 2 2 2 Ask.fm Social Networking 2 2
[ = youtube-mp3 Streaming Media 3 3 2 Avito Social Networking 4 1
=+ Babytree Social Networking 3 2
[] & Baike.com Social Networking 2 2
I I S N N
Page 1 of 1 100 ~ 1to8of8 Page 1 of 2 100 ~ 1to 100 of 115 items.
Total Application:
o
@
1 Name This is the section where the name of the application
group is entered.
2 Description This is the section where the description of the
application group is entered.
3 Selected This is the section where the applications added from
Applications the All Applications list are displayed.
4 Remove It is the button where the selected application is
removed from the list of selected applications.
5 All Applications It is the button that displays the list of applications on
the Labris UTM device.
6 Add This is the button where the applications selected from
the list of all applications are added to the list of
Selected Applications.
7 Save It is the button where application groups are saved.
8 Close It is the button where the screen that opens after
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clicking the 'Add’ button is closed.

16.5 Identity

On the Labris UTM device, users can be grouped, users' field names can be changed,
and user templates can be created. Also, users can be created for L2ZTP/PPTP VPN,
users on the Active Directory server can be withdrawn, and the MFA provider to be
used in SSLVPN is added and it is the module where the Identity Settings are made.

@ Dashboard I System s Network VPN & Policies ELT UL LEl 1 Objects & identity nitor C Visibiity @ Logs &Repors @ Help 2 admin ~

SSL VPN Tunnel SSL VPN Bookmark

Page 1 of 1 Records per page: 100 v 102012

16.5.1 Users
This is the section where the process of adding users to the Labris UTM device is

done. Users added to this module are given admin authority to log in to the Labris UTM
device. The necessary authorization is made to connect to the SSL VPN. In addition,
created users can log in to WAUTH.

', Labris

(ISystem  duNetwork VPN A Policies & E-mail Security  01Ds & s [EUTRSTEEERARITN

1 Add This is the button where users are added to the Labris
UTM device.

2 User Name The section where the username of the added user is
displayed. Users can log in to SSL VPN and Labris
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Web Interface using their username.

3 Real Name This is the section where the real name of the added
user is displayed.

4 Domain Name The domain name of the added user is displayed.

5 SSL VPN Tunnel | This is the section where it is displayed whether the
added user has SSL VPN authorization or not.

6 SSL VPN [ This is the section where it is displayed whether the

Bookmark added user has SSL VPN Bookmark authorizationor

not.

7 Expire Time This is the section where the expiration date of the
added user's account is displayed.

8 Manage It is the section where the added user edits, deletes,
and resets their quotas.

-Click the 'add' button to add a user. After clicking the button, the user adding process
is completed by filling in the information about the user in the window that opens.

@ Enable A/
@ User Template None v @ Domain labris
@ Username Labris @Gruup
@ Real Name Labris Support @ Quota None
@ Phone 5555555555 @ WAUTH Rules
@ E-mail support@|abrisnetworks.com @ MAC Address
@ Password ~ ssssseessnens u Show Password @ Simultaneous Unlimited
Login
Expire Date & Unlimited
@ Time
@ZFA L ) Currently only works with SSL VPN Tunnel
@ " @ 2FA Method SMS
Roaming @)
”]_0 Jssi vpn Tunnel @) @ IP Address Auto @ Provider Profile
7Y
0\:_1 Jssi ven Bookmark  ({ )
Send Account Information via SMS Provider | .. + |andior E-mail @
1 Enable It is the button where the user to be added is activated.
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2 User Template This is the section where the added user template is
selected.
3 Username This is the section where the username of the user to

be added is entered.

4 Real Name This is the section where the real name of the user to
be added is entered.

5 Phone This is the section where the user's phone number is
entered.

6 E-mail This is the section where the user's e-mail address is
entered.

7 Password This is the section where the user's password is

entered. It is necessary to click on the ‘'wheel' button to
give the password randomly.

8 Expire Date & | This is the section where the date on which the user's
Time account will be expire is selected.
9 Roaming It is the button where the user is authorized to roam.

10 SSL VPN Tunnel | Itis the button where the user is authorized to log in to

SSL VPN.
11 SSL VPN | It is the button where the user is authorized to log in to
Bookmark SSL VPN Bookmark.
12 IP Address This is the section where the IP address that the user

receives when connected to SSL VPN is specified. If
you want to write an IP address, the check in the
automatic must be removed.

13 Domain It is the button where the domain name of the user is
selected.
14 Group This is the section where the group to which the user
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is to be added is selected.

15 Quota In cases where a quota policy will be applied to the
user, the added quota object is selected.

16 Wauth Rules If there is a WAUTH rule written for the user, the
WAUTH rule is selected.

17 MAC Address This is the section where the user's MAC address
information is entered.

18 Simultaneous This is the section where the number of simultaneous
Login sessions for the user is set.
19 2FA It is the button that allows the user to enter two-factor

authentication to verify the identity information when
logging into SSL VPN.

20 2FA Methods This is the section where the 2FA method is selected.

21 Providers Profiles | This is the section where the 2FA provider information
is selected.

22 Save It is the button where the information of the user to be

added is saved.

23 Close It is the button where the window opened by clicking
the 'Add' button is closed. When the Close button is
pressed, it closes the changes made for the user
without saving them.

-Click the edit button in the Manage section to change the information of the added

user.
Q Q Q
1 &admin labris Unlimited \ E
2 &?2Labris Labris Support2 labris @ @ Unlimited Dn E
3 &labris Labris Support labris © © Unlimited n E

-After pressing the button, users’ information can be edited.
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16.5.2 Groups
This is the section where the added users are grouped. All users included in the group

are granted SSL VPN, Quota, or Wauth privileges.

1 Add It is the button where the process of adding a user
group is made.

2 Name This is the section where the name of the user group
is displayed.
3 Description This is the section where the description of the user

group is displayed.

4 Source This is the section where the source information of the
user group is displayed.

5 Domain Name This is the section where the domain name of the user
group is displayed.

6 Manage This is the section where the user group is edited,
deleted, or their quota is reset.
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-Click on the 'add’ button to add a user group. After clicking on the button, the group
information to be added or the added users will be grouped.

@ Group Name AllUsers| @ Domain labris v
@ Description @ WAUTH Rules Select Wauth Profile
@ None v
g4

(D) ssL VPN Tunnel

.
(W) ssL veN Bookmark
L5

Quota

Ry 2FA Currently only works with SSL VPN Tunnel

N ;// -
Selected Users & Groups r;| Re;nver‘ Add I:II\ All Users & Groups
| W [Type = | W Type  [Name- Real Name |Source
Q Q Q Q Q Q Q Q Q Q
] User & 2Labris ;ahris labris labris [ User & 2Labris Labris labris labris
upport2 Support2
[] User & admin labris labris ] Group & Allusers labris labris
[ User & admin labris labris
] User & labris Labris Support labris labris
(= Jeo]
1 Group Name This is the section where the group name of the group
to be added is entered.
2 Description This is the section where the description of the group
to be added is entered.
3 SSL VPN Tunnel | Itis the button where the users added to the group are
given SSL VPN authorization.
4 SSL VPN [ It is the button where the users added to the group are
Bookmark given SSL VPN Bookmark authorization.
5 Domain This is the section where the field name of the group to
be added is selected.
6 Wauth Rules This is the section where the WAUTH Rule of the
Group to be added is selected.
7 Quota This is the section where the Quota object is selected
for the users included in the group.
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8 2FA This is the section where two-factor authentication is
turned on for users who are included in the group.

9 Selected Users & | This is the section where the users included in the
Groups group are displayed.
10 Remove It is the button where the users and groups included in

the group are removed.

11 All Users & | This is the section where all added users and groups
Groups are displayed.
12 Add It is the button where selections from all Users and

Groups are used to include them in the group.

13 Save This is the button where the user group is saved.

14 Close It is the button where the window that opens after
clicking the 'Add' button is closed.

16.5.3 Domains
It is the section where the domain name that comes by default in the Labris UTM
device is displayed or edited.

1 Name This is the section where the name of the domain name
is displayed.

2 Source This is the section where the domain name is
displayed.

3 Manage This is the section where the domain name is changed.
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-To edit the Domain Name, click the 'edit' button.

@ Name labris|
o
2
1 Name This is the section where the name of the domain name
is changed.
2 Save It is the button where the changed domain name is
saved.
3 Close It is the button that closes the window that opens
without changing the domain name.

16.5.4 User Templates
It is the module used for the creation of users according to the user template.

@ Dashb (System L Network VPN 4 Policies [ E-mail Security ©ips&ps [

1 Add It is the button where the user template is added.

2 Template Name This is the section where the template name is
displayed.

3 Username Prefix | This is the section where the username prefix of the

added user template is displayed.

4 Domain This is the section where the domain name of the user
template is displayed.

5 SSL VPN Tunnel This is the section where the SSL VPN Tunnel
authority of the user template is displayed.
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6 SSL VPN | This is the section where the SSL VPN Bookmark
Bookmark authority of the user template is displayed.

7 Expire Duration This is the section where the expiration date of the
user's account added according to the user template is
displayed.

8 Manage This is the section where the template is edited or
deleted.

-Click on the 'add' button to add a user template.

User Template

@ Enable L )
H:E‘\ Template Name employes| @ Domain labris
0_:137_}] Username Prefix employee- @ Group EctGroL
@ Real Name employee @ Quota
@ Password n Show Password @ WAUTH Rules = uin il
”E‘ Expire Duration win. . Unlimited @ Simultar:ogl.:: 1-100 | Unlimited
Delete user at expire time (Max 100)
@ Roaming D @ 2FA Currently only works with SSL VPN Tunnel
“:'E I SSL VPN Tunnel k_
Q‘,gl ssL vPN Bookmark ([ )
Send Account Information via SMS Provider | ... + | andlor E-mail @
1 Enable It is the button where the user template to be added is
activated.
2 Template Name This is the section where the template name is entered.
3 Username Prefix | This is the section where the username prefix is
entered.
4 Real Name This is the section where the real name of the template
is entered.
5 Password It is the section where the password of the user to be
created according to the user template is entered.
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6 Expire Duration This is the section where the expiration date of the
template is selected.

7 Roaming This is the section where the navigation of the user
template is opened.

8 SSL VPN Tunnel | This is the section where the template is authorized to
log in to SSL VPN.

9 SSL VPN | This is the section where the template is authorized to
Bookmark log in to SSL VPN Bookmark.
10 Domain This is the section where the domain name of the

template is selected.

11 Group This is the section where the group in which the
template will be included is selected.

12 Quota This is the section where the quota object to which the
template will be included is selected.

13 Wauth Rules This is the section where the WAUTH Rule is selected
to include the template.

14 Simultaneous This is the section where the number of simultaneous
Login sessions of the template is regulated.

15 2FA It is a button that allows users to enter two-factor
authentication to verify their credentials when logging
into SSL VPN.

16 Save It is the button where the template information to be

added is saved.

17 Close It is the button where the window opened by clicking
the 'Add' button is closed. When the Close button is
pressed, it closes the changes made to the template
without saving them.
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-To create a user according to the user template, it is necessary to click the 'add’
button in the User module open the user adding window, and select the User

User >
Enable A
| User Template employee v | Domain labris
Username employee-supportiabris Group Select Group
Real Name employee Quota
Phone 5555555555 WAUTH Rules /auth Profile
E-mail support@Iabrisnetworks.com| MAC Address 00:00:00:00:00
~ S Unlimited
Password ~ sssseses Show Password Simultaneous
Login
Expire Date & Unlimited
Time .
2FA Currently only works with SSL VPN Tunnel
" 4
Roaming L
SSL VPN Tunnel L» IP Address Auto
SSL VPN Bookmark ([
Send Account Information via SMS Provider| ... v |andior E-mail Create Another B Save m

16.5.5 L2TP/PPTP Users
L2TP/PPTP is the module where users who will connect to the VPN are added. It is

added by entering the usernames, password, and IP information of the users who will
make the connection.

@ Dashboard  (JSystem & Network VPN 4 Policies 2 E-mail Security  0IDS &IPS [EINGIIEEERICENEY O Monitor isibiity @ Logs & Reports @ Help ~ 2 admin ~

192.168.2.250 n
1 Add This is the button where L2TP/PPTP users are added.
2 Username This is the section where the usernames of the added

L2TP and PPTP users are displayed.

3 IP Address This is the section where the IP addresses of the
added L2TP and PPTP users are displayed.
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4 State This is the section where the VPN status is displayed.

5 Manage These are the sections where the added L2TP and
PPTP VPN user information is edited or deleted.

-To add L2TP/PPTP user, you need to click on the 'add' button. After clicking the
button, the L2TP / PPTP VPN in the window that opens is saved by entering the
username, password, and IP address information of the user to be connected.

L2TP/PPTP User

@Enable L

@ User Name labrissupport

@Password """"" > n

@ IP Address 192.168.2.250 Auto

@Descripnon

o
1 Enable This is the button where L2TP/PPTP users are
enabled.

2 Username This is the section where the username of the

L2TP/PPTP user to be added is entered.

3 Password This is the section where the password of the
L2TP/PPTP user to be added is entered.

4 IP Address This is the section where the IP Address of the
L2TP/PPTP user to be added is entered.

5 Description This is the section where the description of the
L2TP/PPTP user is entered.

6 Save This is the button where the information of the
L2TP/PPTP user is saved.

7 Close It is the button where the window opened by clicking
the 'Add' button is closed. When the Close button is
pressed, it closes the changes made for the
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L2TP/PPTP User without saving them.

16.5.6 Authentication

It is the module used to pull users from the Active Directory in the Labris UTM device.
By obtaining the information of users in the Active Directory, users are authorized to
access WAUTH, SSL VPN, and Labris Web Interface.

@ Dashboard  LISystem  duNetwork VPN A Policies & E-mail Security 0IDS&IPS [EUTCIREERRGEINE O Monitor © Visibility & Logs & Reports @ Help ~ & admin ~

& Netvork Objects m

A Policy Objects v Namei i
# QuolaObjects v [EUEERNEE abrisadmin labris.local WIN-MN3KSPTDEQL labris.local 192168.2.6 MS LDAP n
® Application

2 (dentity

& Users

# Groups

[ Domains

@ User Templates

& L2TPIPPTP Users

2 Authentications.

© MFAProviders

8 s

£ Receiver Profiles v

1 Add It is the button where the process of adding an
authentication server is done.

2 Name This is the section where the name given to the
authentication server is displayed.

3 Username This is the section where the username of the admin
authorized user opened on the authentication server is
displayed.

4 Domain This is the section where the domain name of the

authentication server is displayed.

5 Hostname This is the section where the name of the
authentication server is displayed.

6 IP Address The IP address of the authentication server is
displayed.

7 Server Type The server type of the authentication server is
displayed.

The server types are: MS LDAP, MS LDAP + NTML,
and Open LDAP.
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8 Manage This is the section where the added authentication
server is edited or deleted.

-Click the "add" button to add an authentication server. After clicking the button, the
server type, domain name, server name, IP address of the server, workgroup, admin
authorized username, and password information must be entered.

Authentication

@ Name LBRAD

@ Type MS LDAP
@ Domain Name labris.local

@ Hostname WIN-MN3KSPTDEQL

@ 1] 192.168.1.100
@ Workgroup labris
@ Username adminlabris
@ Password =~ seseesesee Show Password

@ Search Base
@ Filter

0-

© o
@ = Save

1 Name This is the section where the name of the
authentication server is entered.

2 Type This is the section where the authentication type of the
authentication server is selected.

3 Domain Name Enter the domain name of the authentication server.

4 Hostname This is the section where the hostname of the
authentication server is entered.

5 IP This is the section where the IP address of the
authentication server is entered.

6 Workgroup This is the section where the workgroup of the
authentication server is entered.
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7 Username The username of the admin authorized user opened on
the authentication server is entered.

8 Password The password of the admin authorized user opened on
the authentication server is entered.

9 Search Base The search base information of the authentication
server is entered.

10 Filter The filter from the authentication server is used to pull
the user internally.

11 Port This is the section where the port to be used to pull
users from the authentication server is entered.

12 Test It is the button where the accuracy of the data received
from the authentication server is tested.

13 Save This is the button where the entered values on the
authentication server are saved.

14 Close It is the button where the window opened by clicking
the 'Add’ button is closed. When the close button is
pressed, it closes the changes made to the
authentication server without saving them.

16.5.7 MFA Provider

It is the module where the MFA providers to be used in SSL VPN are displayed or the
MFA Provider is added. SecuritylD and Google AUTH. can be used as MFA Provider,
you can add it. By default, Google OTP comes in the Labris UTM device.

2 VPN # Policies % E-mail Security  0IDs & 1Ps IUICTEEEPEENE

1 Add This is the button where the MFA Provider is added.
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2 Name This is the section where the added MFA Provider
name is displayed.

3 Provider The provider information is displayed.

4 Enable This is the section where the MFA Provider's activity is
displayed.

5 Manage MFA is the section where the provider is edited or
deleted.

-Click the 'add' button to add MFA Provider. After clicking the ‘add’ button, select the
type of MFA Provider, SecurifylD or Google Authenticator. Based on the MFA Provider
type selected, the data in the window is entered.

-If SecurifylID is selected for the MFA Provider, APl URL, API Key, Identity Number,
and Factor Type (PUSH, Email, SMS and Totp) information is entered.

MFA Providers

@Enahle [
@ Providers SecurifylD
@ API URL
@ API Key
@ Tenant Id |
@ Default Factor Type Pus
@ SSL Certificate @
o
Lo J 2 save
1 Enable This is the button where the MFA Provider to be added
is enabled.
2 Name This is the section where the name of the MFA
Provider is entered.
3 Providers This is the section where the MFA Provider is selected.
4 API URL If SecurifylD is selected, the provider's APl URL is to
be entered.
259 Labris Networks



Administration Guide For Labris UTM

5 API Key If SecurifylD is selected, the provider's APl Key is to be
entered.
6 Tenant ID If SecurifylD is selected, the identification number of

the provider is entered.

7 Default Factor | The default factor type is selected.
Type
8 Same IP Auth It is activated if OTP-free requests from the same IP

address are allowed.

9 SSL Certificate It is enabled in cases where requests need to use the
SSL Certificate.

10 Save This is the button where MFA Provider settings are
saved.
11 Close It is the button where the window opened by clicking

the 'Add' button is closed. When the close button is
pressed, it closes the changes made to the MFA
Provider without saving them.

260 Labris Networks



Administration Guide For Labris UTM
-If the MFA Provider is selected as Google Authenticator, the Provider name and
Current Window Size are entered.

MFA Providers

@ Enable &
w
@ Name
@ Providers Google Authenticator -

@ Issuer Name
@ Valid Windows Size

o

1 Enable This is the button where the MFA Provider to be added
is enabled.

2 Name This is the section where the name of the MFA provider
is entered.

3 Providers This is the section where the MFA Provider is selected.

4 Issuer Name If Google Auth. is selected, the issuer name of the
provider is entered.

5 Valid Windows | If Google Auth. is selected, the valid window size of the

Size provider is entered.

6 Save This is the button where MFA Provider settings are
saved.

7 Close It is the button where the window opened by clicking
the 'Add' button is closed. When the Close button is
pressed, it closes the changes made to the MFA
Provider without saving them.
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16.5.8 Settings
It allows specific users or networks to be exempt from firewall restrictions.

@Dashboard  DSystem  duNetwork VPN A Policies & E-mail Securiy  Osars RG] onitor C Visiblty  © Logs & Reporls @ Help = & admin ~
- EEE )

1 Save This is the button where unincluded users and
networks are registered.

2 Users/Networks This is the section where the added users and
networks are displayed.

3 Add This is the button where unincluded users and
networks are added.

-Users and networks are added by clicking the '+' button to add them to the list of
unincluded users and networks.

’/ Add objects =
Select All 28 of 28
Llvian23 PL
I:‘ 2 vian23 Py
CIWAN s
D webserver S+
Llyoutube PL
Negate

16.6 Receiver Profiles
Syslog, SNMP, HTTP, E-mail, and FTP profiles are added to the Labris UTM device.

@ Dashboard  [ISystem  diNetwork  ® VPN 4 Policies & E-mail Security  Uips & s [IECRCEECEPIEENER  © monitor

1 8 o a
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16.6.1 Syslog
It is used to add a Syslog server to a Labris UTM device. The added Syslog server is
used in the Firewall module.

1 Add This is the button where the Syslog server is added.

2 Name This is the section where the name of the Syslog server
is displayed.

3 Server IP This is the section where the IP address of the Syslog

server is displayed.

4 Port The port information of the Syslog server is displayed.

5 Protocol The protocol of the added Syslog server is displayed.
The protocol can be UDP or TCP.

6 Manage This is the section where the added Syslog server is
edited or deleted.

-Click the 'add’ button to add a Syslog Server. After clicking the button, the IP, port,
and protocol information of the Syslog server are entered.

Syslog Server X

@ Name syslog
@ Server IP 192.168.2.50

@ Protocol ubP
o
1 Name This is the section where the name of the Syslog server
is entered.
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2 Server IP This is the section where the IP address of the Syslog
server is entered.

3 Protocol This is the section where the protocol of the Syslog
server is selected. TCP and UDP can be selected.

4 Port This is the section where the port number of the Syslog
server is entered.

5 Save This is the button where the syslog server settings are
saved.
6 Close This is the button where the window opened by clicking

the 'add' button is closed. When the Close button is
pressed, it closes the Syslog Server without saving the
changes made.

- To use the added Syslog server;

1. The Policies menu opens.

i Security  IDS &IPS Ml Objects & identity @ Monitor
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3. Click the 'edit' button for the rule that needs to be added to the syslog
server.

£ SSLVPN_MGT

, wa & hccam on oy

O vian23

4. The added Syslog server is selected in the Log Forwording section.

Severity INFO

Reject With ICMP port unreachable

Stateful Inspection L /

L)

Log Forwarding [ & syslog | |

IDS Policy None

5. The Syslog server object is added to the rule and the rule is saved.

£ IKE
o IPSEC a
* EsP ﬂ
£ AH
3 2 waAN £ TCP_ 4443 & Accept on e =
% rematelan -
4 . @ Accept on m
& lan
#% vLan23
© Accept on m

SSLVPN_Network

6 ) Drop on

6. Requests that pass through the rule are also sent to the Syslog Server.

16.6.2 SNMP Trap
They are automatically alerted when a specific event occurs on the device connected

to the network. SNMP Trap servers are also added to the Labris UTM device.

# Dashboard Ll System s Nt VPN A Policies = E-mail secuity  Osars L

)" | Receiver 10

o P Tiap ‘
1 Add It is the button where the SNMP Trap is added.
2 Name This is the section where the name of the added SNMP

Trap is displayed.

3 Version The version of the SNMP Trap server is displayed.
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4 Receiver The IP address of the SNMP Trap server is displayed.

5 Port The port information of the SNMP Trap server is
displayed.

6 Security Level The security level of the SNMP Trap server is
displayed.

7 Manage This is the section where the SNMP Trap server that is
added is edited and deleted.

- Click the 'add' button to add an SNMP Trap. After clicking the button, the IP, port
information is entered.

SNMP Trap Server

0 Name SNMPTRAP-1
@ReceiverlPIHOST 192.168.2.100

@ Port 162

l 4 Commumw Name snmp

@ Version v2c v

1 Name This is the section where the name of the SNMP Trap
server is entered.

2 Receiver IP/Host | This is the section where the IP address of the SNMP
Trap server is entered.

3 Port The port information on which the SNMP Trap server
is running is displayed.

4 Community Name | This is the section where the community name of the
SNMP Trap server is entered.

5 Version This is the section where the SNMP version
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information is selected.

6 Save

This is the section where the information of the SNMP
Trap server is saved.

7 Close

It is the button where the window opened by clicking
the 'Add' button is closed. When the Close button is
pressed, it closes the changes made to the SNMP Trap
Server without saving it.

16.6.3 HTTP

The HTTP Recipient profile typically sends POST and Get requests to a specific URL
of a web service. Sends monitoring, logging, and alerts on the HTTP website.

& Dashboard I System  d Network

® VPN A Policies 5 E-mail Security 01D &IPS  IETIGTE

1 Add Itis the button where the HTTP server addition process
is performed.

2 Name The name of the HTTP server is displayed.

3 Address The address of the HTTP server is displayed.

4 Method This is the section where the method of the HTTP
server is displayed.

5 Agent This is the section where the HTTP server's Agent is
displayed.

6 Manage This is the section where the added HTTP server is
edited or deleted.
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-Click the 'add' button to add an HTTP Server. After clicking the button, the IP and port
information is entered to add an HTTP server.

HTTP Server X
@ Name HTTPServer

@ AddressiURL labrisnetworks.com

@ Method POST
@ User Agent Labris-Agent

@ Username labris

@ Password
O
o
1 Name This is the section where the name of the HTTP server
is entered.
2 Address/URL This is the section where the URL of the HTTP server
is entered.
3 Method This is the section where the method of the HTTP

server is selected.

4 User Agent This is the section where the user agent to be added
to the HTTP server is selected.

5 Username This is the section where the username on the user
application is entered.

6 Password This is the section where the password on the user
application is entered.

7 Save It is the button where HTTP Server information is
saved.
8 Close It is the button where the window opened by clicking

the 'Add' button is closed. When the Close button is
pressed, it closes the changes made for the HTTP
Server without saving them.
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16.6.4 E-Mail
It is the module where the e-mail server is added to the Labris UTM device.

VPN & Policies [ E-mail Security  D1DS & 15 [JCIRGH

1 Add This is the section where the e-mail server is added.

2 Name This is the section where the name of the e-mail server
is displayed.

3 Server This is the section where the address of the mail server
is displayed.

4 Mode This is the section where the mode of the mail server
is displayed.

5 Port The port of the mail server is displayed.

6 From This is the section where the sender's mail address is
displayed.

7 To This is the section where the recipient's mail address
is displayed.

8 Subject It is the section where the subject to send e-mail is
displayed.

9 Manage This is the section where the added mail server is
edited or deleted.
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-Click on the 'add' button to add a mail server. After clicking the button, enter the server
IP, mode, port, sender, and recipient information to add an E-Mail Server.

E-mail Server

@Name E-Mail

@D server iPHosmame  192.168.2.100

Mode Mormal v

@ Port 25
@ Timeout 2

From Address suppon@|abrisnetworks.com

@ To Addresses example@labrisnetworks. 0

test@labrisnetworks.com

Labris UTM Information Mail

@D subiect

@ Username labris
@ Password -.....|

o

1 Name This is the section where the name of the mail server
is entered.

2 Server This is the section where the server IP address of the

IP/Hostname mail server is entered.

3 Mode This is the section where the mode in which the mail
server is running is selected.

4 Port The main port where the server is running is the
interface.

5 Timeout This is the section where the timeout value of the mail
server is entered.

6 From Address This is the section where the sender's e-mail address
is entered.

7 To Addresses This is the section where the recipient e-mail address
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is entered.

8 Subject This is the section where the subject of the e-mail is
entered.

9 Username This is the section of the mail server where the
username of the authorized user is entered.

10 Password This is the section on the mail server where the
password of the authorized user is entered.

11 Save It is the button where mail server information is saved.

12 Close It is the button where the window opened by clicking
the 'Add' button is closed. When the close button is
pressed, it closes the changes made to the e-mail
server without saving them.

16.6.5 FTP

It is the module where the FTP server is added to the Labris UTM device. The added
FTP server is used in the Backup menu located in the System module.

1 Add This is the section where the FTP server is added.

2 Server Name This is the section where the name of the FTP server
is displayed.

3 User This is the section on the FTP server where the user
name of the authorized user is entered.

4 Server IP This is the section where the IP address of the FTP
server is displayed.
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5 Server Port This is the section where the port of the added FTP
server is displayed.

6 Manage This is the section where the added FTP server is
edited or deleted.

-Click the 'add' button to add an FTP Server. After clicking the button, the server IP,
port, username, and password information authorized on the FTP server are entered.

FTP Server

@ Server Name LabrisFTP
@ User Name labris

@ Password

@ Server IP 192.168.1.102
@ Server Port 21

":.E.:l Remote Directory Ibackupi
(8 )
o
1 Server Name This is the section where the name of the FTP server
is entered.
2 User Name This is the section where the user name of the

authorized user is entered on the FTP server.

3 Password This is the section where the password of the
authorized user is entered on the FTP server.

4 Server IP This is the section where the IP address of the FTP
server is entered.

5 Server Port This is the section where the port of the FTP server is
entered.
6 Remote Directory | This is the section where the directory of the FTP

server is entered.
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7 Save It is the button where HTTP Server information is
saved.
8 Close It is the button where the window opened by clicking

the 'Add' button is closed. When the Close button is
pressed, it closes the changes made to the E-Mail
Server without saving them.

-Added to use FTP server;

1. It is entered into the system module.

icies [% E-mail Security  UIDS &IPS I Objects & Identity @ Monitor © Visibility Logs & Reports @ Help ~ 2 admin ~

ashboar System etwork olicies 3 E-mail Security  DIDS &IPS Il Objects & Identity  © Monitor  Visibilty ogs & Reporls @ Help = 2 admin ~

2024-05-15 13:03:57 22.05.2024 4.0.0-1453 devel

3.Send backup to server is activated and FTP server is selected. Then press
the save button.

& Ag = VPN A Politikalar =2 E-posta Guvenligi  UIDS &IPS @ Nesneler ve Kimlik  © izlem

o1 i
mi

Kaydedilecek Yedek Sayis:
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17. Visibility
It is the module where traffic analysis is performed on the Labris UTM device, and the
details of the traffic passing through the interfaces are displayed. Traffic analysis can
be performed by selecting the interface for which visibility is desired. In the interface

where visibility is desired, the visibility option of the interface must be opened in the
Network module.

-Steps to turn on visibility in the interface;

1. Click on the network module.
-, Labris
% ethl ethemet 08:00:27:6e:al:e3 1500 autor u:g; :: :
5 eth1.23 ‘:Ia 3 & DRE‘D;TDIE.PHPS 1500 =2 E
& ethl: lan i 08:00:27:Ge:al.ed 1500 n
7 eihl lan2 i 08:00:27.6e: 3 1500 E
8 sthiz LAN-Employes dlias @ 10.0.0.1/255.255.252.0 08:00:27Gealed 1500 autoneg on ﬂ
2. Click on the 'edit’ button of the interface where the visibility option will be
opened.
| 2 ethl ethl ethernet 192.168.2.1/255.255.255.0 08:00:27:6e:al:e3 1500 autoneg on 54 l:l ® |
3. After clicking the edit button on the selected interface, the visibility option
in the window is selected, and the interface settings are saved.
Ethernet ethl
Name ethi]
IP | Netmask 192.168.2.1/255.255.255.0
DHCP
Role Internal v
Speed autoneg on v
Masquerade
MTU 1500
Device Status Up Down
Visibility L/
4, After the visibility option is turned on in the selected interface, the

visibility module opens.

QRGN CSystem i Network VPN A Policies & E-mail Security UIDS&IPS [l Objects & Identity  © Monitor @ Visibility Logs&Repor's @ Help ~ & admin ~
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5. After clicking on the visibility, a new window opens, and the traffic details
are examined.

2.90 kbit/s
mont - |3 Ferprr il & LT 51 [2 oevees Lo Q  seac

Dashboard Talkers Hosts Ports  Application

Top Flow Talkers

Refresh frequency m Live update n

17.1 Interface Selection
The interface to be analyzed for traffic is selected. It is displayed with the speed
information of the selected interface.

-« |t / 18.70 khit/s
d 11350 kbis X3
v Il & ethl

oth3 Hosts Ports Applicatior
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17.2 Dashboard
It is the module where the traffic belonging to the selected interface is examined in
detail. In this module, the source and destination IP addresses that generate the most

traffic, the IP address of the clients that generate the most traffic, port information and
application information are displayed in the control panel.

40 kbitis
e o 2 LT s ] s 0 [z Devices [ 22 Fiows Q| sea

Top Flow Talkers

Refres frequency ve wpete: [T

17.2.1 Traffic Dashboard
It is the section where the IP addresses that communicate the most, the hosts that

create traffic, the ports with the most requests and the applications are displayed.

3.80 Mbit/ -
men - | ] Er ) v LY iows 42 ot 1 Dovices L 2.5 o a | sear
Applications

Top Application Protocols
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17.2.1.1 Talkers
This section displays the IP addresses that generate the most traffic. The requests

made are from the source to the destination.

}:; ‘Vnuml - n

TR e O ) CEED EXED Q  sea

Top Flow Talkers

© e trequency: [T Live updete m

17.2.1.2 Hosts
The traffic generated by the users is displayed in a graph. The IP addresses of the

hosts to which the request is sent or received are displayed.

mer - |3 S50 ) XY =) () D) X a

Dashboard Talk orts  Appl

Top Hosts (Send+Receive)

17.2.1.3 Ports
The most requested port information is displayed.

[ menr - jI 7L 2 Fiows ] 113 17 3 2 Dovices | 2,666 Fiows Q  seat
Dashboard Takers Hosts.[Pors | Appicatons
Top Client Ports Top Client Ports

67.9%

94.4%
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17.2.1.4 Applications
The most used application information in the user-generated traffic is displayed.

acin - | ] 3500 o, oA Y 1) (=) 60 €T Q so
Dashboard Talkers Hosts Ports
Top Application Protocols
et
H.”? ‘

60.5%
15.4% b

17.2.2 Network Discovery
It is the section where devices and resources on computer networks are detected. This

is the section where the devices in the network traffic are displayed.

0 Mbil/s
ot Y« Fows [ 1. et 2 0evices 2763 Fows Q  seact

17.3 Alerts

This is the section where abnormal and potential warnings in network traffic are
displayed.

Gl |- |1 RS Q
| Alerts e
Engaged Alerts = PastAlerts  Flow Alerts
10 ~ Tyr
DatelTime Duration Severity Alert Type Drilldown Description Actions
20:38:06 01:27:57 Ea & Packet Drops interface eth1 has too many dropped packets [> 0%] H
Showing 1 to 1 of 1 rows
This is the section where abnormal traffic in network traffic is displayed.
[ et - | rma IO gy = s
= A\lerts ]
0 10+ Typer  Severity-
DatelTime 0 Duration Severity Alert Type Drilldown e Description e Actions @
20:38:06 01:27:57 [ Error | & Packet Drops interface eth1 has toa many dropped packets [> 0%] ﬂ
Showing 1to 1 of 1 rows
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1 Date/Time This is the section where the date and time of the alert
are displayed.

2 Duration This is the section where the duration of the alerts is
displayed.

3 Severity This is the section where the severity level of the alert
is displayed.

4 Alert Type This is the section where the alert type is displayed.

5 Drilldown This is the section where detailed information about the
alert is displayed.

6 Description This is the section where explanations about the alert
are displayed.

7 Action This is the section where the action to be taken
regarding the alert is selected.

17.3.2 Past Alerts
This is the section where past alerts are displayed.

ot 95.90 bit's .
Mol - | g 0bps (a1 Q  sear

S Alerts [}

006 0 e ©O o " "o
DatelTime Duration Count Severity Alert Type Drilidown  Description Actions
12/03/2024 13:09:00 02:01 1 Warning R Ghost Network Detected Subnet 192.168.100.0/25 does not belong to the ethl network
13/03/2024 00:19:01 03:04 1 Wamning) @ Ghost Network Detected Subnet 192.168.100.0/25 does not belong to the ethl network
1300312024 00:32:06 D055 1 (Waming) 'O Slow Periodic Activity Periodic activity ‘periodic_user_scripts.lua’ running for too long [more than 01:00] or executed teo late (blocked in queve)
280312024 16:52.06  20.00 1 (waming) @ Ghost Network Detected Subnet 192.168.2.0/28 does not belong 1o the eth1 networks.

28/03/2024 17:17:05  04:00 1 Warning) @ Ghost Network Detected Subnet 192.168.2.0/28 does not belong to the ethl

28/03/2024 17:24:06  02:00 1 waming) @ Ghost Network Detected Subnet 192.168.2.0/28 does not belong to the eth1 nefworks.

28/03/2024 17:26:06  00:58 1 Warning| @ Ghost Network Detected Subnet 192.168.2.0/27 does not belong to the eth1 networks,

28/03/2024 172805 03:01 1 Waming] @ Ghost Network Detected Subnet 192.168.2.0/27 does not belong o the et
28/03/2024 17:3505  02:00 1 wamning| @ Ghost Network Detected Subnet 192.168.2.0/27 does not belong to the eth1 networks.
28/03/2024 18:04:06  06:47:00 1 Warning) @ Ghost Network Detected Subnet 192.168.2.0/27 does not belong to the eth1 networks

Showing 1 to 10 of 39 rows n 203 4

1 Date/Time This is the section where the date and time of past
alerts are displayed.

2 Duration This is the section where the duration of incoming
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alerts is displayed.

3 Count

This is the section where the total number of the
incoming alerts is displayed.

4 Severity

It is the section where the severity level of the incoming
alerts is displayed.

5 Alert Type

This is the section where the types of incoming alerts
are displayed.

6 Drilldown

This is the section where detailed information about the
incoming alerts is displayed.

7 Description

This is the section where explanations about incoming
alerts are displayed.

8 Action

This is the section where the action to be taken
regarding the incoming alerts is selected. This is the
button where the alerts are deleted.

17.3.3 Flow Alerts

This is the section where the details of incoming alerts are displayed in flow form.

19/05/2024 04:20:20

o
o e 0 Severity
DatelTime Duration Count ~
19/05/2024 0355:27  04:42 2 [ oice
10/05/2024 04:05:23 [ Notice
19/05/2024 04:05:23 [ Rotice
19/05/2024 04:05:23 [ Notice ]
10/05/2024 04:10:28  04:38 2 [Notics
19/05/2024 04:10:28  04:38 2 [otce
19/05/2024 04:10:28  04:38 2 [ oice
[totice
[roice

19/05/2024 04:20:20 1

Alert Type Score Drilldown Description Actions

Remote client and remote server [Flow: 192.168.1.254:137 &= 192.168.1.255:137] [UDP] [Application: NetBIOS]

I Remote to Remote 15
[Info: labris]
Remote client and remote server [Flow: 192.168.23.1:137 =% 192.168.23.255:137] [UDP] [Application: NetBIOS)

!Remote to Remote 15
[Info: labris]

1 Remote to Remote 15 Remote client and remote server [Flow: 10.0.0.1:137 &= 10.0.0.255:137] [UDP] [Application: NetBIOS] [Info: labris]

! Remote to Remote 15

1 Remote to Remote

1Remote toRemote 15

Remote client and remote server [Flow: 192.168.1.254:1
(Info: tabris]

Remote client and remote server [Flow: 192.168.23.1
[Info: labris]

Remote client and remote server [Flow: 10.0.0.1:137 &

Remote client and remote server [Flow: 192.168.1.254:137

10.0.0.255:1

& 192.168.1.255:137] [UDP] [Application: NetBIOS]

7 &= 192.168.23.255:137] [UDP) [Application: NetBIOS]

1 [UDP] [Application: NetBIOS] [Info: labris]

= 192.168.1.255:137] [UDP] [Application: NetBIOS]

Remote to Remote 15
! Remote to Remote 15 {info: fabrs)
Remote client and remote server [Flow: 192.168.23.1:137 3= 192.168.23.255:137) [UDP) [Application: NetBIOS]
!Remote to Remote 15
{info: labris]
IRemote to Remote 15 Remote client and remote server [Flow: 10.0.0.1:137 &= 10.0.0.255:137] [UDP] [Application: NetBIOS] {Info: labris]

ooooooono o :

1 Date/Time

This is the section where the date and time of alerts
are displayed.
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2 Duration This is the section where the duration of the alerts is
displayed.
3 Count This is the section where the total number of incoming

alerts is displayed.

4 Severity It is the section where the severity level of the incoming
alerts is displayed.

5 Alert Type This is the section where the types of incoming alerts
are displayed.

6 Score This is the section where the score of the incoming
alerts is displayed.

7 Drilldown This is the section where detailed information about the
incoming alerts is displayed.

8 Description This is the section where explanations about incoming
alerts are displayed.

9 Action This is the section where the action to be taken
regarding the incoming alerts is selected. This is the
button where the alerts are deleted.

17.4 Flow
This is the section where the traffic flow of the interface where the visibility feature is

turned on is displayed.

+ 27.50 Mbit/s

menz - |3 TGOl 4 o E LN s 4 1230 2] c07 23 [140 Devces L1600 rows Qs
® Active Flows e
10 ~ o tatus ~ gSeverity ectioge  Applications = ¢ a - Ver wow‘ -

o Application o Pmmcolo Client o Server = Dumlmno Brcﬂkdnwn@ Actual Thpt Total Bytes Info @
n ? Unk upP 19 0.25 50768 46.154.106.92:3557 36:27 [ sever. | 450.00 kbit/s 115.16 MB
B8 G+ Google uoP 102.168.10.102 550491 173.194.15.168:443 2332 1.20 Mbivs 108.87 MB
n (1] [ ] uDP & a4 08:15 [ Sever ] 0bps = 92.69 MB —
n G upP 8k 36:21 760.80 kbit's ¥ 874MB A
B8 G ubP & 443 02:26 | sener Obps = 1277TMB A
n upP & 08: [ sever ] 0bps = 54.45MB =
B8 O Facebook ® ubP 192.168.10.54 353418 157.240.234.63:44 3123 L sener ] Obps ¥ s1MB A
n G uoP & 273 [ sever ] 0bps = ATMBA
n ) upP & 06:30 P Sener ] Obps— 4158MB—
n © Facebook @ uoP 19 0.30 33517 157.240.234.63:443 06:42 TR 3.40 Mbit's 4479 MB

Showing 1 to 10 of 1742 rows. Idle flows not listed n
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1 Details Details of the traffic flow are displayed.
2 Application The application information in the traffic is displayed.
3 Protocol The protocol information in the traffic created by the

client is displayed.

4 Client The client's IP address and source port are displayed.

5 Server The server IP address and destination port information
are displayed.

6 Duration The duration of traffic generated by the client towards
a specific destination is displayed.

7 Breakdown Indicates client-to-server or server-to-client traffic. If
there is a traffic flow from the client to the server, it is
displayed in orange, and if there is a traffic flow from
the server to the client, it is displayed in blue.

8 Actual Thpt The client's bandwidth usage is displayed.

9 Total Bytes This is the section where the total byte size of the traffic
between client and server or server and client is
displayed.

10 Description A description of the traffic flow is displayed.
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-The magnifying glass button is pressed to see the traffic flow details.

Application Protocol  Client Server Duration Breakdown Actual Thptv Total Bytes Info

n/ G+ Googl UDP

173.194.15.70:443 0027 T Obps & 11.44 ME

Flow: 192.168.10.197:55008 &2 173.194.15.70:443 Overview

Flow Peers [ Client | Server ] 192.168.1 ] &= 173.194.15.70:443 [ 1

Protocol / Application UDP/ G+ Google (Web)

First | Last Seen 05/07/2024 08:54:23 [01:33 ago] 05/072024 08:55:53 [00:03 ago]
Total Traffic Total: 27.3 MB Goodput: 26.3 MB (96.4 %)

Client -» Server: 2,393 Pkts / 264.7 KB Client € Server: 22,038 Pkts / 27 MB 4

DSCP (£ 1 ECN [ Client | Server ] Best Effort (CS0) / Disabled (0) Best Effort (CS0) / Disabled (0)

Packet Inter-Arrival Time Client » Server: < 1 ms / 37.93 ms / 7492 ms Client € Server: < 1 ms/ 4.08 ms / 7499 ms
[ Min I Avg / Max |

Entropy [ Client - Server: 7.609 Client € Server: 7.685
Actual | Peak Throughput 0 bit/s =/ 16.6 Mbit/s

17.5Hosts

It is the module where the network traffic of the devices is analyzed.

o

Dashboard

All Hosts
A

IP Address

Mac Addresses
Networks

Host Pools

Operating S:
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17.5.1 Hosts
This is the section where all the devices in the interface where traffic analysis is turned

on are displayed.

&8 /|| Hosts °
@ IP Address @ Location Flows Total Bytes Sent  Name 0 Seen Si“:&. VEVZK'HGW; .‘7 ‘I T']VD;UIIIJ’II;' FT;M‘\‘B;N:'S
E 192.168.10.46 BRG] [ Locai ] :5: ] 11 33.34MB 03:02:40 L Roa 0 bit/s ¥ 1.65GB
E 74.125.13.39 [ Remote | o 21237TMB 741251339 19:08 | 0 bit/s = 21519 MB
E 192.168.10.30 ¢ ] [ Loca ] 5] 41 15.94 MB 03:04:04 L Road 41.02 kbit's ¥ 844.02 MB
E 1 2 [ Remote | 5 328GB 157240952 03:02:38 I 0 bit/s = 331GB
E 19; 7:eRC] [ Local | 5] 71 147.12 MB 02:35:57 | Row ] 43.7 kbit's 181GB
E 192.168.11 mg e 4277TMB 192.168.1157 03:22:24 | row ] 52.6 khit's ¥ 50352 MB
E 19. il ] [Locai ] 5] 51 223.78 MB 19:46:44 | Rowd 30.31 kbits ¥ 105GB
E 1 35 [ Remoto | 1 230.77TMB  173.194.15.135 01.00:04 0 bivs & 235.16 MB
E 201 [ Remote | 2 324MB 20101651 42:40 i Rew ] 26.64 kbit/s P 5234 MB
E 343 [ Remote | 1 64.91KB 34.36.216.83 00:22 L Reva ] 52.6 kbivs ¥ 3eme
1 Details Details of the traffic flow generated by the devices are
displayed.
2 IP Address The IP addresses of the devices are displayed.
3 Location The location information of the devices on the network
is displayed.
4 Flows The total number of flows from the device is displayed.
5 Total Bytes Sent | The total byte size of the devices sent is displayed.
6 Name The time that the client has created towards a specific
destination is displayed.
7 Seen Since The last seen time in the traffic generated by the
devices is displayed.
8 Breakdown Shows graphs of incoming and outgoing packets from
devices.
9 Throughput The bandwidth usage of the devices is displayed.
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10 Total Bytes The total byte size of the devices is displayed.

-The detail button is pressed to examine the device’s traffic in detail. On the screen
after the detail button is pressed, traffic, packet, DSCP, port, mapped IP addresses,
ICMP requests, application, DNS, TLS, HTTP and flow details are displayed according
to the selected device.

Host:[192.168.11.20] 2, @& | Trafiic P DSCP Pors Peers ICMP sions DNS TLS HTTP Flows |fA ks
Active Flows [ Host 192.168.11.20 ]
10 - Hosis~ Staws=  Severity= Direction=  Applications =  Calegories = [P Version=  Pratocel =
Application Protocol  Client Server Duration Breakdown Actual Thptv Total Bytes Info
© Facebook @ UDP  102.168.1120 251956 157.240.0.52:443 0041  EEEETEEES 5.60 Mbiu's 9.95 MB
DNS.DoH_DaT @ UDP  192.168.1120 255614 88.8.853 <lsec Sever ] 0bps 216 Bytes  dns google
n MDNS vl UDP  192.168.11.20 5353 _comg Jink 00:12 0bps 1.09KB _companion-ink._tcp.loc...
n ? uoP 1 11.20 35,5068 1 06.1 00:01 E= 0bps 9KB
[ | & uop <1sec [ Server ] 0bps 241 Bytes mask.apple-dns.net
@ | °® uoP 00:40 = 0bps 6009 KB
a uop 1sec T 0 bps 284 Bytes  mask.apple-dns.net
O Facebook @ TcP 00:01 = 0bps 298 KB
OF ® uoP <1s = 0bps 1087 KB
n OF [-] upp 1 1120 & 1 185.€ 8.52:44 00:40 Ee 0bps 556 KB

17.5.2 Mac Address
It is the section where the traffic flow is analyzed according to MAC addresses.

Sl ——r17.20M

Mac List

Mac Address Manu

00:90:0B:50:FE:74 Lanne

Interface  NEtworks
Host Pools

Operating Systems

erver HTTP

Top Hosts

Host Explorer
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Mac List

MacAddresso Manufacturer 0 Device Type o Name o Hnsg ARPo Seen:née .;Bv:akdzg .‘Th'rgh;;ul ‘aTv‘a;fu-c

00:90:08 Rou!enSwuchﬂf’ 857 230,830 21:42:40 GEE 35.24 Mbit's 92.88 GB

c;n\p.;;e!l;) 3 205;23 2141;/ | Rovd ] 21.41 kbitls 80029;\:18
Printer & 2 604 21:42:34 0bit's 7.12MB
D Computer 1 2 6,618 04:47:58 | __Rovd | 824.25 kbit's 795.8 MB
Printer B 2 39 21:42:34 0 bits 6.97 MB
Unknown 2 683 04:45:03 | Rovd ] 0 bit/ 3446 MB
Unknown 2 6,028 21:42:26 | ___Rod ] 2.38 Mbit/s 209.03 MB
Unknown 2 6,253 21:42:38 | Row ] 9.3 kbit's 179.72MB
Computer CJ | 3,050 04:03:13 | _Rod ] 1.84 kbitls 38248 MB

1 Mac Address The MAC address information is displayed.

2 Manufacturer The manufacturer's information is displayed.
(Detection is made by looking at the MAC address.)

3 Device Type By looking at the MAC address, the type of device is
displayed.

4 Name The name of the device is displayed.

5 Hosts The total number of devices is displayed.

6 ARP The total number of the device's ARP requests is
displayed.

7 Seen Since It is the section where the time elapsed since the first
packet sent/received by MAC addresses was
observed is displayed.

8 Breakdown Shows graphs of incoming and outgoing packets.
Shows graphs of incoming and outgoing packets.

9 Throughput The bandwidth usage of the devices is displayed.

10 Traffic The total byte size of the devices is displayed.
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17.5.3 Networks
It is the section where the analysis of traffic flow according to network addresses is

made.

Y
a
Dashboard N etWO I'kS
A’

Alerts

Network Name

Flows
fe80::290:bff:fe50:fe 74/64

L0 * Hosts
osts

Mac Addresses

L]
Interface

Host Pools

Operating Systems

Server HTTP

Top Hosts

Host Explorer

[ Rl OGRSt 4 1 LT Fiows 247 2] 625 2 143 Dovices | 1620 Fows a  sear
e\ ctyorks e
B .GOv
Network Name @ Chart @ Hosts. @ Breakdown @ Ihrngul Traffic
fe80::290:bif.fe50:fe74/64 Y 86 33.96 kbit/s 13247 MB
Y 131 46.04 Mbit's 107.65 GB

1 Network Name The part where the network name is displayed.

2 Chart This is the section where traffic related to network

addresses is displayed as a chart.

3 Hosts The number of devices for the network address is
displayed.
3 Breakdown Shows graphs of incoming and outgoing packets

associated with the network address.

4 Throughput The bandwidth for the network address is displayed.
5 Traffic The packet size of traffic for network addresses is
displayed.
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-The details of the traffic related to the network address are displayed in 5 minutes, 30
minutes, 1 hour, 1 day, 1 week, 1 month, and 1 year of data.

Network] 192.168.10.0/23 [laa. £}

Chart
W bytes_inner Timeseries ~ Timeframe [Vl 30m 1h 1d 1w 1M 1Y Time Value
B bytes_egress
®bytes_ingress Min 07/05/24 13:11:00  20.16 Mbit/s
Max 07/05/24 13:09:00 41.82 Mbit/s
Last 07/05/24 13:11:00  20.16 Mbit/s
Average 32.75 Mhit/s

95th Percentile  40.16 Mbit/s
Total Traffic 1.14 GB
Time

Minute
Interface
Top Talkers

17.5.4 Host Pools
Shows a list of device pools that have been defined and are active.

Host Pool List

Pool Name

Default

Hosts

Mac Addres
Networks
Host Pools

Operating Systems

Server HTTP

Top Hosts

Host Explorer
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=8 |05t Pool List

Pool Name @ Hosts @ Seen Since a Breakdown @ Throughput g.;

1 Pool Name This is the section where the name of the device pool
is displayed.

2 Hosts This is the section where the number of devices
included in the pool is displayed.

3 Seen Since It is the section where the time elapsed since the first
packet sent/received by hosts was observed is
displayed.

3 Breakdown Shows graphs of the inbound and outbound packets

associated with the device pool.

4 Throughput

The bandwidth for the device pools is displayed.

5 Traffic

The packet size of the traffic belonging to the device
pools is displayed.
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17.5.5 Operating System

This is the section where the operating systems detected by the Labris UTM device
are displayed in the traffic flow.

e |0sts by Operatil

A 3

Alerts

Name

=& Windows
L1 * Hosts

Mac Addresses
Metworks

Interface

Host Pools
Server HTTP

Top Hosts

Host Explorer

Hosts by Operating System o

Name & Hosts 6 Alerts @ Seen Since @' Breakdown e Throughput gm

‘,"‘\‘ “.\V:H 12 O::S‘D? 38.9/3 kh:h‘: 569 GB

o Android 9 08:16:57 69.79 kbit/s 5.05GB

Wios 1 07:14:23 T 0 bit's 632.56 MB

1 Name It is the section where the operating system detected
by the Labris UTM device is displayed.

2 Hosts The number of devices using the operating system is
displayed.

3 Alerts The number of alerts for devices in the operating
system is displayed.

4 Seen Since This is the section where the time elapsed since the
first packet sent/received by the operating system was
observed is displayed.
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5 Breakdown Shows graphs of incoming and outgoing packets
associated with the operating system.

6 Throughput It shows the total bandwidth used by devices with the
operating system detected by the Labris UTM device.

7 Traffic It shows the total traffic generated by the devices with
the operating system detected by the Labris UTM
device.

17.5.6 HTTP Server
A list of HTTP servers located on the local network is displayed. If there is no http

server in the interface where Traffic Analysis is opened, the page gives an error as 'no
results found'.

Dashboard LOC&' HTTP SerV(
A

Alerts

No results found

' Hosts

Mac Addresses
]

Interface Networks

Host Pools

Operating Systems

Top Hosts

Host Explorer

¥ | ocal HTTP Servers )

No results found

291 Labris Networks



Administration Guide For Labris UTM
17.5.7 Top Hosts
In this module, a list of devices on the local network that generate the most traffic is

displayed.

st Top Hosts (Local]

10:10 10:15

1" Hosts
Hosts
Mac Addresses

Interface  NEtworks

Host Pools

Operating Systems

Server HTTP

Host Explorer

s Top Hosts (Local) )
10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45

[N 192.168.10.25

10l 102.168.11.21

[___BUEEI 152

MM 1021

LI 192.1¢ 123

I 192.168.10.3

Il11 192.168.10.138
|1 192.16

Iilh« 192.168.10.1
1.11192.168.10.144

11l 81192 1681085
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17.6 Interface
It is the section where the details of the information of the interface where traffic
analysis is opened are displayed.

menz - |3 eyl 1 LU ] 69 2 [ 1662 61 Devices | 536 Fiows Q  searct

0 o O
\nleg eh2 A e e o A e CMP @ 9

Id 3

fl  nName eth2

wTU 1518 Bytes
A\ Engaged Alerts . 1=

Traffic Breakdown .

>

Total Traffic i 161.2 GB [197,187,188 Pkis]

Traffic Statistics

Traffic Sent = 115.2 GB [123,765,802 Pkis]

Family peap with RX/TX Directions

Speed 1Ghitls

Dropped Alerts @ . 0=

71.4%

& Dropped Packets = -

Traffic Received i 46 GB [73,421,386 Pkis]

1 Interface This is the section where the examined interface is
displayed.

2 Network The network addresses for the selected interface are
displayed.

3 Packets Shows a pie chart of the packet size distribution for the
selected interface.

4 DSCP The DSCP packet information for the interface is
displayed.

5 Application The information that passes through the interface is
displayed to the application.

6 ICMP The ICMP traffic for the interface is displayed.

7 Arp The ARP traffic for the interface is displayed.

8 Graphic The traffic for the interface is displayed graphically.

293 Labris Networks




Administration Guide For Labris UTM
17.6.1 Networks
Details of the network traffic on the interface are displayed.

Interface: eth2 44| Networks | Packets DSCP Applications ICMP ARP |aa

IP Address @
Broadcast Domain @

192.168.10.1/32
fe80::290:bff:feb0:fe74/128

192.168.1.0124 @
192.168.10.0/23
95.3.35.160/28 @

L]

L]

L]

1 IP Address The IP address information of the interface under
investigation is included.

2 Broadcast ARP traffic is examined and broadcast domains of the
Domain interface are detected.

17.6.2 Packets
The distribution of packet size in traffic is displayed in the form of a pie chart.

Interface: eth? 44 Network A n: MP ARP |a

TCP Packets Analysis Retransmissions 121,558 Pkis —

Out of Order 666,746 Pkis —
Lost 449 855 Pkis =

Size Distribution

IP version vs TCP Flags Distribution

8.7%
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17.6.3 DSCP
DSCP is a quality service mechanism used in data transmission over the internet. In

this section, you can see the DSCP distribution in the form of a pie chart.

Interface: echﬁL Networks Packets | DSCP | Applications ICMP ARP léa

Precedence Classes

plt > )
InternEairaEEES)

17.6.4 Applications
It is the section where we can see the application usage details in the network traffic

of the interface in the form of a pie chart.

Interface: eth2 @ Networks Packet P | Applications| ICMP ARP |4a

Applications  Categories

Applications Overview

5.9% 0.7%
19.7%
15.3% 27.3%
| 30.4%
15.6%
21.1%
18.2%
17.7% %

Live Flows Count

;.gi?"e

26.4%

93.6%
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17.6.5 ICMP
This is the section where the ICMP statistics of the interface are displayed.

Interface: eth2 44 Net Packets DSCP Application: \RP s
ICMP Message Type Code Packets
3 1 2,584 Pkts
17.6.6 ARP
This is the section where the ARP statistics of the interface are displayed.
Interface: eth? 4 twor >, SCP Ay ns ICN ‘ laa
ARP Type Packets

ARP Requests

ARP Replies 218251

17.6.7 Graphic
This is the section where the details of the selected interface are displayed. Traffic

reports for 1 minute, 5 minutes, 30 minutes, 1 hour, 1 day, 1 week, 1 month and 1 year
are displayed.

Interface: eth? 4 Networks Packets DSCP Applications ICMP »l:!3

Chart
Wbytes Timeseries ~ Timeframe: 5Sm 30m 1h 1d 1w 1M 1Y Time Value
Min 07/06/24 08:43:45 72.06 kbit/s
Max 07/06/24 08:43:33  4.43 Mbit/s
Last 07/06/24 08:44:02  365.26 kbit/s
Average 488.33 kbit/s

95th Percentile 1.18 Mbit/s

Total Traffic 3.49 MB

Time

Minute
Interface
Top Talkers
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18. Monitor
It is the module where the activities on the Labris UTM device are displayed. This
module displays firewall statistics, attacks, interface statistics, connection/destination
statistics, active users, quota usage, IPSec connection status, users connected to

SSLVPN, L2TP users, PPTP users, routing table, ARP table, and services running on
the device.

18.1 Firewall Statistics
Statistics on the use of rules written in the firewall in the Policies module are displayed.

The rule number, the rule ID, the match time of the rule, and the times when the rule
was added and modified are displayed.

1 Rule Number This is the section where the rule number is displayed.
2 Rule ID This is the section where the rule ID is displayed.

3 Total Hit The total mapping time in the firewall rule is displayed.
4 Current Session | The number of active sessions for the rule is displayed.
5 Total Bytes The total byte size of the traffic that passes through the

rule is displayed.

6 Total Packets The total packet size of the traffic that passes through
the rule is displayed.

7 First Hit The time information for the first traffic that passes
through the rule is displayed.

8 Last Hit The time information for the last traffic that passed
through the rule is displayed.
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9 Rule Created The time when the rule was added is displayed.

10 Rule Updated The time of changes made to the rule after the time it was
added is displayed.

18.2 Attacks
The details of the attacks coming to the Labris UTM device are displayed. IDS&IPS

must be turned on to view the attack details.

i, Labris

ystem A Network  * VPN A Policies (3 E-mail Security  0IDS &IPS Objects & identity

0 F
o
o
L
=
]
8 Q
e ®
-

Alert Group Maintenance | Cache & Status |

18.3 Interfaces
The incoming and outgoing packets of the interfaces on the Labris UTM device are

displayed graphically.

#@Osshbowd  System A Netwsek VPN A Polcies U1 Emad Securty  UI0S&PS i Objects & ideneiry [ESITNN © visbiey

"weoagReBecsc

w2 5
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-In order to look at the details of the traffic coming and going to the interfaces, click on
the interface to be displayed as a detail. The data for the selected interface is 5 min,
30 min, 2 hours and 1 day.

8 Dashbowd  ISystem  duNetwork T VPN A Policies £ E-ooail Security  UI0S & 1PS i Objects & identity IR

Bllcthl Traffic |
re Lot updated Thursday, 13 June 2024 at 13:18

sraph (5 Minute Average)

Weekly' Graph (30 Minute Average)

18.4 Link/Target

This is the section where the network access of the Labris UTM device and the access

to the default gateway are displayed graphically.

1 UTM Networking | The network availability of the Labris UTM device is
Availability displayed.

2 Gateway The availability of the Labris UTM device to the gateway
Availability is displayed.
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-In order to view the network or gateway availability in detail, click on the UTM network

availability or gateway availability to be displayed. It is displayed graphically for 3
hours, 30 hours, and 10 days.

&, Labris

@ Dashbowrd  TISystem i Network W VPN A Policies  ©4 E-mall Security  UI0S&PS i Objects & identity [ESIERRE

18.5 E-Mail Security

Records of e-mail security on the Labris UTM device are displayed. Email security
must be turned on.

18.6 Online Users

This is the section where users who are connected to wauth are displayed.

1 Disconnect It is the button where users who are connected to
wauth are disconnected.

2 Flush All Users It is the button where all users connected to wauth are
cleared.
3 Username This is the section where the usernames of the users

who are connected to wauth are displayed.
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4 Real Name This is the section where the real names of the users
connected to wauth are displayed.

5 IP This is the section where the IP addresses of users
connected to Wauth are displayed.

6 MAC This is the section where the MAC addresses of users
connected to Wauth are displayed.

7 Time Quota | The time quota of wauth users is displayed.
(Used/Total)

8 Downloads(Used/T | The download quota of wauth users is displayed.
otal)

9 Upload The upload quota of wauth users is displayed.
(Used/Total)

10 Login Time The login time of the wauth user is displayed.

11 Login Rule The wauth rule of the user who is connected to wauth

is displayed.

18.7 Quota Usage

The quota usage of users who are connected to Wauth is displayed.

: o

: Quesa Usage [

1 Username The user name of the user to whom the quota policy is
applied is displayed.

2 Policy Name This is the section where the name of the quota policy
is displayed.
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3 Period This is the section where the quota duration is
displayed.
4 Time Quota | The time quota of the user to whom the quota policy is
(Used/Total) applied is displayed.
5 Downloads(Used/T | The time quota of the user to whom the quota policy is
otal) applied is displayed.
6 Upload The upload quota of the user to whom the quota policy
(Used/Total) is applied is displayed.
7 Manage This is the section where the quota policy of the users
is managed. The quota policy is reset in the manage
section.

-The edit button is pressed to reset the quotas of the user to whom the quota policy is
applied. After pressing the edit button, the user's quotas are reset.

Reset Quota

@ Time
@ Download

Manage @ Upload

Manage Quota

22 @m

1 Time The time quota of the user to whom the quota policy is
applied is reset.

2 Download The download quota of the user to whom the quota policy
is applied is reset.

3 Upload The upload quota of the user to whom the quota policy is
applied is reset.

4 Reset It is the button where the quotas are reset.
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5 Close It is the button where the window opened by clicking the
Manage button is closed.

18.8 IPSec
This is the section where the information of the IPSec connections on the Labris UTM
device is displayed.

o, @ Dashbowrd Tl 2 Jem  ANetwork T VPN A Policies (2 E-mall Security  UIDS &S i Objects & identity IS
M Disconnect < Reconme

W
©
°
e
2
o
L 4
]
Es

1 Disconnect This is the button where the IPSec connection is
disconnected.

2 Reconnect This is the button where the IPSec connection is
reconnected.
3 Connection This is the section where the name of the IPSec

connection is displayed.

4 Phase 1 It is the section where the Stage-1 connection is
displayed. If a step-1 connection is provided, it is
displayed as 'connected'.

5 Local IP This is the section where the public IP address of the
Labris UTM device with IPSec is displayed.

6 Remote IP This is the section where the public IP address of the
other IPSec device is displayed.

7 Phase 2 It is the section where the Stage-2 connection is
displayed. If a Stage-2 connection is provided, it is
displayed as ‘connected'.

8 Local Network This is the section where the local network address of the
Labris UTM device with IPSec is displayed.
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9

Remote Network

It is the section where the local network address of the
other IPsec device is displayed.

10

Byte
Received/Sent

The amount of data received and sent on the IPSec
connection is displayed.

11

Packet
Received/Sent

The amount of packets received and sent on the IPSec
connection is displayed.

18.9 SSL VPN Client

It is the module where users who are connected to SSLVPN are displayed.

e®rw s RBD00c
iy

Tsystem A Network  WVPN A Policies 5 E-oall Security DS &IPS @ Objects & ientity [IES)

S J SenuRecenved

1 Disconnect This is the button that disconnects the user who is

connected to the SSL VPN.

2 Username This is the section where the usernames of the users

connected to the SSL VPN are displayed.

3 Client IP Private IP addresses of users connecting to SSL VPN

are displayed.

4 Remote WAN IP [ This is the section where the public IP addresses of users

connected to the SSL VPN are displayed.

5 Connected Since | This is the section where the time when users connected

to SSL VPN is displayed.

6 Duration(day- The amount of time connected to the SSL VPN is
hour-minute- displayed in days, hours, minutes, and seconds.
second)
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7 Sent / Received Display the amount of data sent and received after users
connect to SSL VPN.

18.10 L2TP

This is the module where users connected to the L2TP VPN are displayed.

1 Username This is the section where the usernames of users who
are connected to the L2TP VPN are displayed.

2 Client IP Private IP addresses of users connecting to L2TP VPN
are displayed.

3 Remote WAN IP | The public IP addresses of users who connect to the
L2TP VPN are displayed.

4 Sent and | This is the section where the amount of data sent and
Received Bytes received after users connect to the L2TP VPN is
displayed.
5 Sent and | This is the section where the amount of packets sent and
Received Packet [received after users connect to the L2TP VPN is
displayed.
18.11 PPTP

This is the module where users connected to the PPTP VPN are displayed.

o
2
a
=
w

305 Labris Networks



Administration Guide For Labris UTM
1 Username This is the section where the usernames of users who
are connected to the PPTP VPN are displayed.

2 Client IP After connecting to the PPTP VPN, the IP addresses they
receive are displayed.

3 Remote WAN IP | Private IP addresses of users connecting to PPTP VPN
are displayed.

4 Sent and This is the section where the amount of data sent and

Received Bytes |received after users connect to the PPTP VPN s
displayed.

5 Sent and This is the section where the amount of packets sent and

Received Packet | received after users connect to the PPTP VPN is
displayed.

18.12 Route Table

This is the section where the routing table on the Labris UTM device is displayed.

Tatle 3,1} Tager 14 ) Gaseway

#Dashboard I System A Metwork  PYPN A Policies [ Email Securty  DIDS&PS g Obyects & identity _ = O Viskity i Logs & Reporss @
— ——— —— — g —— ——
Prow L5/ Dev y Source 40, Scope [

1 Table This is the section where the table name of the typed
route is displayed.

2 Proto This is the section where the proto information of the route
table is displayed.

3 Dev This is the section where the interface where the route is
written is displayed.

4 Target This is the section where the destination IP address
where the routing is written is displayed.
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5 Gateway This is the section where the gateway to which the routing
is written is displayed.

6 Source This is the section where the source IP address where the
routing is written is displayed.

7 Scope The scope information of the typed routing is displayed.

8 Metric The metric value of the typed routing is displayed.

18.13 Connections
The connection information on the Labris UTM device is displayed.

System  JNetwork W VPN A Polcies €2 E-mail Security  UIDS &IPS Objects & identity

o F
°
Qo
L
-
-
®
g w
e
p

1 Disconnect It is the button where the selected connection is
disconnected.

2 Protocol This is the section where the protocol information in the
connection is displayed.

3 State This is the section where the connection status is
displayed.
4 Source This is the section where the source IP address in the

connection is displayed.
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5 Destination This is the section where the destination IP address in the
connection is displayed.
6 Source Port This is the section where the source port in the
connection is displayed.
7 Destination Port | This is the section where the destination port in the
connection is displayed.
8 Transmitted This is the section where the amount of packets sent on
Packets the link is displayed.
9 Received This is the section where the amount of packets received
Packets on the connection is displayed.
10 Transmitted This is the section where the amount of data sent on the
Bytes connection is displayed.
11 Received Bytes | This is the section where the amount of data received on
the connection is displayed.
12 Lifetime (s) This is the section where the waiting time of the
connection is displayed.

18.14 Arp Cache

It is the section where the Arp table in the Labris UTM device is displayed.

E RSO

i Dashboard  TiSywtem b Network T VPN
| —————

A Policies £ E-mad Security  UIDS &IPS o Objects & »d--q____
T —
MAC |3 ) Retesence L4 a0 L5)

ev L1 e L2

Used

1 Dev This is the section where the interface from which the Arp
input is received is displayed.
2 IP This is the section in the Arp table where the IP address

is displayed.
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3 MAC This is the section in the Arp table where the MAC
address is displayed.

4 Reference It is the section where the reference value in the Arp table
is displayed.
5 Used This is the section where the number of times the Arp

input is used is displayed.

6 Probes Indicates the number of times an ARP query was sent for
the ARP entry.

7 State This is the section where the status information of the Arp
entry is displayed.

18.15 Services
It is the section where the status of the running services on the Labris UTM device is

displayed.

# Dashboard L System  Ju Network  w

1 Services It is the section where the names of the running services
in the Labris UTM device are displayed.

2 Description It is the section where the explanations about the running
services in the Labris UTM device are displayed.

3 State It is the section where the operating status of the running
services in the Labris UTM device is displayed.
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4 Message This is the section where the names of the running
services in the Labris UTM device are displayed.
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19. Logs&Reports

This is the module where the records kept on the Labris UTM device are displayed,
and the records kept are reported. The Records and Reports module contains records,
reports, and timestamp logs. The logs kept can be monitored instantly, or the logs kept
in the archive are displayed. Click on Records and Reports to open the Records and
Reports page.

© Visibility Logs & Reports @ Help ~

JSystem  diNetwork ®VPN A Policies [ E-mail Security WIDS&IPS () Objects & Identity  © Monitor

£ Settings -
o v T o]
@ A FREWALLLOGS  Creste Tina: 2020.05.03 085401 Bagin: 2024.06.03 000000 e
@ Time Stamp Log: Oato | Tme sourae Sourcoport  Destinaton Oestmation user Destato ™ Acton protocal Aapication Category
MBI LRI s muslm INVALID PACKET oroP e xa0oanon
w601 . o I . as AccesT T ssi.sst
ss30s 216101 s a1 Loo o oS, Dis
12161068 S5 17216301 s as Accest uor ows. i
12 o120 128101 s @ 106 uor s o
E 1207 17216101 - s RS accept uop DHS. DI
172181118 sao0 17216101 s a1 Loc o
I2is1L1 oo 17216301 s s Accest wor
40603002060 | 1721611148 n 5101 3 S 106 vor
MWe0603092359  AT2A611148 = 2909 17216101 = s RS accept uop
1238111 o 17216101 s a1 Lo6 o
20240603 09225 72161118 485 17216301 s as Accest w0 Netuarang
2024.06.03 0 172161116 0056 6101 3 3 106 uor Networking
20040603 09235 12161118 - 055 17216101 - 5 RS AccepT vop Herwrina
20240603 032250 0000 E o 255.258.298.255 E o e E vo [ra—
20240503 092330 w2101 irzis1010 ' e Network Montorng
20240603 092856 216101 5 172161017 0P wor -
20240603 092358 17216101 - 5 172161007 - APP - UDP Hewaring
2040503082355 7216101 . 5 2161017 . w2 E oF [v——
2040603082355 7216101 g s 1m2e7r are uor
20240603 092850 16101 5 Li2161114 ra uop
2024-06-03 092359 17216101 - 53 1721611148 - APP - uop
0940803092359 236101 . 53 172161112 . e . vo
20240603 092358 7216101 g s \mis111e g aww w0
20200603092 12111 17216101 B a1 106 vos
0603092358 AT216111 = s 17216101 = s RS accest uoe Hetwering
2024060309205 1721810157 . o maminzen . a INVALID_PACKET oRoP e
an240603 09285 7216101 2 s 121511188 5 370 arp E voe Hetusing
MND6TINESY 11246260 I 12161017 w468 e o it Transter
2024.06.03 092850 W el v a1 106 =
0240603092259 - s sz - P as accesT Tce
2024.06.03 092358 2 iz sasaszise 5 w INVALD PACKET oRoP e
40803 sriss 17210201 s a1 Loc vor o
20240603 092356 172.16.10187 - 57166 17216101 - RS ACCEPT uop Nemwarang
MA060I042358 AT24823% - 41 12161017 - s E e it Transier
- - o o
0 [3] M4 Pwe 1 o b B D AR GEIN 5 el T

19.1Logs

It is the module where the records kept on the Labris UTM device are displayed. In
this module, the records are kept instantly, and the logs in the archive are displayed.
Records kept; Firewall, Web Filter, Service, Administrative, WAUTH, Mail, IPMAC,
DHCP, SSLVPN, Attacks, IPSec, and Connection logs are displayed.

[ e ]

FIREWALLLOGS  Create Time: 2024-06-03050708 Begin: 2024-06-0300:00.00

Date | Tiene
040517 090152

20240517 000118
249517 099118
2024051700148

20240517 090010
2040517090008
202495 17 0000

2040517090004
20260517 020004
20240517 090004
2e0517 090004
20249517 099003
40517 090002

740517 R

W4

311

180254110

Auto Retesh: QI

Source Po

Destinaiian User

Aoplcation
020000000
20000000

o0

ax10000000.
20000000
ax2000000

ax20000000

630000000

ar10000000

Disphaying 11 50 of 348 Hems (Estimsiec)
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19.1.1Live Monitoring
It is the module where the logs kept on the Labris UTM device are displayed instantly.
Firewall, Web Filter, Service, Administrative, WAUTH, Mail, IPMAC, DHCP, SSLVPN,
Attacks, IPSec and Connection logs are displayed instantly.

Somes
1216821

15210021

sazssL10

Stamp Logs e
1216802

WsTWER 19216125
w1821

mussgmen ez
1001

1014152

1216821

192160 1254

maussumees | is21mm12st
mussummsz  wezsaiz
wussumsn ez

wussmR 12125
w821

mussumsn ez
1001

1014152

simsz i1
10 25412
maassusl 1526002

mussummsis et 1zst
wussumos1s  wmean

0240517 09:06:18
20040517 09:06:18
WR40517 190518

20240517 10510 w1521
20240517 030500 1521681354
20240517 090506 1921681254
provee 1921681254
20 1921601254
0240517 020318 16025012
20240517 030318 19216802
20240511 090318 1921681254
40517 1A 1921882 1

w0 vl 44 Pwe 1 lom b B

19.1.1.1 Firewall

FREWALLLOGS  Greate Time: 2024.06.08 042610 Begin: 204-06.03 000000 am x
Source SowcePort  Destination Desi Rule Acton Protocol Application c
. =m0 19216826 5 R0 AccerT uop E .
. 7655 5 a0 AcCEPT vop . .
5 s a N_CONSOLE AccePT e Dau000m0
138 18 a0 accert uop
18 1921680255 18 a0 AccePt e 00000000
. 138 1921681255 . 18 a0 AccePT vop
. 1 1921602255 o 18 A0 AccePT uop E .
. 13 19216823255 . 138 a0 accerT wop . -
5 18 1wo0zss o 18 A0 Accert uop
138 01415255 18 a0 AccePT uop D000
. 402 19226826 o 5 R0 Accept uop e .
. 0170 1821681100 . s a0 ACCEPT TP E .
5 me 192168100 5 s Ao AccePT e e 5
. 18 169 254 255.255 . 138 a0 accert uop
1 1921680255 138 a0 accert uop 000000
. 138 1921681255 . 118 a0 accept vor
. 1 1921602255 o 138 Ao AccEPT uop E .
. 18 19216823255 . 138 a0 accerT wop . -
5 18 100255 o 18 Ao accert uop c 5
18 01415355 138 a0 Accer wop Dasooomo
. 30471 19216826 o = a0 accept uoe e .
- 15 189 254 265,255 . 157 Ao ACCEPT wop . .
5 t 1921600255 Ao AccEPT or 030000000
. 13 1921681255 a0 accert uop
1 192168255 a0 accert uoe
. 13 19216879256 . 13 a0 accept vor
. 15 1000255 o 15 R0 ACCEPT uop g .
. 1 1415255 . 157 a0 AccEPT wop 012000000
5 £ 236625 = a0 accerr e 5
39675 1921681100 ) a0 accert Tcp
. 9676 1921681100 o 0 a0 accept Tep
. 29047 192160.1.100 . ) a0 ACCEPT TP . .
5 9047 192160.4.100 5 Y ) AccEPT Top e 5
. 1 138 a0 accert wop
1. 1921680255 18 a0 accer e 30000000
138 1921681255 . 138 a0 accept vor
o " 192 1602955 2 " an acerer e = o
auta Revesn (TN | sens Dispheying 210501 396 Res (Exbinctec)

This is the section where the firewall logs kept on the Labris UTM device are displayed.
Records of rules written in the Firewall module are displayed.

Date I Time Source Source User
2024057 0253 15210821 -
20240517 021528 15218821 -
20240517 091520 15218821 -
2024057 Osi518 192168.2.1 .
20240537 0sis11 1921681254 -
2024057 08510 152168.2.1 .
2024057 091508 1921681254 -
2024057 091508 152168.2.1 .
2024057 091504 16025412 -
2024057 091504 19216002 .
2024057 091504 1921681254 -
2024057 091504 152168.2.1 .
2024057 091504 192108231 -
2024057 091504 10001 .
2024057 091504 1014152 -
2024057 091503 192168.2.1 .
2024057 09502 16025412 -
2024057 09502 19216002 .
2024057 09502 1921681254 -
2024057 09502 152168.2.1 .
2024057 09502 192108231 -
2024057 09502 10001 .
2024057 09502 1014152 -
2024057 09458 192168.2.1 .
2024057 09443 19216821 -
2024057 09438 192168.2. .
2024057 09430 169254210 -
2024057 08:14:30 169254110 .
2024057 08:14:30 169254110 -
2024057 08:14:30 169254110 .
2024057 08:14:30 169254110 -
2024057 08428 1921682 .
2024057 09418 19218821 -
20240517 08:1408 1921661254 .
2024057 08:1408 19216821 -
20240517 08:1405 1921661254 .
Er e P 191801

50 o] 4 4 Pagel 1 ottt b B QU AvoRefesh (EIN

FREWALLLOGS @rﬂﬂk Time: zma@ue 2810 Begin: 2024-06-03 @n @
Source Port

41807
7602
40515
39643

36853

5 WAUTH [ = Mail ] 1 1PAC [REBHGRY 6 SSLVPN acks
) 0. 9 o © 2%

19216826 - 53 RO ACCEPT P -
19216826 - 53 RO ACCEPT P -
19216826 - 53 RO ACCEPT P -
19216826 - 53 RO accepT P R

192168.1.100 > 389 RO accepT Tep. B
19216826 - 53 RO accepT P R
192168.1.100 > 389 RO accepT Tep. B
19216826 - 53 RO accepT P R
169.254.255.255 > 137 RO accepT uop B
192.168.0.255 - 137 RO ACCEPT P 0x30000000
192.168.1.255 > 137 RO accepT uop B
192168.2.255 - 137 RO accepT P R
10216823255 > 137 RO accepT uop B
10.0.0255 - 137 RO accepT P R
10.14.15.255 > 137 RO AccEPT uop 0x10000000
19216826 - 389 RO accepT P R
169.254.255.255 > 138 RO accepT uop B
192.168.0.255 - 138 RO ACCEPT P 0x30000000
192.168.1.255 > 138 RO accepT uop B
192168.2.255 - 138 RO accepT P R
10216823255 > 138 RO accepT uop B
10.0.0255 - 138 RO accepT P R
10.14.15.255 > 138 RO AccEPT uop 0x10000000
19216826 - 53 RO accepT P R
19216826 > 53 RO accepT uop B
19216826 - 53 RO accepT P R
16925412 > a1 IN_CONSOLE AccEPT Tep. 0x20000000
16925412 - e IN_CONSOLE ACCEPT TP 0x20000000
16925412 > £ IN_CONSOLE ACCEPT TP 0x20000000
16925412 - e IN_CONSOLE ACCEPT TP 0x20000000
16925412 > £ IN_CONSOLE ACCEPT TP 0x20000000
10216826 - S RO AccEPT P R
10216826 > 55 RO AccepT e B
192.168.1.100 - 389 RO AccEPT TP R
10216826 > 55 RO AccepT e B
192.168.1.100 - 389 RO AccEPT TP R
10216828 - = RO aceFpT e -
secs Pracessing, please wait

1 Date / Time

The date and time the record was kept are displayed.

2 Source

The source IP address information in the record is
displayed.
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3 Source User The source user information in the record is displayed.
If there is no source user, it is indicated by a '-' sign.

4 Source Port The source port information in the record is displayed.

5 Destination The destination IP address information in the record is
displayed.

6 Destination User | The destination user information in the record is

displayed. If there is no user information in the target,
it is indicated by a '-' sign.

7 Destination The destination port information in the record is
Port displayed.
8 Rule Indicates the firewall rule through which the traffic

passes. If it reads R3, it indicates that the traffic is
passing through Firewall rule 3.

9 Action The transaction information of the traffic is displayed.
Usually, 'ACCEPT, DROP, and APP LOG' are
displayed in this section.

10 Protocol The protocol information in the recording is displayed.
The protocols are TCP, UDP, and ICMP.

11 Application The registered application information is displayed.
Applications are those that are kept on the Labris UTM
device.

12 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

13 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS formats.

14 Delete It is the section where the logs are deleted.
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-Click the filtering button to filter the firewall records. Filtering is done by typing the
information, such as the IP address, user, port, etc., to be filtered.

EIREWALLLOGS Create Time: 2024.06.03 10:14:11 Begin: 2024-05.03 00:00:00 am x

Date I Time Source Source User SourcePort  Destination Destination User Destinatio. Rule Action Protocol Application Category

172161012

20240603 1012:35 172161012 - 45042 195175.98.63 - a3 RS AGCEPT TP 0x30000000
2024.06031012:35 172161012 - 35436 157.240.238.175 - 5222 ApP TCP TCP_TCP Networking
2024.06.03 10:12:35 172161012 o 45040 195.175.98.63 o a3 R1 Los TP 0x30000000

2024.060310:12:35 172161012 - 45040 105.175.98.83 - 443 RS ACCEPT TCP 0x30000000

2024.06.03 10:12:35 172161012 B 45042 195.175.98.63 : a3 R1 LoG Tcp 0x30000000

2024.060310:12:34 172161012 - 43974 195.175.196.18 - 443 APP TCP FBCDN_fbedn Streaming Media
2024.06.03 10:12:34 172161012 B 40524 157.240.238.14 : a3 R1 LoG Tcp ssL ssL Web Services
20240603 10:12:34 172161042 - 40524 157.240.238.14 - 3 RS ACCEPT TP ssL_ssL Web Services
2024.06-0310:12:34 172161012 = 45042 105.175.98.83 > a3 RS ACCEPT TCP ssi_ssi Web Services
2024.06-03 10:12:34 172161012 . 34208 157.240.238.35 . 43 R1 LoG TP ssL_ssL Web Services
2024.06.03 10:12:34 172161012 o 45040 105.175.98.83 o a3 R1 Loe Tcp ssL_ssL Web Services
2024.06-03 10:12:34 172161012 - 45040 195175.98.83 - a3 RS ACCEPT TCP ssL_ssi Web Services
2024.06.03 10:12:34 172161012 o 50277 105.175.98.83 o a3 R1 Loc upp UDP_UDP Networking
2024.06-0310:12:34 172161012 - 34208 157.240.238.35 - a3 RS ACCEPT TCP ssL_ssL Web Services
20240603 10:12:34 172161012 - 59277 1951759883 - w RS ACCEPT P UDP_UDP Networking
2024.06.03 10:12:34 172.161012 - 45042 105.175.98.83 - a3 R1 Loc Tcp ssL_ssL Web Services
2024.06-03 10:12:33 172161012 5 7415 17216101 5 53 R1 LoG uoP DNS_DNS Networking
2024.06031012:33 172161012 - 7415 17216101 - 53 RS ACCEPT P DNS_DNS Networking
20240603 1012:33 172161012 - 33240 195175.98.21 - a3 APP - TP TCP_TGP. Networking
2024.06.03 10:12:33 172161012 - 28272 17216101 - 53 R1 Loc upp DNS_DNS Networking
2024.06-03 10:12:33 172161012 - 28272 17216101 - 53 RS ACCEPT uDP DNS_DNS Networking
2024.06-0310:12:32 172161012 - 33240 105.175.98.21 - 443 RS ACCEPT TCP ssi_ssL Web Services
2024.06.03 10:12:32 172161012 B 43354 195.175.98.21 : a3 R1 LoG [ UDP_UDP Networking
20240603 10:12:32 172161042 - 38008 195.175.99.85 - 3 APP TP TCP_TCP Networking
2024.06.03 10:12:32 172161012 o 10850 17216101 a 53 R1 Loc upp DNS_DNS Networking
20240603 1012:32 172161012 - 19850 17216101 - 53 RS AGCEPT P DNS_DNS Networking
2024.06.03 10:12:32 172161012 o 13015 8888 o 53 R1 Loe upp DNS_DNS Networking
2024.06-03 10:12:32 172161012 - 13915 88588 - 53 RS ACCEPT uDP DNS_DNS Networking
2024.06-0310:12:32 172161012 = 43354 105.175.98.21 > a3 RS ACCEPT upp UDP_UDP Networking
2024.06.03 10:12:32 172161012 - 33240 195.175.98.21 - a3 R1 LoG Tcp ssL_ssL Web Services
2024.06.03 10:12:32 172161012 o 4065 195.175.196.18 o s R1 Loc upp UDP_UDP Networking
202.06031012:32 172161012 - 60848 195175.99.21 - a3 RS ACCEPT TCP ssL_ssL Web Services
2024.06-03 10:12:32 172161012 5 56915 195.175.99.146 5 mw R1 LoG uoP UDP_UDP Networking
2024.06-0310:12:32 172161012 - 58018 195.175.99.146 - a3 RS ACCEPT P UDP_UDP Networking
2024.06-03 10:12:32 172161012 5 60850 195.175.99.21 B a3 R1 LoG TCP sSL ssL Web Services

0 [+ @ 4 Page 1 o6 b B D AuoRetresn EI ~ | sees Displaying 1 to 50 of 207 items (Estimated)

19.1.1.2 Web Filter

Web filter records kept in the Labris UTM device are displayed instantly. To view Web
Filter records, HTTP or HTTPS filtering rules must be written in the NAT module. In
the case of writing an HTTPS filtering rule, certificates must be installed on users'
network devices.

i, Labris

ACCESS LOGS. @nﬂnw.u/uﬁ( 506 Bm?l;aﬁmmm
U Scurce W Mac

249600102128 .
20240800 102138 -
20240800 102138 B

20240803 102134 e
240803 102133
20240508 102138
2024058 102133 - - salowedcensa eab e
- 1m2151153 - - -
> 1m2161041 B B > E -
. 1721610 - - - - -
- 172161086 - - - - -
- mi61087 - - - -
5 1721810182 > S > c
20240803 102128 21810102
202406.03 102125 m2ie018
240808 102124 121610192
20240508 102123 - 1721610243 - -
249608 102122 - 172151087 - - -
249603102121 - 1721610123 - - - - -
2240600102120 - 1721610152 - - - - -
20240600 102120 > 121611128 = = - - -
2024.06.00 102120 - 1721610123 - - - -
W3406.09 102119 - 1721610102 - - - -
20240808 102117 1721610123
20240805 102117 m2ie0im owED
121610123 ALLOWED
. 1m2161168 5 S mcatae com ALLOWED 5 S .
20249503 102115 - 1721611151 - - naEIRatn com ALOwED msakowodcorss cab -
0249603 102115 - 12161047 - - arelia134 ALLOWED > - -
00102114 - 1721611123 - - whalsepp nct ALLOWED - - -
2240600102112 > 1721611151 S > ndapnte com ALLOWED disalowedeers eab e c
240803 102112 - 1721611161 - - windazupate com ALLOED [Er—— et -
MDA 0117 . BTy - . eesm— BnowiEn - -
v # 4 Pwge | oEl b B T AuoRetesn E v e Dislaying L to 50 of 40863 items (Estimaled)

1 Date / Time The date and time the log was kept are displayed.

2 User The user information in the Web Filter records is
displayed.
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3 Source The source IP information in the Web Filter records is
displayed.
4 Mac Address The MAC address information is displayed. If there is

no Mac address information, the '-' sign is displayed.

5 Destination The destination IP information in the record is
displayed.

6 Domain The domain address in the record is displayed.

7 Decision The decision information in the record is displayed.

Decisions are 'ALLOWED and DENIED'.

8 File Name The file name in the Web Filter record is displayed. If
there is no file name in the record, it is shown as '-'.

9 File Type The file type in the Web Filter record is displayed. If
there is no file type in the record, it is displayed as '-'.

10 Category The category type in the Web Filter records is displayed.
If there is no category type in the record, it is displayed
as'-\.

11 Filter Group This is the section where the Filter group created in the

Web Filter module is displayed.

12 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

13 Export It is the section where the logs are exported. Logs are

exported in TXT and CVS formats.

14 Delete It is the section where the logs are deleted.
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-Click on the filtering button to filter the Web Filter records. Filtering is done by typing
the source IP address, user, domain, decision, etc. information to be filtered.

ACCESSLOGS  Greate Time: 2024-06-03 10:35:39 Begin: 2024-06-03 00-00:00 e
Date I Time User Source Mac Address Destination Domain Decision File Name File Type Categor
DENIED|

2020.06.03 10:22:41 5 172161155 aa.com “DENIED VasaKianmis Domain Ketegon Configkiteinfoxmi xml ads
2020.06.03 10:22:40 E 172161155 ag.com *DENIED*Yasaklanmis_Domain Kategor ConfigFileinfo.xmi xmi ads
2020.06.03 10:22:30 g 172161155 aa.com DENIED*Yasakianmis _Domain gamecont json son ads
2026.06.03 10:17:63 E 1721610162 aa.com *DENIED*Vassklanmis_Domain Kategori ads
2024.06.03 10:17:20 g 172161155 ag.com DENIED*Vasaklanmis Domain Kategori ads
2024.06.03 09:52:34 E 172161156 ag.com *DENIED*Vasaklanmis_Domain ConfigFilelnfo.xmi xanl ads
2024.06.03 00:52:30 g 1721611585 agcom DENIED*Yasaklanmis_Domain ConfigFilelnfo.xml xanl ads
2026.06.03 09:52:00 E 1721811062 Domain_Kategori aas
20200603 09:47:28 o 172161155 ag.com “DENIED* Yasakianmis Domain_ Kateg ads
2020.06.03 09:22:21 . 172161156 ag.com “DENIED*Yasaklanmis_Domain Kategori GonfigFileinfoami xmi ads
2026.06.03 09:22:26 o 172161156 ag.com “DENIED*Yasaklanmis Domain GonfigFileinfomi xmi ads
2026.06.03 09:22:25 . 172161156 aa.com “DENIED*Yasaklanmis_Domain ads
2020.06.03 09:16:05 " 1721610162 aa.com “DENIED* Yasaklanmis Domain ads
2020.06.03 09:15:35 E 1721610162 aa.com “DENIEDYasaklanmis_Domain ads
2020.06.03 09:09:18 g 1721610162 aa.com “DENIED*Yasaklanmis Domain ads
2026.06.03 09:08:48 E 1721610162 aa.com *DENIED*Vassklanmis_Domain Kategori ads

-Click the download button to download the web filter records. The download is done

by entering the file type and file name to be downloaded.

a[8] x

Export

Export Type:

File Name:

® TXT

CsvV

202405logs

19.1.1.3 Service
Service records are displayed instantly on the Labris UTM device.

316

0 [ e R s [ e o]
SERVICE LOGS cate Time: Ososwsns Begin: 2024.06-03 00:00:00 ‘Q ‘a !
2024.06.03 110203 focalhost  labris-servant status
2024-06-03 11:01:39 localhost 0
2024.06.03 11:00:21 ocalhost  Confguranon reioad reques recenved, reloadng configuration;
2024.06.0311:0017 ocalhost  network urveachable resoiving "bs-samsung svypeconnect com/ATN': 2600:1800-10: 1453
20240603 11:0017 localhost  network unveachable resoiving “bs. - 2600:1802:12:1,
20240603 11:0017 ocalhost  network urveachable resoiving "bs-samsung swypeconnect com/ATN': 2600:1801:11:1453
2024.06.03 110017 Tocahost  network E . 2600:1802:14:1453
20240603 11:0017 localhost  unexpected RCODE (REFUSED) resohing Wos-samsung.swypeconnect com/A/IN": 208.80.125 4#53
2024-06-03 11:0017 localhost  network urveachable resoiving “Bs-samsung swypeconnect conVAIN' 2600:1801:13:1453
2024.06.0311:00.17 localhost  network unveachable resoing "bs-samsung swypeconnect com/AIN': 2600:1800:15:1453
2024-06-03 11:00:16 localhost  unexpected RCODE ¢ 9 208.94 149 4#53
2024.06.03 110015 localhost  unexpected RCODE (REFUSED) fesoing "Ibs-samsung. swypeconnect com/AIN' 208.94 148 4¥53
2024-06-03 11:00:16 localhost  unexpected RCODE (f 9 208.80.126.4#53
20240603 110016 localhost  unexpecied RCODE (REFUSED) resoMing s-samsung. swypeconnect com/AINT 208,80 125.4453
2024.06.03 11:00:16 focalhost  Invaid url. No domain name can be exacted:
20240603 110016 localhost  unexpected RCODE (REFUSED) resohing s-sarmsung, swypeconnect com/AIN", 208,80 124 4553
2020603 11:00.16 focalhost  Error - whole message could not be recenved.
20240603 110016 Tocalhost  network urveachable resaiving "Bs-samsung swypeconnect com/A/IN': 2600:1802:12: 1453
2024.06.03 110016 localhost  network E - 2600:1800:10:1553
2024-06-03 11:00:16 localhost  network unreachable resolving “bs-samsung swypeconnect.com/AIN": 2600:1801:13:1453
20240603 110016 ocalhost  network unveachable resoving “Bs-SamsuNg SWypeconnect com/AIN': 2600:1800:15: 1953
20240603 11:00.16 focalhost  unexpected RCODE (REFUSED) resohing "Tos-samsung.swypeconnect com/AIN' 208.80.127.4#53
2024-06.03 110016 focalhost  network 0 "Bs-samsung " 2600:1802:14:1353
20240603 11:0016 localhost  network unreachable resoiving "bs-samsung swypeconnect com/A/IN': 2600:1801:11:1463
20240603 110016 localhost  unexpected RCODE csohing " 208801274453
2024.06.0311:0016 focalhost  unexpected RCODE (REFUSED) resoling "Ibs-samsung. swypeconnect com/AIN' 208.80.124.4¥53
2024-06-03 11:00:16 Jocalhost  unexpected RCODE (REFUSED) resolving "bs-samsung. swypeconnect com/A/IN™. 208,80 126 4#53
20240603 110016 aihost  unexpected RCODE (REFUSED) resohing Ios-samsiung. swypeconnect com/AIN": 208.94 148 4¥53
20240603 11:00.16 localhost  unexpected RCODE § 9" 208.94.149.4453
2024.06.03 11:0007 Tocalhost  labris-servant stass
2024-06-03 11:00:03 localhost  [1486028.416529) echo (6533): drop_caches: 3
2024.06.03 105952 Tcahost 0
2024.06.03 105802 locathost  labris servant stas
20240603 105653 ocathost
2024.06.03 1056:30 locahost 0
20240603 105603 ocakhost  labris-servant status
LR 158 5? pro—
SO w| # 4 Page 1 o34 b B 2 AvoReresn (EIN s + secs Displaying 1 10 50 of 1651 tems (Estimated)
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1 Date / Time The date and time the record was kept are displayed.

2 Host The name of the Labris UTM device is displayed.

3 Message The message of the service records is displayed.

4 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

5 Export It is the button where the kept logs are exported. Logs
are exported in TXT and CVS formats.

6 Delete It is the button where the kept logs are deleted.

-Click the filtering button to filter the service records. Filtering is done by typing the
date, hostname, and message information to be filtered.

lal @ x

—@

SERVICELOGS  Create Time: 2024-06-04 08:36:59  Begin: 2024-06-04 00:00:00

Date | Time

2024-06-04 08:58:02
2024-06-04 08:56:03
2024-06-04 08:54:03
2024-06-04 08:52:02
2024-06-04 08:50:03
2024-06-04 08:48:03
2024-06-04 08:46:02
2024-06-04 08:44:02
2024-06-04 08:42:03
2024-06-04 08:40:03
2024-06-04 08:38:02
2024-06-04 08:36:03
2024-06-04 08:34:02
2024-06-04 08:32:03
2024-06-04 08:30:06
2024-06-04 08:28:02
2024-06-04 08:26:02
2024-06-04 08:24:03
2024-06-04 08:22:03
2024-06-04 08:20:03
2024-06-04 08:18:02
2024-06-04 08:16:02
2024-06-04 08:14:02
2024-06-04 08:12:03
2024-06-04 08:10:03
2024-06-04 08:08:03
2024-06-04 08:06:03
2024-06-04 08:04:03
2024-06-04 08:02:02
2024-06-04 08:00:06
2024-06-04 07:58:02
2024-06-04 07:56:03
2024-06-04 07:54:03
2024-06-04 07:52:02
2024-06-04 07:50:03

v| M 4 Page 1 o6 F W 2 AuoRefresh: [EIN

-Click the download button to download the web filter records. The download is done
by entering the file type and file name to be downloaded.

a [a] =
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= Export

Export Type: . TXT csv

File Name: 202405logs

19.1.1.4 Administrative
Administrative records on the Labris UTM device are displayed. Records of the

changes made by the users connected to the web interface are kept.

[ =]
ADMINIS] oGS @:hmz:mﬂm&mlodam Begin: 2024-06-03 00:00:00 @

Date J Tims

O G

2024060311020 localhost
0240603110129 localhost
2024.06.03 11:0124
2024-05-03 11:01:24
2024-05-03 11:01:19
2024.06.03 11:01:19
2024-05-03 11:01:14
2024-06.08 11:01:14
2024-05.03 11:01:13
2024-05-03 11:01:13
2024.08.08 11:01:13
2024-05-03 11:0113
2024.05.03 11:01:13
2024.08.03 11:01:43
2024-05-03 11:01:13
2024.06.03 11:01:13
2024.-05.03 11:01:43
2024-05-08 11:01:13
2024-06.03 11:01:13
2024-05-03 11:01-13
2024-06-03 11:01:13
2024-06-03 11:01:13
2024-05-03 11:01:10

admin, ip: 178.261.45.176, user_id: 3242507576797267919, path: Nogs_reparts, method: POST, es...
i, i 178.251.45.176, user_d: 3242597576797267913, path Nogs_fepavts, memodt POST, es.
aamin, p: 178.251 45,176, user_|c: 3242597576787267919, pat: fogs,_reparts, metnod: POST, res
acimin, s 478.251.45.176, user_id: 3242597576797267919, patt fogs_reparts, method; POST, res...
asimin, ip: 178.251.45.176, user_|d: 32425575767S7267919, pati: Nogs_eparts, metnod: POST, es.
admin, p: 178.251 45,176, user_ic: 3242597576797267919, patr: logs_reparts, metnod: POST, res
achvin, s 178.251.45.176, user_d: 3242597576797267918, patt: fogs,_reports, method; POST., res..
amin, p: 178.251.45.176, user_|d: 3242597576797267919, pai: Nogs_reperts, metnod: POST, es.
admin, ip: 178.251 45,176, user_id: 3242597576797267919, patr: logs_reparts, method: POST, res
LWIC ACL - usemame: sdimin, ip: 178 25145176, user_id: 3242597576797267919, path: Nogs.reports, method; POST, res.
LWC ACL - usemame: admin, ip: 178 251 45,176, user_|: 3242507576767267919, path fogs,_reports, metnod: POST, res.
LMC ACL - usemame: adimin, p: 178 251 45,176, user_ic: 3242597576797267919, pat flogs,_reports, method: POST, res.
LWC ACL - usemame: sdimin, ip: 178 25145175, user_id: 3242597576757267919, path: Nlogs.reports, meihod: POST, res.
LWC ACL - usemame: admin, ip: 178 251 45,176, user_ic: 3242507576767267919. path ogs._reports, metnod: POST, res.
LMC ACL - usemame: adimin, ip: 178,251 45176, user_id: 3242597576797267919, path: Nlogs,_reports, method: POST, res.
LWC ACL - usemame: sdmin, ip: 178 251, 45,175, user_id: 3242507576797267919, paii flogs.reports, meinod: POST, res.
LWC ACL - usemame: admin. ip: 178 251 45,176, user_ic: 3242507576767257919. path: Nogs._reports, method: POST, res.
LWC ACL - usemame: s, ip: 178 25145176, user_id: 3242597576797267919, path: Nogs,_fepasts, method: POST, fes.
LMC ACL - usemame: admin, ip: 178 25145.176, user_Id: 3242507576797267919, path: logs. reparts, method; POST, res...
LMC ACL - usemame: admin. ip: 178 251.45.176, user,id: 3242507576797267919. path: Nlogs,_reports, method: POST, ros.
LWC ACL - Usemame: aain, ip: 178 25145176, user_id: 3242597576797267919, path Nogs_fepaits, metnod: POST, fes.
LMC ACL - usemame: admin, ip: 178.25145.176, user_id: 3242507576797267919, path: logs. reparts, method; POST, res..
LMC ACL - usemame: adimin, if: 178 25145176, user_id: 3242597576797267919. path: Nlogs._reports, method: POST, res.
2024.06.08 110110 LWC AGL - usemame: aamin, [ 178 251.45.176, user_|d: 3242507576797267919, path Nogs,_fepaits, metnod: POST, fes.
2024-06-03 110104 LWC ACL - usemame: admin, ip: 178.25145.176, user.id: 3242597576797267919, path: logs._ reparts, method; POST, res...
20240603 110104  localhost  LMC AGL - Usemame: admin, io; 178.251.45.176, user_jd: 3242597576797267919, pah: opS_SEpSHts, MEtNog: POST, es.
20240503 110058 locahost LM AGL - usemame: aamin, ip: 178.251 45 176, user_|d: 3242597576797 267919, path: logs_reparts, metnod: POST, res
20240608 110058 locahost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_jd: 3242597576787 267918, paih: Nlogs_reparts, method: POST. res...
20240603 110054 localost LM ACL - USemame: admin, ip; 176.251.45.176, user_|d: 3242597576787 267919, pall: logs_Ieparts, memo; POST. res...
20240603 110054 locahost  LMG AGL - usemame: aamin, ip: 178.251.45.175, user_id: 3242507576797 267919, path: fogs_repaets, metnod: POST, res
2024-06-03 110049 locahost LM ACL - usemanme: sdmin,ip; 178.251.45.176, user_jd. 3242597576797267919, paih.N0gS.reparts, metnod. POST, (.
20240603 1100:40  localnost LM ACL - usemame: admin, ip; 176.251.45.176, user_|d: 3242507576797267919, pelf: logs_reparts, metnod; POST. res...
20240603 110044 locahost  LMC ACL - usemame: admin, ip: 178.251 45,176, user_jd: 3242597576797 267919, path: fogs_reparts, method: POST, res.
20240503 110048 locahost  LMC ACL - usemame: admin, ip: 17525145, 176, user_jd: 3242557576757257919, paih: fogs_reposts, method: FOST, res
20240603 1100:30  localhost LM ACL - usemame: admin,ip: 178.251.45.176, user_id: 3242507576767 267919, path: fogs_repants, metho: POST, res...
20240503 110038 locahost  LMC ACL - usemame: admin, ip: 178251 45,176, user_jd: 3242597576757267919, path: los_repoets, method: POST, res.
IILORBA IO locaboet  TMC ACH ssmama: admin o 17751 45 178 1 (i SPAIRAPRTATRTIRTAIG roh o, rmncebe. st BOST tae
w0 [v] W 4 Page 1 o4t b B O wioRetesh GEIN 5 v secs Processing, please wait

1 Date / Time The date and time the record was kept are displayed.

2 Host The name of the Labris UTM device is displayed.

3 Message A description of the administrative logs is displayed.

4 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

5 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS formats.

6 Delete It is the button where the kept logs are deleted.
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-Click the filtering button to filter the administrative records. Filtering is done by typing
the date, hostname, and message information to be filtered.

al B x

ADMINISTRATIVE LOGS Create Time: 2024-06-04 08:52:33  Begin: 2024-06-04 00:00:00

Date [ Time Host Message

LMC ACL|

2024-06-04 09:56:39 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:39 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:38 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:38 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:37 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: logs_reports, method: POST, res.
2024-06-04 09:56:37 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:356 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267918, path: logs_reports, method: POST, res.
2024-06-04 09:56:35 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reporis, method: POST, res...
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.1786, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: /logs_reports, method: POST, res...
2024-06-04 09°56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.178, user_id: 3242597576737267919, path: logs_reports, method: POST, res.
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:34 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09°56:34 localhost ~ LMC ACL - usemame: admin, ip: 178.251.45.178, user_id: 3242597576737267919, path: logs_reports, method: POST, res.
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: logs_reports, method: POST, res.
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:33 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267918, path: logs_reports, method: POST, res.
2024-06-04 09:56:32 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reporis, method: POST, res...
2024-06-04 09:56:32 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:32 localhost  LMC ACL - usemame: admin, ip: 178.251.45.1786, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:29 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:29 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 095627 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242587576797267919, path: logs_reporisistatic/imgiddn. png,
2024-06-04 09:56:27 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports, method: POST, res...
2024-06-04 09:56:27 localhost  LMC ACL - usemame: admin, ip: 178.251 45176, user_id: 3242597576797267919, path: /logs_reporis, method: POST, res.
2024-06-04 09:56:26 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reportsistatic/imgfup.png, m...
2024-06-04 09:56:26 localhost  LMC ACL - usemame: admin, ip: 178.251.45.176, user_id: 3242597576797267919, path: logs_reports/static/imgfddn.png, .

50 |v| d 4 pPage 1 of74 b W 2 AutoReiresh [EIN 5 v | secs

-Click the download button to download the administrative records. The download is
done by entering the file type and file name to be downloaded.

a [a] =

Export

Export Type: & TXT Csv

File Name: 202405logs
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19.1.1.5 WAUTH
Records related to the user connected to WAUTH are displayed.

WauTHLOGS @...nm zmns@m Begi zo@amnuon @ @ @ R
S i - e - J o . o .0 o P A
: !

i
acil
2024.06.0409:44:56 o

n AC:CCBATCBEDY 192168592 192.168.5.1:85

2024.06.0409.40:17 waum 1C6F 65857840 192168245 192.166,0.1:85 @
2024-06-04 09:37:03 weuth F4:30:00.36:58:F5 182.168.2.103 192.168.0.1:85 @ @
2024-06.04 09:3537 wats 4cox:6a 321053 192.168.10.67 16216810185
024.06.04 09:3355 uth BABSIFEBORET 192.166.2157 192,168,185
2024-06-04 09:33.36 wauth B4 B52FBEEXST 192.168.2.182 192.168.0.1:85
2024-06.04 09:3315 woum BACAIABCTISS 192160278 1921680 1:85
2024.06.04 09:3254 et Co6000:8A2AD4 192160295 192.166.0 185
2024-06-04 09:31-44 wauth 1C6F65:86:6E-D8 192168593 182.168.5.1:85
2074-06.04 093053 p— e —— 192.166.2.143 1921660185
2024.06.04 092847 et 5046 5DAECECL 192168081 12,1680 185
2024.06.04 00:26:53 et TCETERIFCAC 192168098 102.168.0.1:85
2074-06.04 092243 wauts S04ESDADAESS 192160285 1521680 185
2024.06.04 092212 v 50.455DAECC 1D 192.168.2165 192.168.0 185
2024.06.04 001851 e CCCEADCER 66 192168572 192.1685.1:85
2024-06-04 091741 wouh BCEETBIET4DL 1921680.53 192.168.0.1.:85
2024.06.04 09:1357 e 88 CAINECECTA 192168584 192.168.0.1:35
2024.06.04 09:1333 uts BECAIABCSZTA 192160283 192.168.0.1:85
20240604 091328 auth 50.46:50:8C 80 CA 192.168.2.220 1921680185
2024.06.04 09:1220 aun BABS2FE0E200 192,168 2134 192.168.0 L35
2024-06.04 09:1049 aum 60029222:45:98 192168082 192 1680 185
2024.06.04 09:1024 ut A0D3.C14D500 192.160.2.109 1521680185
2024.06.04 09:0950 aun 140436605028 192168264 1921680, 185
2024-06.04 090349 waumn - 0000 000
2022.06.04 090543 weun E 0000 0000
2024.06.04 090857 vt ICHTACEAFOBA 192168253 192.168.0 185
2024-06.04 05:0808 et 1868024710080 192168221 192 1680 185
2024.06.04 09.07.04 i 500262274F:56 192168087 121,001
2024.06-04 09:06:06 wauth ACDICLADSOIA 192168240 192.168.0.1:85
2024-06.04 090533 nats F46D.04943F FF 1521682242 192.168.0.1:85
2024.06.04 090423 it ADDICLADAFFD 192163268 1921680 185
2024.06.04 09:0248 e 60262210165 1921682171 192.166.0.1:85
2024-06-04 09.01-26 wouth 00-E0:4D:50:B4 F6 192.168.2.160 192.168.0.1:85
2024.06.04 090128 i 6CFO4RET20D5 192.168.10.38 19216810155
2024.06.04 00:00:45 e FeAD:0BE619C 192168047 192 1680 185
2024-06-04 08:59:13 wauth S4:BEFT-91.08.07 192168 0.50 192.168.0.1:85
2024.06.04 0855753 waun 600292214845 192160272 1921680 135
2024.06.04 08557:18 s erozar2zss9e 1921682212 192.168.0 1:85
W 4 page 1 W2 e Displaying 1.1 50,01 286 tems

1 Date / Time The date and time the record was kept are displayed.

2 Host The name of the Labris UTM device is displayed.

3 Facility Indicates the module in which the record is kept.

4 Action The transaction information of the user connecting to
Wauth is displayed.

5 MAC Address The MAC address information of the user connecting
to Wauth is displayed.

6 User This is the section where the name of the user
connecting to Wauth is displayed.

7 User IP This is the section where the IP address of the user
connecting to Wauth is displayed.

8 IP The IP address of the interface through which Wauth
is opened is displayed.

9 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be

320 Labris Networks



Administration Guide For Labris UTM
A~ T, - YR e

filtered.

10 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS formats.

11 Delete It is the button where the kept logs are deleted.

19.1.1.6 Mail
This is the section where mail records are kept and records are displayed in the Labris

UTM device.

MAILLOGS @mmm zoeLo@ 170 m\@@mww - @ @ @ @ a®m x
2024.06.0¢ 101601 locamast - 0 ~note pygiabristsknoiog.com B 581 SEUYBASQALS eclean \
202606.04 101802 ocanost - 0 - o 2PTIIS cean I 4 Y A\ |
202.06.04 101202 ocatast - 0 s vsQesG o

2024.06-04 10.10:02 localhost 581 NB-8FGANQzIQ clean :@ @
20240604 10.0602 ooahast - 0 - 561 *CH YN YdSn - 18
2024-06-04 10-06:02 locaihost - 0 norepy @labrsteknoled.com - 581 - zMuisKalerMa.

2024-06-04 100403 locaihost - 0 norepylabnsteknoiod com - 581 ‘sorun @labristeknoloff com 13 00 - XSabrALICTBK

20240604 100202 ocaihost ER N ——— 861 soundiabristemoiog.com 121 00 InDGaZe veuc

2024.06.04 100002 [o— 0 norepyisnasnmiog com 61 soundisbritsknaiog.com 175 00 VaTwkOEZusbl

202406 04 095502 ocanost 0 nowepyoisnssnios com sl soungiabris 122 00 [re——

2024.06.04 03 5502 ocancst 5 0 nowepygan sa1 ur o0

20240604 035401 o nowepyan st 1 00

2024.06.0 095201 o sa1 s o0

202406.04095002 s s 0 -

2024.06.0409.4802 ocatst g 0 rorepy@i = 121 o0 - - ot

2024-06-04 09 45:02 localhast - 0 norepy@labrst od.com - 581 m el 00 - JBELHRTUVAG

2024-06-04 094402 locaihast - 0 noreplylabnsteknolos com - 581 ‘sorun @labristeknolof com 108 00 - Ftz-OBGeywKy

2024-06-04 094202 locaihast - 0 noreplydlabnsteknolos com - 581 ‘sorun@labristeknolof com 123 00 - #0¥adluf-300

2024-06-04 0940002 locainost - 0 noreply@labnstakn ol com - 581 ‘sarun@labristsknioloff com 127 00 - BITOREZSPz

20240604 033802 ocanozt 0 norepymiaoismnooscom 61 sounisbritsnaiog.com 124 00 [r— shean

2024.06.04 093502 ocanost 0 norepymisnasniog com sa1 18 00 cvazeuTumap dean

20240604 033402 ocancst o ncreptyaniisisknaioy. com = sa1 us 00 = XHDceaP0adn cean

2024.06.01 093202 ocancet 0 noepygisnesnao.com S s o0 . [r—— cean

702406.0409.300 ocalost o | o s s o0 - VioasUiyGoM dean

2024.00.0409.2802 ocaost o s m o0 - - WaePnICRUWY ean

2024060409262 ocalhost 0 s 113 ) - g W3GapOBSGED an

2024-06-04 09 2402 locaihost noreply@labrsteknolod com - 581 ur 00 - - lglgTémdSvCo clean

2024-06-04 092202 locaihost noreply@labrsteknolos com - 581 i 00 - 2-DUBNZYFQ clean

2024-06-04 09-20r03 localhast norepy@labnstoknolod com - 581 125 00 - 2§4b2i¥TPa clean

20240604 031802 [— ERE T Re—— S8l soumgpisbristsimoiog.com 12 00 uospnec cean

202406 04 091502 [o— 0 norepymisnasnios com 61 soungisbritsmaiog.com m 00 nsSehmico shean

20240604 031402 ocancst 0 norepy@isnasneg com 81 saun@lebrstsinaiocom w7 00 PN cean

2024.06.04 031202 ocancet 0 noepyginissnco.com . s soungiabnsmaoycom 12 o0 cean

207406.0408:1002 ocathost 0 st = o0 clean

2024.06.04 090802 o st 1 o0 dean

2024.00.040906:02 0 s 1 0 dean

702406.0409.0402 0 sat 15 00 dlean

2024.06.04 030202 2 0 noresvidlabisiciniod com R 12 00 - TEG7ERaha clean

5 W4 e 1 a5 b B 2| Sican EN Displying 110 50 of 268 iems

1 Date / Time The date and time the record was kept are displayed.

2 Host The name of the Labris UTM device is displayed.

3 Reason This is the section where the reason for sending the
mail is displayed.

4 Code This is the section where the code of mail is displayed.

5 Recipient This is the section where the recipient address of the
mail is displayed.
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6 Destination This is the section where the mail destination address
is displayed.

7 Size The malil size is displayed.

8 Sender The address that sent the mail is displayed.

9 Duration The time it takes to send mail is displayed.

10 Hits The delivery value of the mail is displayed.

11 Source The source of the mail is displayed.

12 Infection The infection value of the mail is displayed.

13 Mail 1D The mail code is displayed.

14 Category The Mail category is displayed.

15 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

16 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS format.

17 Delete It is the button where the kept logs are deleted.

19.1.1.7 IP/IMAC
IPMAC records are displayed on the Labris UTM device.
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19.1.1.8 DHCP
If the Labris UTM device is used in the DHCP server role, the DHCP records are

displayed.

DHCP LOGS enm.zmﬁuuazo Mn.wru:www o @ @ a8

Date | Tims Host

Action DHCP Message
2024-06-03 11:16:31 locainost dhepd: DHCPREQUEST 172.16.10.155 eth2
20240603 11:1631 ocaibost e DHCPACK 17216.10.155 an2
2024.06.03 11:16:30 ocainost dnopa: DHCPREQUEST 172161180 an2
2024-06-03 11:16:30 localnost dhopd: DHCPACK Sac70:46:9a 1. 7F 172.16.11.80 eth2
2024.06.03 1111630 ocaihost et DHCPREQUEST 26506498705 1721611108 ar216101) ez
2024.06.03 11:16:30 localnost dhepd: DHCPACK 26:90:64-08:7:d6 1721611105 eth2
20240609 11:1629 ocalbost et DHCPDISCOVER 2905498.c7:05 . a2
0240603 11,1679 ocalhost o OHCPOFFER 265054956705 1721611105 ez
2024-06-03 11:16:27 localnost dhopd: DHCPREQUEST o623t Tarte:10 1721611213 eth2
20240603 11:1627 ocanost dhepa DHCPACK ds2ATEL0 121811213 emz
2024.06.03 11:1624 ocainost dncpa: DHCPACK P 1721610103 an2
2024-06-03 11:16:24 localhost dhepd: DHCPREQUEST 50:a6.08.9c:Ba64 172.1610.103 eth2
2024.06.03 11:2622 canost ancpe DHCPREQUEST 215 mveens z161107 anz
20240603 11:1622 ocairost dncpa: DHGPACK prrer— 172161187 a2
20240603 11:1621 ocalbost dhepa DHCPREQUEST 2452800005 172161167 . e
2024.06.03 11:16:21 tocalhost e DHCPACK 21538 06003 172161107 ahz
2024-06-03 11:16:21 localnost dhopd: DHCPACK 60 3e 5 10:d5 c0 17216 1061 eth?
20260603 111621 canost ancpr DHCPREQUEST 6a3eSHL0US D 2161061 ; enz
024.06.03 11:16:19 localhost dncp DHCPREQUEST e — 17216 10158 athz
2024-06-03 11:16:19 localhost dhepd: DHCPACK 10:63:2185:36:2 172.1610.155 eth2
2024.06.03 112619 ocanost s DHCPREQUEST - 172161110 anz
20240603 11:16:19 ocainozt ahepa: DHGPACK LTS e5 T 172161110 an2
2024-06-03 11:16:19 tocalhost dhcpd: DHCPREQUEST 40:10:58:50:60:9d 1721610224 - cth?
2024.06.03 11:16:19 Iocalhost dhea DHCPACK 01353006090 1721610224 ahz
2024-06-03 11:16:18 localnost dhepd: DHCPREQUEST 1063 2485:36:2 17216 10.155 eth?
24,0603 11:16:18 oceinost dnept DHCPACK e 1721610155 . enz
2024.06.03 11:16:17 localhost dncp DHCPACK 14 3ubb1ec 1721611208 athz
2024-06-03 11:16:17 localhost dhepd: DHCPREQUEST 6:1d Jabb14.c2 172.16 11205 eth2
02.06.03 11:16:17 ocainost ancpr DHCPREQUEST a3 Tca0sy 12161142 . enz
20240603 11:16:17 ocalrost dncpa: DHCPACK 6xAdTeCED: 172161142 a2
2024-06-03 11:16:15 localhost dhepd: DHCPACK - 3c221043:98:2 172.16.10.168 - eth?
2024.06.03 11:16:15 Iocainost e DHCPREQUEST P — 17236 10,188 anz
2024.06.03 11:16:11 ocalrost ancos: DHCPREQUEST 02802596:92:08 121611162 a2
20240609 11:16:11 Toceinost anep DHCPACK 028029969208 1723511162 . emz
2024-06-03 11:16:11 localhost dhepd: DHCPREQUEST 26.90:64:98.7:d6 1721611105 eth2
2024-06-03 111611 localhost dhopd: DHCPACK 265064 58676 172.16 11.105 eth?
MoLORM111EIN erinest anerar PHEPREOIEST [ 1721611 120 . >
5 4 4 Page 1 lof168 b W AwoRetesh @E s o sers Displaying 110 50 of 8395 s (Estmated)

1 Date / Time The date and time the record was kept is displayed.

2 Host The name of the Labris UTM device is displayed.

3 Facility The module in which the recording is kept is displayed.

4 Action This is the section where the process step of the DHCP
record is displayed.

5 DHCP Message The DHCP message in the record is displayed.

6 MAC Address The Mac address made the DHCP request is
displayed.

7 Source IP The IP address that receives the IP from DHCP is
displayed.

8 Route IP The IP address of the router is displayed.

9 Interface The interface on which DHCP is running is displayed.
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10 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

11 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS formats.

12 Delete It is the button where the kept logs are deleted.

-Click the filtering button to filter DHCP records. Filtering is done by typing the date,
hostname, and message information to be filtered.

Q B2 =

DHCPLOGS  Create Time: 2024.06-04 10:59:32  Begin: 2024-06-04 00:00:00
Date  Time Host Facility Action DHCP Message Mac Address Source IP Route P Interface
2024-06-04 11:12.02 localhost dhepd DHCPREQUEST - 1aeT2al1t2el Tz 161167 - etz
2024.06.04 11:12.02 localhost dhepd DHCPACK 1meT2al1t2el 172161167 eth2
20040604 11:08:59 localhost dhepd DHCPREQUEST - e 2al1i2e1 172161167 > eth2
20240604 11:09:59 localhost dhepd: DHCPACK lae72alt2e:1 172.06.11.67 eth2
2024-06-04 10:57:39 localhost dhopd: DHCPACK - laeT2al1t2el 172161167 - etz
2024-06-04 10:57:39 localhost dhepd DHCPREQUEST = 1mer2alizel 172.16.11.67 (7216101 etz
2024-06-04 1057:38 localhost dhepd DHCPOFFER - 1meT2al1t2el 172,16 1167 > eth2
20240604 10:57:34 localhost dhepd: DHCPREQUEST 1ae7:2a1t2e:1 172.06.11.67 eth2
2024-06-04 1057:34 localhost dhepd: DHCPACK > 1me72al1tze1 172161167 > etnz
20240604 1057:31 localhost dhopd DHCPREQUEST 1ae72al1t2el 172.16.11.67 etz
2024-06-04 1057:31 locaihost dhepd DHCPACK - 1aeT2al1t2e1 172161167 > ethz
2024.06-04 1057.06 localhost dhepd DHCPACK 1meT2al1t2el 172161167 eth2
2024-06-04 1057.06 localhost dhepd: DHCPREQUEST > 1ae7:2a1t2e1 172.06.11.67 > eth2
20240604 1057.05 localhost dhepd: DHCPREQUEST lae72alt2el 172161167 etz
2024-06-04 1057.05 localhost dhopd: DHCPACK - laeT2al1t2el 172161167 - etz
2024-06-04 1056:43 localhost dhepd DHCPACK 1ae72al1t2el 172.16.11.67 etz
2024-06-04 1056:43 localhost dhepd: DHCPREQUEST - 1ae72a1t2el 172161167 > eth2
2024.06-04 1056:41 localhost dhepd: DHCPREQUEST 1ae7:2a1t2e:1 172.06.11.67 eth2
20240604 10556:41 lacalhost dhepd: DHCPACK - laeT2altzel 172161067 - etz
2024-06-04 10:56:40 localhost dhepd DHCPACK 5 1mer2alizel 172.16.11.67 5 etz
2024-06-04 10:56:40 locaihost dhepd DHCPREQUEST - 1aeT2al1t2e1 172161167 > ethz
2024.06-04 10:17:25 localhost dhepd: DHCPACK 1ae72a1t2e1 172161167 eth2
2024-06-04 10:17:25 localhost dhepd: DHCPREQUEST > lae72alt2e:1 172.06.11.67 > ethz
20240604 10:15:45 localhost dhepd: DHCPREQUEST lae72alt2el 172161167 etz
2024-06-04 10:15:45 locaihost dhepd DHCPACK - 1aeT2al1t2el 172161167 - etz
2024.06-04 10:14:37 localhost dhepd DHCPREQUEST 1meT2al1t2el 172161167 (7216101 etz
2024-06-04 10:14:37 localhost dhepd: DHCPACK - 1ae72a1t2el 172161167 > eth2
2024.06-04 10:14:36 localhost dhepd: DHCPOFFER lae72alt2e:1 172.06.11.67 eth2

-The download button is pressed to download the DHCP records. The download is
done by entering the file type and file name to be downloaded.

a [a] =

Export

Export Type: & TXT csv

File Name: 202405logs
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19.1.1.9 SSLVPN

Records of users who are connected to SSLVPN are displayed.

a3 Beqm:zuzaus@mun @ @ @ @ @ @ e

1 Date / Time The date and time the record was kept are displayed.

2 Action It is the section where the operation of the kept record
is displayed. Depending on the user's connection
status, it says ‘client connected’ or ‘client disconnected’

3 Username The usernames of users who connect to SSLVPN are
displayed.

4 Client IP This is the section where the IP address of the user
connected to SSLVPN is displayed. These are the IP
addresses given by Labris UTM when connected to
SSLVPN.

5 Remote IP The Public IP addresses connected to SSLVPN are
displayed.

6 Sent Byte The byte size sent on the SSLVPN connection is
displayed.

7 Received Byte The received byte size on the SSLVPN connection is
displayed.

8 Connect Date /|The date and time of connecting to SSLVPN are

Time displayed.
9 Disconnect The date and time of disconnection from SSLVPN are
Date/Time displayed
325 Labris Networks




Administration Guide For Labris UTM

10 Duration (Sec) The amount of time you have been connected to
SSLVPN is displayed.

11 Auth Type The login type of users logged in to SSLVPN s
displayed.

12 Login This is the section where the login record is kept in the
connection to SSLVPN.

-Click on the filtering button to filter SSLVPN records. Filtering is done by typing the
date, hostname, and message information to be filtered.

:Q:IEI x

SSLVPNLOGS  Create Time: 2024-06-04 11:03:35  Begin: 2024-06-04 00,00:00 Q@ x
Date I Time Usemame Client 1P Remote IP Sent Bytes Received Bytes Connect Date / Time Disconnect Date | Time Duration(sec) Auth Type Login
2024-06-04.08:40:41 108313 2024-06-04 08:40:40

2024-06-04 08:37:24 108331 2024-06-04 08:37:23
2024-06-04 08:10:33 108327 2024-06-04 08:10:32
2024-06-04 07:48:31 108310 2024-06-04 07:48:30
2024.06-04 07:47:25 108329 2024.06-04 07:47:24
2024-06-04 07:20:26 10835 2024-06-04 07:20:25
2024-06-04 06:55:00 108315 2024-06-04 06:5459
2024-06-04.06:43:55 108310 2024-06-04 064353
2024-06-04 06:23:52 108330 2024-06-04 06:2351
2024-06-04 06:01:50 108311 2024-06-04 06:01:46
2024-06-04 05:46:15 108319 2024-06-04 05:46:13
2024-06-04 05:44:59 10838 2024-06-04 05:44:58
2024-06-04 05:34:00 108314 2024-06-04 05:3358
2024-06-04 05:11:48 10833 2024-06-04 05:13:47
20240604 05:06:01 108322 2024-06-04 05:06:00
2024-06-04 05:05:38 108313 2024-06-04 05:05:37
2024-06-04 05:03:55 108318 2024-06-04 05:03:54
2024-06-04 04:25:15 108330 2024-06-04 04:25:15

-Click the download button to download the SSLVPN recordings. The download is
done by entering the file type and file name to be downloaded.

a[a] x

Export

Export Type: . TXT csv

File Name: 202405logs
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19.1.1.10 IPSec
The IPSec records held on the Labris UTM device are displayed.

psscn.n-s@ :nmﬂu@doﬁmua! 31 Begin; 2024.06-04 00:00:00 6 a
Trw"n-r - Host Messay Vs
- c

20240604 11:4001  locaihos y

4
-

-
o—"

2020.06.0411:3716
2024.0604 113430
2026.060411:3145  la
2004.06-04 11:28:00
2024064112615 localhost
2000.06-04 112329
2004.06-0411:20:43
2024-06.04 11:17.59
2004.06-0411:16:14
2024-06-04 11:12.29
2020.06-04 11:09:43
2024.06-04 11-06:58
0240604110413 ¢
2004.06-04 11:01:27
2004.0604 1058:42
2024.06.04 105557
2024.0604 105312
2024.06.04 10:50.26
2004.06.04 10:47:41
2024.0604 104456
2024.0608104210  lacamost
2004.06-04 10:39:25
20240604 103640 localhost
2004.06.04 10:3355
2004.06-04 103109

20240604 102824 localhost
2004.06-04 102539
2024-06-04 10:22 54
2024.06-04 102008
2004.06-0410:17:23
20240604 10:1438  locaiost
2000.06-04 10:11:53
2024.0604 100907
2024.06.04 10:06.22
2024.06.04 10:0337
20740604 100052

LI

o sees Displaying 1 o 50 of 230 kems (Estimated)

1 Date / Time The date and time the record was kept is displayed.

2 Host The name of the Labris UTM device is displayed.

3 Message A description of the IPSec logs is displayed.

4 Filter This is the section where the records are filtered. It is
filtered by typing the desired value in the section to be
filtered.

5 Export It is the section where the logs are exported. Logs are
exported in TXT and CVS formats.

6 Delete It is the button where the kept logs are deleted.
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-Click the filter button to filter the IPSec records. Filtering is done by typing the date,
hostname, and message information to be filtered.

lal & x

IPSECLOGS Create Time: 2024-06.04 11:49:31  Begin: 2024-06-04 00:00:00
Date I Time Host essage
ransmits|

2024-06-0411:4001  localhost  “Ipsec_IPSec_Lan|2" giving up after 5 retransmits
2024.06.0411:37:16  localhost  "Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0411:34:30  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 refransmits
2024.06.0411:31:45  localhost  "Ipsec_IPSec_Lan|2” giving up after 5 refransmits
2024.06.0411:29:00  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 refransmits
2024060411265 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024060411232 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
202406.0411:20:44  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024060411759 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024060411154 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024060411122 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0411:09:43  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0411:06:58  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0411:04:13  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0411:01:27  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:58:42  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.04 10:55:57  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:53:12  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:50:25  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 refransmits
2024.06.0410:47:41  localhost  "Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:44:56  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:42:10  localhost  "Ipsec_IPSec_Lan|2" giving up after 5 retransmits
2024.06.0410:39:25  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 refransmits
2024.06.0410:36:40  localhost  "lpsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:3355  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024060410109 localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:28:24  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
202406.0410:25:39  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06.0410:2254  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
202406.0410:20:08  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-04 10:17:23  localhost  "Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:14:38  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:11:53  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:09:07  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits
2024.06-0410:06:22  localhost  “Ipsec_IPSec_Lan|2” giving up after 5 retransmits

*| 4 4 pPage 1 of5 F B 2 AutoRefresh: I 5 v | secs

-Click the download button to download the IPSec records. The download is done by
entering the file type and file name to be downloaded.

a[a] x

Export

Export Typ

® TXT C3V

File Name: 202405logs
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19.1.1.11 Connections
Connection logs kept in the Labris UTM device are displayed. There are details of

incoming and outgoing packets in the traffic to the device.

£ Web Fi DcP| a ssLven Bcke| & IPSee| © Connections -
GONNECTION @ Create Timge224.06.04 11:54:18 @ 2024.06.04 00 @ @ @ @ @ @ @ @ @ @ r@ x
Date ! Time* Start Time End Time* Duration Source @ Destination Application Category Protacol Source Port  Destination Port Transmitted Pa... Received Pack... Transmitted B. Received Bytes

2024.06.04 125756 20240604 125736 2024.06.04 12:5756 20 172.16.106.123 2137413 DNS_DNS. Networking ubP 63685 53 1 1 3 189
2024.06.04 125756 20240604 125736 2024.06.04 12:5756 20 19202254 8844 0x30000000 ubP 53433 53 1 1 8 8
2024.06.04 125756 20240604 125736 2024.06.04 12:5756 20 172.16.106.123 2137413 DNS_DNS. Networking ubpP 65252 53 1 1 ) 385
2024.06.04 125756 20240604 125736 2024.06.04 12:5756 20 19202254 8844 0x30000000 ubP 59054 53 1 1 8 8
2024.06.04 125756 20240604 125736 2024.06.04 12:5756 20 19202254 8844 0x30000000 ubpP 40889 53 1 1 76 195
2024.06.04 125755 20240604 125734 2024.06.04 12:5755 2 172.16.106.94 161.117.98.205 XIAOMI_Xiaomi Web Services. Tep 41110 aa3 19 1 2738 6913
2024.06.04 125755 20240604 125703  2024.06.04 12:5755 52 172.16.106.108 7792138118 BLOOMBERGHT_blo. Web Services. Tep 52754 aa3 16 18 2084 7127
2024.06.04 125755 20240604 125645  2024.06.04 12:5755 70 192168556 2222488 MICRSOFT Microsoft  Web Services Tep 59236 aa3 10 1 969 7536
2024.06.04 125755  2024.06-04 125738 2024.06-04 12:5755 17 172.16.106.94 821915987 ssL_ssL Web Services. e s1154 aa3 12 10 1721 5222
2024.06.04 1257:55 20240604 125450  2024.06-04 12:5755 185 172.16.106.49 8844 UDP_uDP Networking ubpP 51663 aa3 15 15 5397 6276
2024.06.04 125755  2024.06-04 125735  2024.06-04 12:5755 20 172.16.106.189 2137403 DNS_DNS Networking uop 52208 53 1 1 79 157
2024.06.04 125755 20240604 125735  2024.06-04 12:5755 20 172.16.106.189 2137403 DNS_DNS Networking ubpP 53495 53 1 1 79 o
2024.06.04 125754 2024.06-04 125713 2024.06-04 12:5754 a 17216106111 17813652 APPLE_Apple Networking e 65348 aa3 15 13 2010 as0s
2024.06.04 125750 20240604 125744 2024.06-04 12:5754 10 172.16.106.127 172.16106.1 ICMP_ICMP Network Monitoring icmp 1 1 84 8
2024.06.04 125754 20240604 125734 2024.06-04 12:5754 20 172.16.106.123 2137413 DNS_DNS Networking uop 63916 53 1 1 6 115
20240604 1257:5¢ 20240604 125734 2024.06-04 12:5754 20 172.16.106.94 2137413 DNS_DNS Networking ubpP 24782 53 1 1 7 8
2024.06.04 125754 20240604 125734 2024.06-04 12:5754 20 17216 106.152 2137413 DNS_DNS Networking uop 59580 53 1 1 &0 76
20240604 1257:5¢ 20240604 125734 2024-06-04 12:57:54 20 172.16.106.132 2137403 DNS_DNS Networking uDP 47135 53 1 1 ) 76
20240604 1257:5¢ 20240604 125222 2024-06-04 12:57:54 332 172.16.106.104 14225114034 GOOGADS_Google . Web Services TP 53134 a3 2 o7 3765 28884
20240604 1257:5¢ 20240604 125734 2024-06-04 12:57:54 20 172.16.106.94 2137413 DNS_DNS Networking uDP 32242 53 1 1 72 362
20240604 1257:53 20240604 125729 2024-06-04 12,5753 24 172.16.106.161 172.16.106.255 0x20000000 uoP 138 138 3 o 606 o
20240604 1257:53 20240604 125712 2024-06-04 12,5753 4L 172.16.106.111 17.263.73.207 SSL_SsL Web Services TP 65344 a3 13 12 1570 5354
20240604 1257:53 20240604 125733 2024-06-04 12,5753 20 17216106216 2137403 DNS_DNS Networking upP 65373 53 1 1 61 121
20240604 1257:53 20240604 125733 2024-06-04 12:57553 20 172.16.106.216 2137403 DNS_DNS Networking uDP 56039 53 1 1 61 d
20240604 1257:53 20240604 125743 2024.06-04 12,5753 10 172.16.106.188 46.31.149.220 SSL_ssL Web Services TP s5812 a3 13 2 3281 2068
20240604 1257:53 20240604 125743 2024-06-04 12:57553 10 172.16.106.188 46.31.149.220 SSL_SsL Web Services TP 55811 a3 2 12 3187 2068
20240604 1257:53 20240604 125221 2024-06-04 12:57553 332 172.16.106.104 142.250.167.162 SSL_ssL Web Services TP 45462 a3 2 109 3174 23763
20240604 1257:53 20240604 125733 2024-06-04 12:57553 20 172.16.106.187 2137413 DNS_DNS Networking uDP 63159 53 1 1 %0 a5
20240604 125753 20240604 125733 2024-06-04 12:5755 20 172.16.106.187 2137403 DNS_DNS Networking UDP 63159 53 1 1 %0 348
20240604 125753 20240604 125713 2024-06-04 12:5755 40 17216.106.111 17.8136.52 APPLE_Apple Networking o 65346 443 15 12 2002 4585
20240604 125753 20240604 125743 2024-06-04 12:5755 10 192.168.5.169 157.240236.61  WHATSAPP_WhatsApp Messaging o 51839 5222 20 2 1990
20240604 125752 20240604 122333 2024-06-04 12:5752 2059 172.16.106.32 46.31.149.220 SSL_SSL Web Services TcP 56617 443 147 147 14801 24662
20240604 125752 20240604 125641 2024-06-04 12:57:52 n 19202254 104.18.20.226 0x30000000 o 40613 80 6 4 730 2123
20240604 125752 20240604 125641 2024-06-04 12:5752 n 19202254 104.18.20.226 0x30000000 TcP 40614 80 3 4 71 2134
20240604 125752 20240604 125641 2024-06-04 12:57:52 n 19202254 104.18.20.226 0x30000000 o 40615 80 6 4 71 2134
20240604 125752 20240604 125641 2024-06-04 12:5752 n 19202254 104.18.20.226 0x30000000 TcP 40616 80 3 4 730 2123
20740604 1PHT5? 0240604 175448 2024.06-04 175757 184 17216108221 2165A 21214 une une unp 526A3 aaz 2 7 1R 11512
*| € 4 page 1 ofeTe2 P B 2 AutoRefresh: ETN 5 v |sees Displaying 1 to 50 of 439062 items (Estimated)

1 Date / Time The date and time the record was kept are displayed.

2 Start Time The start time of establishing the connection is
displayed.

3 End Time The end time of the connection is displayed.

4 Duration This is the section where the connection time is
displayed.

5 Source This is the section where the source IP information is
displayed.

6 Destination This is the section where the destination IP information
is displayed.

7 Application The types of applications in the connection record are
displayed.

8 Category The category types in the connection record are
displayed.
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9 Protocol The protocol type in the connection record is displayed.

10 Source Port The source port information is displayed.

11 Destination Port | The destination port information is displayed.

12 Transmitted The received packet size in the connection is
Packet displayed.

13 Received Packet | The sent packet size in the link is displayed.

14 Transmitted Byte | The received byte size in the connection is displayed.

15 Received Byte The byte size sent in the connection is displayed.

19.1.2Archive
Record queries are made in the record files archived in the Labris UTM device.

Recordings from the archive are shown according to the selected record type.

[= o [ [Seo—— ]
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s
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218
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-When the archive is clicked, the desired records are selected from the archive by
selecting the record to be retrieved on the screen that appears.

= Table
@ Select Log Source # Firewall Logs Web Filter Logs
Service Logs Administrative Logs
WAUTH Logs Mail Logs
IPMAC Logs DHCP Logs
Connection History Logs Current Connections Logs
SSLWPHM Logs Attacks Logs
IPSec Logs
@ Select Log Fields Date / Time | Source | Source User
| Source Port | Destination | Destination User
+ | Destination Port + | Rule IPS Signature
Name
& | Action + | Protocol & | Application
+ | Category + | Mac Address Host
Message Sequence Mumber Type
TTL Packet ID Urgent Pointer
Qutbound Interface Ack Number Inbound Interface
Precision Window Size TCP Flag
Packet Length sID
Default R B
@ AL 1day 3days 1lweek
@ From: 2024-06-01 13:48:01
@ To: 2024-06-04 13:48:01

1 Select Log | This is the section where the log source is selected.
Source

2 Select Log Fields | It varies according to the selected log source.

3 Default Range Time intervals are standard in Labris UTM devices.

You can choose one of these time intervals.

4 From The start date of the recording from the archive is
selected.
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5 To The end date of the archived recording is selected.

6 Create Table It is the button where the table is created according to
the selected values.

7 Exit It is the button where the screen is closed.

19.2 Reports
It is the section where reports are created on the records kept in the Labris UTM
device.

O TGP Protocol Usage ® 4 a1 = Friday, 17 May 2024, 22:32
R ® 1L & m

=)=

19.2.1 Recent Reports
It is the section where the received reports are viewed and downloaded in the Reports
module, and the received reports are sent to the FTP server or via e-mail.
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1 Name The names of the received reports are displayed.

2 Output It is the section where the received reports are
downloaded, viewed, sent to the FTP server, and sent
by e-mail.

3 Created Date The date the report was created is displayed.

4 Manage This is the section where the received report is deleted.
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5 Delete Selected This is the section where the selected reports are
deleted.

6 View Reports This is the section where the received report is
displayed.

7 Download This is the section where the generated report is

Reports downloaded.
8 Upload Reports The generated report is sent to the FTP server.
9 Sent With Mail The generated report is sent to the Mail server.

19.2.1 Templates
Registration reports are generated from the templates that come by default in the
Labris UTM device.

1 ID This is the section where the ID number of the
templates is displayed.

2 Name This is the section where the name of the templates is
displayed.
3 Category This is the section where the category types of the

templates are displayed.
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4 Type This is the section where the type of templates is
displayed.

5 Create Date This is the section where the creation date of the
template is displayed.

6 Reports Depending on the template, it is the section where the
report is generated, the report table from which the
template was created, and the section where the last
report created is displayed.

7 Manage This is the section where the created templates are
copied or deleted.

8 Create It is the button where the template creation process is
done.

9 Show Report | The template is displayed in the report table.

Tables
10 Create Report Depending on the template, the report is generated.
11 Download the last | This is the section in the template where the last
Report generated report is displayed.
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-Click on the 'create’ button to add a template.

@ Template Name”
@ Deseri ption”

@ Date Filter
@ Output Format

@ Template Category
@ Report Language

(7]

Objects:

Create New Report Template

Schedule Settings

labrisrapor

PDF

User Defined

English

Email Settings FTP Settings

Session History Graph of User Web Usage

1 Template Name This is the section where the name to be given to the
template is entered.

2 Description This is the section where the description of the
template is entered.

3 Data Filter It is the button where the date filter is entered into the
template.

4 Output Format This is the section where the output format of the
template is displayed.

5 Template This is the section where the category of the template

Category is selected.

6 Report Language | This is the section where the report language of the
template is selected.

7 Object List It is the section where the objects added or found by
default in the Object module are selected.
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8 Schedule This is the section where the date filter is applied to the
Settings template.
9 Email Settings This is the section where the template to be added is

sent to the mail server. In this section, the subject of
the mail, the address to be sent to the mail and the
message are entered.

10 FTP Settings This is the section where the added Template is sent
to the FTP server. In this section, the IP address where
the FTP server is located, the username and password
information on the FTP Server, and the directory
information on the FTP server are entered.

11 Create Template | Depending on the template, the report is generated.

12 Exit It is the button where the screen that comes after
clicking the 'Add' button is closed.

19.2.2 Objects

By default, registration reports are generated from incoming objects in the Labris UTM
device. Added objects are used in templates.

¢ © ¢ & ¢
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1 ID The ID of the existing object is displayed.
2 Name This is the section where the name of the object is
displayed.
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3 Object Type It is the section where the type of object is displayed.

4 Dataset The data set of the object is displayed.

5 Type The object type is displayed.

6 Create Date This is the section where the creation date of the object
is displayed.

7 Length The length of the object's contents is displayed.

8 Manage This is the section where the object is copied or
deleted.

9 Create It is the button where the object is created.

-Click on the ‘create' button to add an object.

Create New Report Object

@ Object Name':
@ Datasets: WAUTH FAIL
@Tvpe': Pie Chart
Pie Chart Unit Column Host v @

1 Object Name It is the section where the name of the object to be
added is entered.

2 Datasets The data set of the object is selected.

3 Type The type of creation of the object is specified. The
object to be created will vary according to the type
selection.

4 Create Object It is the button where the object is created according to
the entered values.
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5

Exit

It is the button where the screen that opens after
clicking the 'Create’ button is closed.

19.2.3 Datasets
It is the module where the data sets to be used when creating objects are created. By
default, the Labris UTM device has data sets.
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1 ID This is the section where the data set ID is displayed.

2 Name This is the section where the name of the datasets is
displayed.

3 Source This is the section where the source information of the
dataset is displayed.

4 Type This is the section where the type of dataset is
displayed.

5 Period The period information of the dataset is displayed.

6 Created Date The creation date of the dataset is displayed.

7 Order BY This is the section where the sorting type of the dataset
is displayed.

8 Manage It is the section where the dataset is copied and the
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created dataset is deleted.

9 Create It is the button where the dataset is created.

-Click the 'create' button to create a dataset.

| = Create New Report Data Set

@ Dataset Name':

@ Source’: Firewall
@ Period: Last 30 Days

@ Order By: Date / Time

@ Filter': Basic

1 Dataset Name This is the section where the name of the dataset is
entered.

2 Source This is the section where the source of the dataset is
selected. The desired data set is selected from the
records kept in the Labris UTM device.

3 Period The period of the dataset to be created is selected.

4 Order By The sorting type of the dataset to be created is
selected.

5 Filter This is the section where the dataset is filtered.

6 Rule It is the section where the rule of the dataset is written.

7 Create Dataset It is the button where the dataset is created.

8 Close It is the button where the screen that opens after
clicking the 'Create’ button is closed.
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19.3 Time Stamp Logs
It is the section where the records kept in the Labris UTM device are kept with time
stamps.

1 Date It is the section where the date of the records kept as
Time Stamped is displayed.

2 Hash This is the section where the hash of Time-Stamped
records is displayed.

3 Manage It is the section where Time Stamped recordings are
downloaded.
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