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4. About Labris Networks Inc.

Since 2002, Labris Networks Inc. has been an R&D focused and rapidly-growing
provider of network security solutions through its globally-proven products. Labris
ensures ultimate network security through its extensive product line including
Firewall/VPN, Web Security, E-Mail Security, Lawful Interception and Availability
Protection solutions on LABRIS UTM, Labris LOG and Harpp DDoS Mitigator
appliances. Next-generation solutions are developed to detect, identify all kinds of real-
time threats, applications providing a smart shield against intrusions, viruses, spam,
malware and availability attacks.

Labris products protect networks of all sizes with a variety of topologies and
deployment scenarios. Through Labris FLEX firmware options, the customers have
privileges to get the security software they need as well as extra modules such as
Wireless Guest Authentication, Detailed Internet Reporting, Lawful Interception and
Logging. Having a customer-focused, future-oriented and flexible approach, Labris
also offers its state-of-the-art security software as a Cloud Service.

Having operations in a rapidly growing global network of more than 20 countries, Labris
products protect enterprises, brands, government entities, service providers and
mission-critical infrastructures.

Labris with its worldwide partners is committed to the highest levels of customer
satisfaction and loyalty, providing the best after-sales support by the multilingual
Global Support Center. Being one of the Common Criteria EAL4+ certified security
gateway brands in the world and rapidly growing global player, Labris provides its
customers the top-level security with optimum cost. Labris, headquartered in Ankara,
Turkey, has offices serving Europe, Middle East, North Africa, Caucasus and
Southeast Asia.

5. About Labris UTM

Labris UTM is an Identity-b ased UTM Appliance. Labri-s UTMG
built to meet the security needs of corporates, government organizations, and
educational i nstitutions. -bfdbrbedsoltiohsThélldles per f e
Identity based Firewall, Content filtering, Anti Virus, Anti Spam, Intrusion Detection

and Prevention (IDP), and VPN.

Labris UTM provides increased LAN security by providing separate port for connecting
to the publicly accessible servers like Web server, Mail server, FTP server etc. hosted
in DMZ which are visible to the external world and still have firewall protection. It also
provides assistance in improving bandwidth management, increasing employee
productivity and reducing legal liability associated with undesirable Internet content
access.

Labris UTM is available for Small Enterprises , Medium Enterprises as well as Large
Enterprises
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Labris UTM Web Security provides further control to block inappropriate and illegal
web sites as well as instant messaging and peer-to-peer applications while Labris
UTM Application Intelligence and Control broadens control over inefficient web
applications such as social media platforms (Facebook, twitter, etc.), online trading,

IM/chat, peer-to-peer sharing and streaming video sites. Labris Email Security
completes the offering with effective protection against spam and phishing attacks so
employees only read legitimate emails and are not exposed to fake emails. Labris
UTMO6s intelligent solutions simplify the cert

network services while protecting your precious information and communications
resources with low TCO.

6. How to Purchase Labris UTM?

To purchase LABRIS UTM, Visit - http://labrisnetworks.com/products/product/Ibrutm-
series- appliances/

You can purchase througauthorized distributors http://labrisnetworks.com/authorized-
distributors/

7. Labris UTM Appliance Depolyment Arcihtecture

This section provides information about the logical and physical design for the
prescribed deployment architecture. LABRIS UTM Appliance deployment architecture
consists of software processes called servers, topological units referenced as nodes
and the security device known as Labris UTM. In the below deployment architecture,
all the Servers and LAN users are connected to the Labris UTM through L2 switches.
Labris UTM Appliance is connected to external network through Router.

External
Network

——

Router =

w3, Labris UTm

Local Network

Server Segment
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8. Connecting to the Device

Connect the device to a management computer using an Ethernet cable. You can use
a Crossover Ethernet cable for a direct connection, or a straight Ethernet cable if
connecting via a hub or switch. Both types of cables are provided with the device.
Connect one end of the Ethernet cable to the Labris UTM device (eth0) and the other
end to the computer's Ethernet interface.

9. Accessing the Web Admin Console
To access the Labris Web Admin Console, follow these steps:

1.

Identify the Default Management Port: Labris Default Management Port:
ethO/Portl/NetO/Mgt (the first port of the device).
Default IP Address: The default IP address for ethO/Port 1/Net0/Mgt (the first
port) is 169.254.1.1/16 (subnet mask 255.255.0.0).
Default Credentials:

Username: admin

Password: labris
Configure Your Computer: Connect your computer to the first port of the Labris
device. Open the network settings on your computer. Assign the IP address
169.254.1.10 and the subnet mask 255.255.0.0 to your computer.
Access the Web Console: Open a web browser and navigate to
https://169.254.1.1:81. This IP address corresponds to the Labris device's
management interface.
Log In: The login page for the LABRIS UTM Web Console will be displayed.
Enter the default username and password to log in.

You should now have access to the Labris Web Admin Console where you can
configure and manage your device.

Welcome

Next Generation UTM ¢

www.labrisnetworks.com

Labris Networks
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1 Username Type your current Default username. This username is
provided during setup.

2 Password Type your current default password. This password is
the one you give during installation. A good password
is a mix of letters, numbers, and special characters
together that is at least 8 characters long.

3 Login Click on the "Login" button to log in to your device

9.1 Understanding the landing page or home screen
After logging in with the username and password, you will understand the various
parts of the main screen of the Labris UTM device.

= Labris _ 1)
' I owevwanas (] hboard & System o Network = VPN 4 Policies. & E-mail Security 0IDs &IPS W Objects & Identity © Monitor Yt

© System Information & Signature Database I System Status B

Appcontrol:3404 CPU Usage MemoryUsage  Disk Usage
IDS:49270

1 Tab Section You can navigate through various sections such as Control
Panel, System, Network, VPN, Policies, E-mail Security,
Object & Identity, Monitor, Visibility, Logs & Reports, Help,
and Logged-in User.

2 Control Panel | After the first login, you will see the Labris Security
Dashboard. On the Dashboard, you can see the system,
signature database, system status, application usage,
interfaces, and transaction statistics.
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9.1.1 System Information

In the System Information area on the control panel, you can view the device's name,
version, number of users, runtime, and system time information.

@© System Informa@
Hostname:labris
Version:4.0.0-1453.devel @
Current Users:19

Uptime:0d-10h-07m @

® System Time: May 15, 2024 05:10 PM @

1 Hostname Indicates the name of the device.

2 Version Shows device version information.

3 Current Users | Shows the instantaneous number of users connected to the
device.

4 Runtime Displays the operating time of the device in days, hours,
and minutes.

5 System Time | Shows the time and date of the device.

9.1.2 Signature Database
Shows the IDS and application control numbers on the Labris UTM device.

£ Signature Database

Appcontrol:3404 @

IDS:49270
@ Last Update: Mar 26, 2024 08:21 PM @

1 Appcontrol Shows the number of application check signatures.

2 IDS Shows the number of intrusion detection system
signatures.

3 Last Update Indicates the date and time when the application control
and intrusion detection systems were updated.
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9.1.3 System Status

The system status displays the device's processor usage, memory usage, disk usage,
number of connections, and load statuses, and shows information with diagrams that
allow us to easily understand the use cases of the processor, memory, disk, and
number of connections.

= System Status

CPU Usage @ Memory Usage @ Disk Usage @ Connection Count @

1047

19 75 18

@ Load 7.41 (1 min) / 7.77 (5 mins) / 6.86 (15 mins) @

1 Cpu Usage Shows the devicebds process|(
2 Memory Shows the device's memory usage numerically.
Usage
3 Disk Usage Shows the disk usage of the device numerically.
4 Connection Shows the number of devices that are connected to the
Count device.
5 Load Shows the load status of services running on the device.
The values here show the average load values of 1, 5, and
15 minutes.

9.1.4 Application Usage

The names of the protocols present in the application layer and the number of their
uses.

9 Application Usage

DNS: 63 530 368 @ Loy =
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1 Application Shows the names of the most used protocols in the
Names application layer.

2 Number of | Shows the number of uses of the most used protocols
Applications in the application layer.

9.1.5 Network Interfaces

It shows the interfaces defined on the device and gives detailed information about the
defined interfaces. If a cable is plugged in on the ports of the Labris device, it is green.
If the cable is unplugged or the port is not in use, it will be grayed out. In this way,
information about the cables connected to the device is obtained.

9 Network Interfaces

Incoming -+ Outgoing

1 Interfaces The port information of the interfaces and the port to which
the cable is connected are displayed. If there is a cable
connected to the port, it appears in green, and if the cable
IS not connected, it appears in gray.

2 Incoming/Out | The time interval of inbound/outbound packets is displayed
going in KB/s. A green chart shows incoming packets, while an
Packets orange chart shows outgoing packets.
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9 Network Interfaces

ethl
10k
ggw
m @ m
oz .
0 — General Information
I b .
@'? _th 4 Interface:
N Netmask:
1P:
Link State:
Status:

Received Bytes:
Transmitted Bytes:

Errors
Received

Drops:
Errors:

Transmitted

Drops:
Errors:
Collisions:

eth1
255.255.255.0
192.168.100.100
up

up

1214333430
9102459999

0
9866728
0

When the cursor above is moved to Portl, it shows detailed information about Port1.
It shows interface information, IP and network mask, link status, received and sent
data, and incoming information. In the Errors section, it shows the errors in the

received and sent packets.
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9.1.6 Action Statistics

Action statistics graphically show the number of traffic that passes through the firewall
and web filter rules in the policies module, whether it is allowed or blocked. The data
kept in Action Statistics is 7 days of data.

& Action Statistics

2024-05-18 @

Accept(Firewall): 1861247 packet/day
Total: 2865240 packet/day J

] [] ] = - — L
2024-05-22 2024-05-23

2024-05-17 2024-05-18 2024-05-19 2024-05-20 2024-05-21

Logs (packet/day)

Accept(Firewall) @ Deny(Firewall) Allowed(Webfilter) Denied(Webfilter)

1 Accept(Firewall) | Shows a graph of the traffic that has passed through
the firewall rules in the Policy module with permission.
It is light blue in color.

2 Deny(Firewall) Shows a graph of traffic that has been blocked by the
firewall rules in the Policy module. It is black in color.

3 Allowed(Webfilter | Shows a graph of the traffic that passes through the
) web filter users in the Policies module with permission.
It is green in color.

4 Denied(Webfilter) | Shows a graph of the traffic that passes through the
web filter used in the Policies module as blocked. It is
orange in color.

5 Graphic Graphically shows the traffic that passes through the
firewall and web filter rules. It graphically shows 7 days
of data.
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10. System

In the system module, the name of the device is determined, and web and SSH port
information is assigned. In addition, the users who will be authorized to access the
device and their authorization settings are regulated. In this module, the certificate is
created and the configuration settings of the devices are made for the redundancy
structure (active/active or active/passive). Backups of the settings on the device are

taken and software updates are performed. The IP address to be authorized to access
the device is added, and finally, the license information is displayed.

All of the above-mentioned operations are performed in the System Module. When the
System Module is clicked, the General Settings module appears as the welcome

screen.

Labris

Qll & Network P VPN A Policies = E-mail Security  UIDS &IPS i Objects & Identity _© Monitor

© General Settings

aaaaa
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10.1 General Settings

The device's name, web port, SSH port, date and time settings, and SMTP settings
are displayed, and the default settings are changed here. The General Settings tab is
divided into three sections. These are General Settings, Date and Time Settings, and
SMTP Settings.

10.1.1 General Settings

It shows the name, ssh, and web port of the device defined on the device. Using the
General Settings module, the device name is changed, and the added certificate is
added in the Certificate Management module.

BSave@
@ Hostname labris
@ ‘Web Port 81
@ SSH Port 22
@ Certificate Based Authentication [
@Enlorce [
@ Certificate Authority lahris

1 Save Saves the changes made in the incoming Settings
module.

2 Hosthname Indicates the name of the device. To change the name
of the device, the device name is changed by typing
the server name you want and pressing the save
button.

3 Web Port Indicates the port that allows connecting to the web
interface. (e.g. 192.168.1.1:81)

4 SSH Port Indicates the port that allows connecting to SSH.

5 Certificate-Based | It is a button that allows you to connect to the web

Authentication interface with a certificate. In this way, it can be
connected to the device that has the certificate added
in the Certificate Management module.

6 Enforce It makes it mandatory to connect with a certificate
when connecting to the web interface.
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7 Certificate The certificate authority added in the Certificate
Authority Management module is selected.

10.1.2 Date / Time Settings

The date and time of the device are set manually or via an NTP server in the Date/Time
Settings section found in the General Settings tab.

@ Date/Time Settings

0 Time Zone Europe/lstanbul

@ Date & Time ntp manual
@ Date 2024-05-15 18:09:10

1 Time Zone It is used to set the date and time of the device
according to the time zone.

2 Date &Time It is used to add the date and time of the device from
the NTP server or manually.

3 Date When the manual is selected, the date and time can be
adjusted. When NTP is selected, date and time
settings are made according to the added NTP server.
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-If the manual is selected in the Date & Time Settings section, the following steps are
followed:

1. The manual must be marked in the Date & Time section.

2. The date is set manually from the calendar.

© Tarih/Zaman Ayarlari

Zaman Dilimi Europe/lstanbul - ‘

Tarih & Zaman ntp @
Tarih [ 50240209 09:29:18) @
€

February 2024 3
— S e Ly I~
28 29 30 31 1 2 3

Etkiplestir 4 5 8 7 8 ﬂ10
11 12 13 14 15 16 17

SMTP Sunjicusu 18 19 20 21 22 23 24 Test maili gonder
Mod 25 26 27 28 29 1 2 . ‘
3 4 5 6 7 8 9
Today
SunuculBarty

—
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-If NTP is selected in the Date & Time Settings section, the following steps are
followed:

1. NTP must be marked in the Date & Time section.

2. By default, another IP or domain address is entered other than
0.pool.ntp.org, 1.pool.ntp.org, and 2.pool.ntp.org.

3. After entering the IP or domain address of the NTP server, the addition
process is done by pressing the add button.

4. If you want to delete the NTP server you have added, you can delete it by
pressing the delete button.

5. The added NTP server is added to the end of the list.

@ Date/Time Settings

Time Zone

Europeflstanbul
Date & Time

o .
o -~

Add NTP Server 192.168.1.101 [ +]

0.pool.ntp.org |:| @

1.pool.ntp.org

manual

2.pool.ntp.org

192.168.1.100 | @
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10.1.3 SMTP Settings
It is the section where SMTP server settings are made on the Labris UTM device.
When this section is configured, an information e-mail is received about the operating
status of the device. Within the scope of the incoming malil, it sends an information e-
mail in cases such as services that do not work on the device, disk status, etc. In

addition to these, when SMTP is enabled, it sends an e-mail to the administrator e-
mail address attached in the cases where the backup is taken in the Setting Backup

tab.
@ Enable @)
@ Mail From labris@|abrisnetworks.com
@ Username labris@|abrisnetworks.com
@ Admin Mail admin@labrisnetworks.com [+] ‘/
. admin@labrisnetworks.com | @
1 Enable It is the button where the STMP settings are enabled.
2 SMTP Server It is where the domain address of the SMTP server is
entered.
3 Mode This is where the encryption mode of the SMTP server
is selected.
4 Server Port This is where the port of the SMTP server is entered.
Ex. 465
5 Mail From This is the section where the sender address of the
incoming mail is entered. The mail will be sent to the
e-mail address written here. Ex.
labris@labrisnetworks.com
6 Username SMTP is where the user name of the mail address
opened on the server is written. EX.
labris@labrisnetworks.com
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7 Password SMTP is the place where the password of the malil
address opened on the server is written.

8 Admin Mail This is where the administrator address to which the
mail will be sent is entered. Ex.
yonetim@]Iabrisnetworks.com

9 Add an Admin | This is where the e-mail address of the administrator
Mail Address you want to add is written. EX.
destek@labrisnetworks.com

10 Admin Mail | Shows the list of added admin mail addresses.
Address List

11 Send Test Mail After the SMTP settings are made, a test email is sent
for testing purposes, and the SMTP settings are tested.

10.2 Administration

It is the tab where the users who will be authorized to access the web interface of the
Labris UTM device are added and the profiles (authorizations) specific to the added
users are set. It has two sub-tabs for users and profiles.

s Network @ VPN A Policies & E-mail Security UIDS&IPS il Objects & Identity  © Monitor

PR 1 labris Labris Support admin

o
]
L]
&

By default, the admin user comes. The password of the admin user comes as a Labris
after the first installation.
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10.2.1 Users
It is the tab where users who will access the web interface are added. In order to add

a user, itis first necessary to add a user from the Identity tab in the Objects and Identity
module.

SEEMl & Network 7 VPN é Policies £ E-mail Security  0IDS & IPS Il Objecs & Identity & Monitor

1 Add It is the button to which the user who will access the
device is added.

2 Username This is the section where the name of the user who is
authorized to log in to the Labris UTM device is
displayed.

3 Real Name This is the section where display real name of added
admin user.

4 Access Profile This is the section where the access authorization of

the admin user is displayed.

5 Multiple Login This is the section where the multiple login permission
of the added admin user is displayed. A user who has
been granted multiple entries can log on to more than
one computer.

6 Manage The added admin is the section where the user is
deleted or the information about the user is changed.
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-It is necessary to press the add button to add users. Once pressed, we must select

the added user in the Objects and Identities module. After pressing the Add button,
the following screen appears.

User/Group Profile

@ Select User labris v
@ Access Profile
@ -

@ APl Key Service (
-

514efl5eabd69bdced03e 7|
01ff5cf12428342379d667
44aal7684ea33828705c9

admin | | ]

Muitiple Login

@ IP Whitelist 1111 (4]
Mo rows to display.
o
1 Select User Users created in the Objects and Identities module are

selected to be granted access authorization.

2 Access Profile Users who are authorized to access the web interface
are granted profile access authorizations. When a
profile is created for the VPN module and a profile is
assigned to the user, the user only shows the VPN
module.

3 Multiple Login This is where more than one login authorization is
enabled for the user who has been granted access.

4 APl Key Service It is the key generated for authentication by the user
who will be granted access. The API key is
regenerated or deleted.

5 IP Whitelist This is the section where the IP address that does not
require an API Key is entered.

6 Save It is the button where the settings of the user who will
be authorized to access the web interface are saved.

7 Close It is the button where the window opens after the Add
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button is pressed.

10.2.2 Profiles

It is the tab where the profile settings of the users who will be authorized to access the
web interface are made. On the Profiles tab, the user is authorized to access the
modules that they can access. By default, there are two profiles.

licies & E-mail Security  DIDS &IPS I Objects & identity @ Monitor

1 Add It is the button where the profile of the user who will be
connected to the Labris UTM device is added.

2 Name This is the section where the name of the added profile
is displayed.
3 Description This is the section where the description of the added

profile is displayed.

4 Manage It is the section where the authorizations of the added
profile are edited or deleted.
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-Click the add button to add a profile. After clicking the Add button, the following screen

appears.

System Profiles

@ Description VPN access profild
— Dashboard
— System
— Network v~
- VPN ~
- — L2TP
- - PPTP
— — SSLVPN »
= = IPsec >
— Policies v~
— E-mail Security v
— IDS &IPS ~
1 Profile Name It is the place where the name is entered in the profile
to be created. Ex. VPN
2 Description It is the place where the description of the profile that
will be created is written.
3 Modules to be|The module to be given management authority is
Authorized selected by the user who will be given management
authority. Read, write, and delete authorizations are
granted for the module.
4 Save It is the button where the settings are saved after the
profile is set.
5 Close It is the button where the window opened by clicking
the Add button is closed.
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10.3 Certificate Manage

The Certificate Management tab allows the creation of certificates within the device.
The generated certificate can also be user-based. The generated certificate uses SSL
to access the web interface. In order to access the web interface with a certificate, it
IS necessary to activate the certificate in the General Settings module.

VPN & Policies & E-mail Security QIDS&IPS |l Objects & Identity ) Monitor

There are two sub-tabs on the Certificate Management tab. These are Certificates and
Certificate Authority.

10.3.1 Certificates

This is the tab on which the certificate is created on the device or where the generated
certificate is added to the device. The certificate created on the Certificates tab is
created in the client, and the client-based certificate is created. In addition, the
generated certificate can be regular or user-based.

& Dashboard [ENEERY Network = VPN 4 Policies % E-mail Security _ U1DS &IPS Il Obiects & Identity & Monitor

1 Generate It is used to create certificates.

2 Import It is used to add another certificate that has already
been created to the device.

3 Certificate Name | The name of the generated certificate appears.

27 Labris Networks



Administration Guide For Labris UTM
A~ T, - YR e

4 Common Name The common name of the generated certificate
appears.
5 Certificate Indicates the authority of the generated certificate.
Authority
6 Certificate Type Indicates the type of certificate that was created. There

are two types: Client and Server.

7 Manage This is the section where the contents of the created
certificate are displayed, and the certificate is
downloaded and deleted.

-Click the Create button to create a certificate. After clicking the Create button, the
screen that appears is as follows.

Generate New Cetrtificate

@ Certificate Name labris
@ Key Length 2048 v

Valid For 1825 day

WG Certificate Authority labris v
b

@ Key Type Client Certificate v
@ Country Code TR -

@ Province Turkey
@ City Ankara
@ Organization Labris Networks

@ E-mail support@Ilabrisnetworks.com

A
I: 1 :I Commeon Name Type Normal User
N

@ Common Name labrig
o=

1 Certificate Name | This is the section where the name of the certificate to
be created is entered.

2 Key Length This is the section where the key length of the
certificate to be created is selected. Select the length
of the bits for which the encryption will be performed.
The bit length is chosen from 1024, 2048, and 4096
lengths.
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3 Validity The validity period of the certificate to be created is
Period(Days) entered. The entered validity period is determined by
the day.
Ex. After 1825 days, the validity period of the certificate
expires.
4 Certificate This is where the authority created on the Certificate
Authority Authority tab is selected.
5 Key Type This is where the key type of the certificate is selected.

There are two key types: Client and Server.

6 Country Code This is where the country code of the certificate is
selected.

Ex. TR.

7 Province It is where the state of the certificate to be created is
entered.

EX. Turkey.

8 City It is the place where the city name of the certificate to
be created is entered. Ex. Ankara.

9 Organization It is where the name of the organization is entered. Ex.
Labris Networks.

10 E-mail This is where the email address is entered. Ex.
support@labrisnetworks.com

11 Common Name | It is the place where it is selected whether the
Type certificate to be created will be normal or user-based.

12 Common Name When it is selected as normal, the public key must be
entered. When a user is selected, the user created in
the Objects and Identities module is selected. If a user
is selected, the use case of the certificate in the
SSLVPN and web interface is indicated.

29 Labris Networks


mailto:support@labrisnetworks.com

Administration Guide For Labris UTM
13 Save It is used in cases where the certificate to be created
needs to be saved after it has been configured.

14 Close Itis used in cases where the screen needs to be closed
after clicking the Add button.

-Click the download button to add the created Certificate Authority. After clicking the
download button, the screen that appears is as follows.

Import Certificate

":._. E .':I Upload With ZIP @ CA And Key @
@ ZIP File

oo X

1 Upload With Select the installation type of the Certificate Authority
to be downloaded.

2 ZIP It downloads the Certificate Authority via ZIP.
3 CA and Key It downloads the Certificate Authority via CA and Key.
4 ZIP File This is where the Certificate Authority that will be

added from your computer is selected.

5 Import This is the button where the selected Certificate
Authority is downloaded.

6 Close When the download button is clicked, it closes the
window that opens.
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10.3.2 Certificate Authority

An authority is created for the certificate created on the Certificates tab. Certificate
authority that is not on the device can be added to devices.

1 Generate It is used to establish the certificate authority.

2 Import It is used to add another certificate authority outside of
the device.

3 Authority Name The name of the certificate authority is displayed.

4 Common Name The common name of the certificate authority is
displayed.

5 Manage This is the section where the content of the created
certificate authority is displayed, and the certificate
authority is downloaded and deleted.
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-Click the Create button to create a certificate authority. After clicking the Create
button, the screen that appears is as follows.

Generate Certificate Authority

@ Certificate Name labrisauthority
@ Key Length 2048 v
@ Valid For 1825 day
@ Country Code TR v
0:51 Country of Province Turkey
@ City Ankara
@ Organization Labris Networks

I‘___ 8 I E-mail support@|abrisnetworks.com

@ Commeon Name labris

O =0 E3

1 Certificate Name | This is the section where the name of the certificate to
be created is entered.

2 Key Length This is the section where the key length of the
certificate to be created is selected. Select the length
of the bits for which the encryption will be performed.
The bit length is chosen from 1024, 2048, and 4096

lengths.

3 Valid For(Days) The validity period of the certificate to be created is
entered. The entered validity period is determined by
the day.

Ex. After 1825 days, the validity period of the certificate
expires.

4 Country Code This is where the country code of the certificate is
selected.

Ex. TR.
5 Country of | It is where the state of the certificate to be created is
Province entered.
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Ex. Turkey.

6 City It is the place where the city name of the certificate to
be created is entered.

Ex. Ankara.

7 Organization It is where the name of the organization is entered. Ex.
Labris Networks.

8 E-mail This is where the email address is entered.

Ex. support@labrisnetworks.com

9 Common Name It is the place where it is selected whether the
certificate to be created will be normal or user-based.

10 Save It is used in cases where the certificate to be created
needs to be saved after it has been configured.

11 Close Itis used in cases where the screen needs to be closed
after clicking the Create button.

-Click the Download button to add the created Certificate Authority. After clicking the
download button, the screen that appears is as follows.

Import Certificate

0 02 @ o

@ ZIP File

O

1 Upload With Select the installation type of the Certificate Authority
to be downloaded.

2 ZIP It makes the download process of the Certificate
Authority to be downloaded with ZIP.

3 CA and Key It downloads the Certificate Authority to be
downloaded with its CA and Key.
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4 ZIP File This is where the Certificate Authority that will be
added from your computer is selected.

5 Import This is the button where the selected Certificate
Authority is downloaded.

6 Close When the download button is clicked, it closes the
window that opens.

10.4 High Availability

It is the module where the high availability settings of Labris devices are made. It
occurs when two devices back up each other, and in cases where one of the devices
breaks down or malfunctions, a redundancy structure occurs when it switches to the
passive device. Running devices will work as active-active or active-passive.

Labris

@ Dashboard L system i Network @ VPN & Policies &2 E-mail Security UIDS &IPS Il Objects & Identity € Monitor
Q@ General Settings Bsave
© Administration v % High Availability Settings
B} Cenificate Manager v Enable C \
B High Availability [
Mode Active-Passive v
4 Backup & Restore
Protocol -
O Firmware Cluster
Console Access Role Master v
4, License HA Interface 0 eth7 (192.168.100.1) M
PeerlP 195 168.100.2
Sync Period 2 Hours .
Shared Key

Control Settings

Keepalive 2 Sec.

Dead Time 6 Sec

Warning Time 4 Sec.

Initial Dead Time 8 sec.
Reliable Ping Host 192.168.2.2

This Node Peer Node
Node Name  Active Standby
Sync Status OK OK
Firmware Version 4.0.0-1447 4.0.0-1447
Service Running Running
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10.4.1 High Availability Settings

In the High Availability Settings section, the redundancy settings of the devices are
made, and the protocol information, the interface to be redundant, and the pairing
period of the device are selected.

Hsave @

Enable
-

@ Made Active-Passive

@ Protocol Cluster
@ Role Master

HA Interface [ eth3 (192.0.0.1)

@ PeerlP ' 1920.0.2
@ Sync Period 2 Hours

Shared Key i

1 Save It is the button where the redundancy configuration is
saved.

2 Enable It is the button where the redundancy settings are
enabled.

3 Mode It is the section where redundant devices are set as
active-active or active-passive.

4 Protocol The protocols of the devices that will work redundantly
are selected. It is necessary to choose the protocol as
a VRRP or a Cluster. When VRRP is selected, it looks
at the state of the selected interface. When Cluster is
selected, a reliable ping server must be entered, and it
looks at the status on the ping server.

5 Role The task of the device to be configured as redundant
is selected. If Task Active is selected, the device you
configured will continue its task until it is delegated to
the passive device.

6 HA Interface It is the section where the interface to be redundant is
selected.

7 Peer IP Redundant is the section where the IP address of the
other device to be configured is entered.

35 Labris Networks



Administration Guide For Labris UTM

8

Sync Period

The pairing period for the configuration of the device is
selected. Pairing is done on active-passively installed
devices by switching the configuration on the active
device to the passive device.

Shared Key

This is the section where the shared key for the
devices is entered.

10.4.2 Control Settings

Control Settings vary depending on the protocol selected in the High Availability
Settings section.

-If the protocol cluster is selected in the High Availability Settings, the following screen
is edited.

Control Settings {f::-;_?::"'i}

-1

Dead Time

Keepalive 1 Sec.

@ Warning Time 2 Sec.
@ Initial Dead Time & Sec.

@ Reliable Ping Host 192.0.0.52

Control Settings

It is the section where the control settings of redundant
devices are made.

Keepalive

It is where the time to enter the time during which
access to the trusted ping server will be tested.

Dead Time

This is the section where the time of discontinuation of
access to the ping server is entered.

Ex. If it cannot access it within 4 seconds, it transfers
the task to the passive device at the end of 4 seconds.

Warning Time

If the ping receives a 2-second warning packet on
accessing the server, it delegates the task to the
passive device. The warning time is set in this section.

Initial Dead Time

It tests access to the ping presentation for 6 seconds
from the time of death. When access to the ping server
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arrives, the active device takes over. When the ping
server cannot be accessed, it remains on the passive

device.
6 Reliable Ping | This is the section where the IP address of the server
Host to which the device will ping is entered. The ping server

written here can be a server running on an internal or
external network.

-If the protocol VRRP is selected in High Availability Settings, the following screen is

edited.
@ Interval 20 Sec.
@ Fall 2 Count
@ Rise 2 Count
@ Track Interfaces 0 etnl (192.168.2.1)

@ Collision 2 . Count

@ Error 2 Count

@ Rx Packets 2 Count

@ Tx Packets 2 Count

1 Interval It is where the second is indicated, which controls the
specified interface.

2 Fail If it cannot reach 2 times in the second specified in the
interval section, that is, 30 seconds, it transfers the
task to the passive device.

3 Rise If it reaches 2 times in the second specified in the
increase section, thatis, in 30 seconds, it continues the
task.

4 Track Interfaces | It is the section where the interface to be controlled is
selected.

5 Interface State | It is the section where checking the interface status is

Check activated when desired.
6 Collision This is the section where the collision values of the
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interface are entered.

7 Error Error values in the packets coming to the interface are
entered.

8 Rx Packets Rx (Receiver) is specified in the number of packets.

9 Tx Packets Tx (Transmitted) is specified as the number of packets.

10.4.3 Load Transfer Settings
The protocol selected in High Availability Settings is turned on if it is VRRP. When
VRREP is selected, the following section appears.

& Load Transfer Settings

@ Shutdown-Reboot Interval 1 Sec.
@ Shutdown-Reboot Fall 5 Count

@ Shutdown-Reboot Rise 1 Count

1 Shutdown-Reboot | Itis time to delegate the task to the Passive device in
Interval case of a problem with the interface followed by the
actively running device.

2 Shutdown-Reboot | It refers to the process of switching into operation as
Fail a result of the shutdown or restart of the actively
operating device.

3 Shutdown-Reboot | It refers to the time to compile the task in the case of
Rise power-on in the process of shutting down and
restarting the actively running device.
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10.4.4 Status
It is the section where the status of the devices set as backups is checked.

[ Status

Peer Node

Node Name Active Standby

OK OK
4.0.0-1447 4.0.0-1447
Running Running
1 This Node Shows the status information of the device connected
to the web interface.
2 Peer Node The status of the co-tasking device is displayed.
3 Node Name The names of the redundant devices are displayed.
4 Sync Status The pairing status of redundant devices is displayed.
5 Firmware Version | Shows the version information of the devices.
6 Service Shows the operating status of the devices.

-The status information on the passively operating device should be as follows.

& Durum

Bu Digim Esgorevli Diagim

Diagam Adi Standby (labrisfw2) Active (labris)

Durumlan Esle  CK OK
Firmware Sarima  4.0.0-1449 4.0.0-1449
Servis  Running Running
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—

10.5 Backup & Restore

It is the module where the settings of the device are backed up, the backups taken are
sent to the FTP server, and the backups are returned.

@ Dashboard [ESSEFEWRN iNetwork ¥ VPN & Policies & E-mail Securiy WUIDS&IPS il Objects & Identity € Monitor

MaxBackp o

schedule | yyeesty

Notify Admin ( ]
Notity Only Fail (

Send Backup To Server ( ]
2 Backup And Restore Configuration
Backup Configuration Now

Restore Saved Configuration m
 Rosors |

Restore Factory Detault  [FEPSR0TY
i Backups

2024-05-15 13:03:57 22.05.2024 4.0.0-1453.devel

-

10.5.1 Settings

It is the section where the backups to be taken from the device are backed up to a
server. Here, daily, weekly, and monthly backups are taken to the selected FTP
server or device.

Hsave
& Settings
@ Max Backup 10

@ Schedule Weekly
@ Notify Admin ()

Notify Only Fail (

@ Send Backup To Server (';

Server LabrisFTP

1 Max Backup It is the section where the number to be saved is
selected.

Ex. If 10 is selected, it deletes the first backup it took.

2 Schedule The time to take a backup is selected.
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3 Notify Admin When the backup is taken, it sends an e-mail to the
administrator with the SMTP server in the General
Settings module.

4 Notify Only Fail Reports an error received during backup.

5 Send Backup to |Itis used in cases where FTP needs to send backups
Server to its server.

6 Server The FTP server set in Objects and Identify is selected.

10.5.2 Backup and Restore Configuration

It is used in cases where it is necessary to manually take a backup from the device.
The main purpose of this section is to take configuration backups from the device or
to restore the configuration backups taken to the device.

42 Backup And Restore Configuration

@ Backup Configuration Now
@ Restore Saved Configuration

1 Backup This is the button where the configuration settings are
Configuration backed up.
Now
2 Restore Saved | These are the buttons where the previously taken
Configuration configuration backup is selected, and the selected
configuration backup is restored.

10.5.3 Factory Default
It is the section used when it needs to return to factory settings.

5 Factory Default
@ Restore Factory Default Restore

1 Restore Factory | Itis the factory reset button.
Default
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10.5.4 Backups
This is the section where the backups taken from the device are displayed.

& Backups

Description o/ Version

1 2024-05-15 13:03:57 22.05.2024 4.0.0-1453.devel - ﬂ

1 Date Indicates the date when backups were taken.

2 Description A description of the backup is displayed.

3 Version Indicates the version from which the backup was
taken.

4 Manage It is the partition where the retrieved backup is
restored, downloaded, and deleted.

10.6 Firmware
It is the module where the software updates of the device are made and the version
information of the device is displayed.

Labris

@ Dashboard WSSEIEEHN & Network  #VPN A Policies &3 E-mail Security DIDS&IPS il Objects & Identity & Monitor © Visibility Logs &Reports @ Help ~ 2 admin ~

1 Your Version The version of your device is displayed.
2 Latest Firmware | It is the button where the version update of the device
Version is made.

10.7 Console Access

It is the module where the public and private IP addresses that will be authorized to
access the device are added, and access authorization is given to the added IP
addresses. Access authorization can be set to ssh, web, and ping.

Labris

@ Dashboard SEEHEN . Network % VPN 4 Policies [ E-mail Security  UIDS &IPS il Objects & Identity @ Monitor 3 Visibility @ Help = 2 admin ~

255.255.0.0

192.0.0.1 255.255.255.255

192.00.2 255.255.255.255

2

]

4 10203040 255.255.255.255
5 1721610 255.255.255.0
6

192.168.2.0 255.255.255.0
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1 Add This is where the IP address is entered for console
access authority.

2 Address The IP address that has been authorized to access the
console appears.

3 Netmask The netmask of the added IP address appears.

4 Services The services that can be accessed by the IP address
to be authorized to access the console are displayed.

5 Status The status of the address to which access is
authorized is displayed. If the status is green, it is
active. If the status is red, it is passive.

6 Description This is the section where the description of the IP
address to be authorized is entered.

7 Manage This is the section where the IP address that is
authorized to access is changed or deleted.

-Click the add button to add the IP or network address to be authorized to access the
console. After clicking the Add button, the following screen appears.

Console Access

@ Enable . )
b
@ P 10.20.30.40]
@ Netmask 255.255.255.255
@ Description labris

@ Services WEB

SSH

PING

O =0 3

1 Enable This is where console access authorized for IP or
network addresses is enabled.
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2 IP Enter the IP address to which the console access will
be authorized.

3 Netmask The network mask of the IP address is entered.

4 Description This is the section where the description associated
with the IP address to be authorized to access the
console is entered.

5 Services It is the place where the services to be granted access
authorization are selected.

6 Save It is the button where the settings are saved.

7 Close It is the button where the window that opens when the
Add button is clicked is closed.

10.8 License

In the license module, the hardware code, license installation, and license details are
displayed.

L as e SN inetwork @ VPN & Policies = E-mail Security DIDS&IPS il Objects & identity  © Monitor

o

@ Administ

o

License Overview
) Install License

. =
Chraoac e

- [==]

a

License Details

Features Description Status Create Date Expire Date
Network interface Management, Routing, Policy Based WAN-Load Balance And Failover, DHCP and DNS Active May 24, 2024 16:41 June 23, 2024 16:41
VPN Active May 24, 2024 16:41 June 23, 2024 16:41
Firewal/NAT Active May 24, 2024 16:41 June 23, 2024 16:41
Web Fiter Active May 24, 2024 16:41 June 23, 2024 16:41
E-Mail Security Active May 24, 2024 16:41 June 23, 2024 16:41
DS/PS Active May 24, 2024 16:41 June 23, 2024 16:41
Logs & Reports Aciive May 24, 2024 16:41 June 23, 2024 16:41
wauth Active May 24, 2024 16:41 June 23, 2024 16:41
Filter Plus Database NoLl

Support Active May 24, 2024 16:41 June 23, 2024 16:41
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10.8.1 License Overview
In the license module, the hardware code, license installation, and license details are

displayed.
License Overview
Hardware Info : 8200d54c3bable0c04d6e5719di94b6c4 TefbBeac @
Customer ID : destk110 @
1 Hardware Info The hardware code of the device is displayed. The
hardware code is used in the production of licenses.
2 Customer ID The customer identification number is displayed.

10.8.2 Install License

This is the section where the license created according to the Hardware Information
in the Overview section is installed.

Install License

@ File : Choose file
@ Signature : Choose file

2]

1 File The file with the tar.gz extension produced according
to the hardware information of the device is added.

2 Signature A file with a sig extension produced according to the
hardware information of the device is added.

3 Submit files to | It is the button used to activate the license after the
activate the | added file and signature are selected.
license
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10.8.3 License Details
In the Install License section, after the license is installed, the License Details are
displayed.

License Details

Features @ Description @ Status @ Create Date @ Expire Date
Network Interface Management, Routing, Policy Based WAN-Load Balance And Failover, DHCP and DNS Active May 24, 2024 16:41 June 23, 2024 16:41
VPN IPsec, SSL VPN, L2TP, PPTP Active May 24, 2024 16:41 June 23, 2024 16:41
Firewall/NAT Identity Based L2-L7 Firewall, Dos/DD0S and NAT Active May 24, 2024 16:41 June 23, 2024 16:41
Web Filter Identity Based HTTP/HTTPS Domain, URL, Content Fiter and Anti Virus Active May 24, 2024 16:41 June 23, 2024 16:41
E-Mail Security SMTP/POP3 Anti Virus/Anti Spam Active May 24, 2024 16:41 June 23, 2024 16:41
1DS/IPS Intrusion Detection And Prevention Active May 24, 2024 16:41 June 23, 2024 16:41
Logs & Reports Logs And Reporting Active May 24, 2024 16:41 June 23, 2024 16:41
Wauth Hotspot/Captive Portal User Authentication Active May 24, 2024 16:41 June 23, 2024 16:41
Filter Plus Database 500+ Million Domain, URL, Content Database No License

Support n Active May 24, 2024 16:41 June 23, 2024 16:41

1 Features The modules of the installed license are displayed.

2 Description A description of the licensed modules is displayed.

3 Status License status is displayed by features. If you have a
license in the feature, it says active in the status line; if
there is no license in the feature, it says no licence.

4 Create Date The creation date of your license is displayed.

5 Expire Date The expiration date of the license is displayed.
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11.Network

In the Network menu, IP configuration, static routing, SD-WAN, DHCP, and DNS
settings are made for the Labris UTM device. In this section, interfaces can be added,
routing is written to the IP addresses we add, we can define your external links to SD-
WAN, and a DHCP server can be defined for your local interfaces.

PVPN A Policies & E-mail Security WIDS&IPS |l Objects & Identity € Monitor © Visibility Logs&Reports @ Help - 2 admin -

Interface Type Role MAC Speat
B 1 etho etho ethemet 169.254.1.2/255.255.0.0 { 08:00:27:3f8d:81 1500 auloneg on =4
& P | 2 cihl ethl ethemet 192.168.2.1/255.255.255.0 08:00.27:6ealed 1500 autoneg on &
& Dns 3 ethe wan ethemet 1 08:00:27-157:ae 1500 autaneg on B
4 eth3 ethd ethemet 1 08:00:27:e86c% 1500 autoneg on ]
5 ethl23 Vian2s vian 0 192.168.23 none 1500 autoneg on 3 n
6 eth1o ar alias 192.168.1.254/255.255.255.0 08.00.27:6ealed 1500 autoneg on n
7 ehil anz alias 100.0.1/255.255.255.0 0B:00:27:6eale3 1500 autoneg on n
8 pppo Madem1 pppoe 0 0.00.000.0.00 i autoneg on n
9 pppl ppp0 pppoe ® 0.00.000.00 1 autoneg on n

11.1 Interface

You can add IP under an interface where interfaces on the Labris UTM device are
configured or as a alias. Apart from these, you can add bridge interfaces, VLANS,
Connected interfaces, PPPoEs, and 3G/4G interfaces.

S & Netw VPN & Policies  ELE-mail Security DIDS&IPS |l Objects & identity  © Monitor © Visibiliy

e EEE
08:00:27-6e:al'e3 1500 autoneg on E
08:00:27 6e:al:e3 1500 autoneg on E
8 ppp0 Modem1 pppoe ® 0.0.0.0/0.0.0.0 extemnal autoneg on 1= ﬂ
9 pppl pppO Ppppoe @ 0.0.0.0/0.0.0.0 extema autoneg on =3 E
1 Add It is the button where the alias, bridge interface, VLAN,
bond interfaces, PPPoE, and 3G/4G interfaces are
added.
2 Interface It is the section where the name given to the system at
the interface to be edited or added is displayed.
3 Name The name of the edited or added interface is displayed.
4 Interface Type The interface type of the modified or added interface is
displayed.
5 Status This is the section where the interface status is
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displayed.

6 IPv4 Address The IPv4 addresses of the interfaces are displayed.

7 Role The role of the interface is displayed.

8 MAC The MAC addresses of the interface are displayed.

9 MTU The MTU value of the interface is displayed.

10 Speed The speed of the interface is displayed.

11 Manage It is the section where the statistics of the interface are
displayed, the layout of the interface, or the deleted
interface.

11.1.1 Interface Editing
To edit the interface on the Labris device, click on the Edit button (green button) in the

Manage section. You can edit according to your topology on the screen that appears.
After clicking the Edit button, what comes up is as follows.

1 ethd eth0 ethernet 169.254.1.2/255.255.0.0 extemal 08:00:27:31.8d:81 1500 autoneg on

2 ethl ethl ethernet 0] 192.168.2.1/255.255.255.0 ermna 08:00:27:6e:al:e3 1500 autoneg on

3 eth2 wan ethernet ® 10.14.15.1/255.255.255.0 extemal 08:00:27:15:{7:ae 1500 autoneg on 3
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Ethernet ethl

@ Name ethl]
@ IP | Netmask 192.168.2.1/255.255.255.0 @
DHCP

@ Role Internal v
@ Speed autoneg on v

@ Masquerade
@ MTU 1500

N
W8 Device Status

@ visiviity L) @

Up Down

o e

1 Name Enter the name of the edited interface.

2 IP/Netmask The edited interface IP and Netmask are entered.

3 DHCP In cases where it needs to receive an IP from a device
located in front of the interface, it must be marked.

4 Role This is where the interface is set to internal (internal
network) or external (external network).

5 Speed It is the section where the speed of the interface is
selected.

6 Masquerade In cases where you have only one external network, it
must be turned on. It is a dynamic address translation.

7 MTU This is the section where the MTU value of the
interface is entered.

8 Device Status This is where the interface opens. It is the button used
to activate the interface.

9 Visibility Opens when the interface should be displayed in the
traffic analytics menu.
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10 Save It is the button where the edited interface is saved.

11 Close It is the button where the window that opens when the
Edit button is clicked is closed.

11.1.2 Adding an Interface

By default, on the Labris device, it is used to add interfaces outside of the interfaces.
To add an interface, an interface is added by clicking the add button. After clicking the
Add button, the screen that appears is as follows.

Add 'l

| % Alias

= Bridge
k& VLAMN
<, Bond
i PPPoE

I 3G/M4G

11.1.2.1 Alias
It is used in cases where it is necessary to add a virtual IP to the Labris device together
with the Alias interface. The added Alias interfaces can be either internal or external

networks.
Alias IP
= Bridge
@ Name LAN-Employee
E VLAM
‘: Bond @ IP | Netmask 10.0.0.1/255.255.252.0
i PPPoE @ Interface B ethl (192.168.2.1) v
I 3G/HAG @ Device Status Up Down
o
1 Name Enter the name to be given to the Alias interface to be
added.
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2 IP / Netmask Alias Interface to be added is the part of the interface
where the IP and subnet mask are entered.

3 Interface Alias is the part of the interface under which the
interface to be added is selected.

4 Device Status This is the section where the Alias interface is enabled.
If the Device State is up, the interface is active, and if
Device Status is down, the interface is passive.

5 Save It is the button where the settings are saved.

6 Close It is the button that closes the window that opens when
clicking on Nickname.

-The added Alias interface looks like this.

eth1:2 LAN-Employee alias ® 100.0.1/255.255.252.0 fema 08:00:27:6e:ale3 1500 altoneg on Eﬂ
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11.1.2.2 Bridge Interface

It is where the interfaces on the Labris device are bridged, along with the bridge
interface. It is used in cases where it is not desired to change the configuration on the
device in front of the Labris device.

¥ Alias Bridge Interface
L VLA @ Name brQ

@ External B eth2 (0.0.0.0) v
<, Bond
i @ Internal 2 eth3 (0.0.0.0) v
i PPPoE
. @ IP | Netmask 192.168.0.1/255.255.255.0
i 3G/M4G

@ Device Status Up Down
@ Visibility b/ @
(7}

1 Name Enter the name to be given to the bridge interface to
be added.

2 External It is where the interface that will be external (external
network) is selected.

3 Internal It is where the interface that will be internal (Internal
network) is selected.

4 IP / Netmask This is where information about the IP and network
mask of the Bridge Interface is entered.

5 Device Status This is the part where the device status of the bridge
interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

6 Visibility In the Traffic Analysis module of the Bridge Interface,
it is opened when it is desired to examine the traffic of
the interface in detail.

7 Save This is the button where the configuration made in the
Bridge Interface is saved.
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8 Close This is the button that closes the window that opens
after clicking on the Bridge Interface.

-The added Bridge Interface looks like the following.

IT brd br0 bridge 192.168.0.1/255.255.255.0 haric 08:00:27:15:{T:ae 1500 autoneg on I ﬂ

11.1.2.3 VLAN Interface
It is used to define the VLAN interface to the Labris device. The VLAN configuration
made on the switch can be defined on the Labris Device.

Y Alias VLAN Interface
= B’i:lge @Name Vian23
& VLAN @ Interface 0 ethl (192.168.2.1)
<, Bond @“'“‘”"’ =
i PPPGE @Role Internal
) @ IP i Netmask 192.168.23.1/255.255.255.0 oHee
I 3GMAG
@ Masquerade
@ Device Status Up Down
@Visibiliw b
O
OmEm
1 Name Enter the name to be given to the VLAN interface to be
added.
2 Interface This is the section where the interface to be configured
is selected.
3 VLAN ID It is the place where the VLAN ID number designated
on the switch is entered.
4 Role VLAN is the section where the task of the interface is
selected.
5 IP / Netmask The VLAN is where the IP and Netmask information of
the interface is entered.
6 Masquerade It is the place where dynamic address conversion is
turned on, on the VLAN interface.
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7

Device Status

This is the part where the device status of the VLAN
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

Visibility

In the Traffic Analysis module of the VLAN Interface, it
is opened when it is desired to examine the traffic of
the interface in detail.

Save

It is the button where the configuration made on the
VLAN interface is saved.

10

Close

It is the button where the window that opens after
clicking on the VLAN interface is closed.

-The added VLAN Interface looks like the following.

| eth1.23

Vian23 vlan

192.168.23.1/255.255.255.0

08:00:27:6e:aled | 1500 autoneg on ™

11.1.2.4 Bond Interface
It is used to define the Bond Interface to the Labris device. A redundancy structure is
created by connecting the interfaces.

% Alias sy
oy Z, (3 )
- B'i:lge & General ] Meml)erlerface o
E VLAN @ Name bond0
@ Mode 802.3ad(LAG)
- PPPoE @@ Role External
IP [ Netmask 192.168.100.1/255.255. 255,[1
:. 3Gl£G @ Maﬁqueraue o
@ Device Status up Down
@ Visibility
(1] &Save |
1 General This is the tab where the general settings of the Bond
Interface are made.
2 Member Interface | This is the tab where member interfaces are added to
the bond interface.
3 Advanced It is the tab where the advanced settings of the Bond
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Interface are made.

4 Name This is the section where the name to be given to the
bond interface is entered.

5 Mode The operating mode of the Bond Interface is selected.

6 Role This is where the bond interface is set to internal
(internal network) or external (external network).

7 IP / Netmask This is the section where the IP and netmask
information of the bond interface is entered.

8 Masquerade This is the button in the Bond Interface where dynamic
address conversion is turned on.

9 Device Status This is the part where the device status of the Bond
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

10 Visibility In the Traffic Analysis module of the Bond Interface, it
is opened when it is desired to examine the traffic of
the interface in detail.

11 Save It is the button where the configuration made on the
Bond Interface is saved.

12 Close It is the button where the window that opens after
clicking on the Bond Interface is closed.
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- The member interfaces of the Bond interface are added. To add a member interface,
click on the Member Interface tab. After clicking, select the interface on the screen that

appears.
o General B Wember Interface
@ Bond O & Available Interface
[ eth3 (0.0.0.0) w @ ethl (0.0.0.0) [+]
@ eth2 (0.0.0.0)
OEn =
1 Bond This is the section where the interfaces added as
members of the bond interface are displayed.
2 Available This is the section where the available interfaces that
Interface can be added as members of the bond interface are
displayed.
3 Save This is the button where the configurations made in the
Bond Interface are saved.
4 Close It is the button where the window that opens after
clicking on the Bond Interface is closed.

-The screen that comes up when the mode section is clicked is as follows.

802.3ad(LAG) @ .
Role round-robin @
active-backu @
[Netmask P

om
querade
broadcast

e Status
=
Visibility ALB @

802.3ad (LAG)

It is the protocol that allows you to combine multiple
connections into a single connection.

Round-robin

It is an algorithm in which servers are selected
sequentially and traffic is shared according to this
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order.

3 Active-backup It works with active backup logic. Only one interface is
active. If there is a problem with the actively running
interface, it transfers the traffic to the passive interface.

4 XOR The source MAC address sends packets according to
the destination MAC address algorithm. Selects the
same interface for each target.

5 Broadcast Sends all packets to all interfaces.

6 TLB The total load is shared by each interface according to
its own load. The load of each interface is measured in
proportion to its speed.

7 ALB Both outbound and inbound traffic are load shared and
do not require the support of a dedicated switching
device.

- When the Advanced tab is clicked, the screen that appears is as follows.

Bond Interface bond0

§ Advanced

@ Hash Policy layer2 -
@ Speed autoneg on -
@ MTU 1500

@ MIIMON 100

(5]
1 Hash Policy Used in cases where XOR mode is selected.
2 Speed It is where the speed of the interfaces that are

connected is adjusted.

3 MTU This is the part where the MTU value is entered.

4 MIIMON The value at which the interface will be controlled is
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entered.

5 Save It is the button where the interfaces set as Bond
interfaces are saved.

6 Close It is the button where the window that opens after

clicking on the Bond Interface is closed.

11.1.2.5 PPPoE
In cases where the ADSL modem is put in bridge mode, the PPPOE interface is used
on the Labris device. The username and password given by the Internet Service
Provider (ISP) are defined by entering them correctly. If the information entered is
correct, your external IP address appears in the IP section of the interface.

= Bridge @ Nemme oopo
s VLAN @UserName labris@support
«, Bond @mem
@ Confirm Password sasssasssas
I 3G/4G @In[erface B eth3 (0.0.0.0)
Default Gateway
@Masquerade
@ Device Status up Down
@ Visibility L/ @
o & sove J cioe
1 Name Enter the name to be given to the PPPOE interface to
be added.
2 User Name It is the section where the username given by the
Internet Service Provider is entered.
3 Password This is the section where the password given by the
Internet Service Provider is entered.
4 Confirm It is the section where the password given by the
Password Internet Service Provider is re-entered.
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5 Interface This is where the interface is selected to define the
PPPoE interface.

6 Default Gateway | This is the button where the PPPOE interface is set as
the default gateway.

7 Masquerade It is the button where the dynamic address conversion
of the PPPOE interface is turned on.

8 Device Status This is the part where the device status of the PPPoE
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.

9 Visibility In the Traffic Analysis module of the PPPoE Interface,
it is opened when it is desired to examine the traffic of
the interface in detail.

10 Save It is the button where the configuration made on the
PPPOE Interface is saved.

11 Close It is the button where the window that opens after
clicking on the PPPOE Interface is closed.

-The added PPPOE Interface appears on the Labris UTM device as follows.

| pppi pPPO. pppoe ® 0.0.0.0/0.0.0.0 haric autoneg on w ﬂ
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11.1.2.5 3G/4G

3G/4G modems (VINN etc.) It is used in cases where it needs to be defined on the
Labris UTM device.

% Alias
= Bridge
& VLAN

<, Bond

i PPPoE

3G/4G Interface

@Name 3gmodem|
@Prwider Turk Telekom

@ Modem M
@ Pin No Pin
@ Default Gateway
@ Masquerade
@ Device Status up Down

@ Visibility @
O =D e

Name

It is where the name to be given to the 3G/4G Interface
is entered.

Provider

This is where the provider of the 3G/4G Interface is
selected.

Modem

This is where the modem information of the 3G/4G
Interface is selected.

Pin

It is the section where the pin information of the 3G/4G
Interface is written.

Default Gateway

It is used in cases where the 3G/4G Interface needs to
be set as the default gateway.

Masquerade

It is the button where the dynamic address conversion
of the 3G/4G Interface to be added is turned on.

Device Status

This is the part where the device status of the 3G/4G
Interface is specified. If the Device State is up, the
interface is active, and if the Device Status is down, the
interface is passive.
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8 Visibility In the Traffic Analysis module of the 3G/4G Interface,

it is opened when it is desired to examine the traffic of
the interface in detail.

9 Save This is the button where the configuration made on the
3G/4G Interface is saved.

10 Close It is the button where the window that opens after
clicking on the 3G/4G Interface is closed.

11.2 Static Routes
Static routing is the manually configured setting to define to route of an IP address to
the next destination address. By specifying which interface or gateway the packet

leaves and which device the packet is routed to, static routes control the traffic leaving
Labris UTM.

In the static routing section, the routes that are intended to direct the traffic allocated
for a network or a computer through a different next stop are added instead of a default
route.

VPN A Policies 5 E-mail Security UIDS&IPS Wl Objects & Identity  © Monitor

G SD-WAN

% prep M 2 wany 10.20.30.48
O DNS

3 default 0.0.00 0000 0.0.0.0 1 eth2

1 Add This is the button to which the Static Route is added.

2 Name The name given to the Static Route is displayed.

3 Destination The destination address is displayed.

4 Netmask The network mask of the destination address is
displayed.

5 Gateway The gateway of the destination address is displayed.

6 Metric The metric value of the routing is displayed.

7 Interface The interface in which the routing is written is
displayed.
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8 Route Table The Static Routing table in the monitoring module is
displayed.
9 Manage It is the section where the typed Static Routing is

deleted or edited. The red button is selected to delete
the route. The green button is selected to edit the typed
route.

-To add Static Route, click the add button to add it. After clicking the Add button, Static
Route is added by filling in the necessary information in the window that appears.

Static Routes

@ Mame Lan1g|

i b

W) Destination Address 192.168.15.0
o 4

Netmask 255.255.255.0

Gateway 192.168.2.1

000

Interface B ethl (192.168.2.1) -

Metric 1

()

(0-4,294,967,295)

1 Name It is the section where the name given to Static Route
is entered.
2 Destination It is the section where the destination address to be

written forwarding is entered.

3 Netmask This is the section where the network mask of the
destination address is entered.

4 Gateway This is the section where the gateway to which the
destination address will be routed is entered.

5 Interface This is the section where the Static Route interface to
be written is selected.

6 Metric It is the section where the metric unit of the Static
Route to be written is written.
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7 Save It is the button where the configuration of the static
route is saved.

8 Close It is the button where the window opened by clicking
the Add button is closed.

11.3 SD-WAN

It is a technology that handles traditional wide-area networks (WAN) with a modern
approach. SD-WAN is used to provide network administrators with flexibility to
increase the performance of their wide networks.

SD-WAN are software-based wide area networks. It offers a software-based backup
structure in case of any interruption in the Internet links of the institutions.

In cases where there are two or more internet links, the internet links are configured
as redundant by using the SD-WAN module on the Labris UTM device. The bandwidth
of the Internet links is grouped.

O Visbiity @ Logs&Reports @ Help + & admin +

. B 192168121 a2 0 G B

2 DLS1 192.168.11.1 efhd 0} ® n

1 Add This is the button used to add the interfaces added as
an external network to the SD-WAN.

2 Name The name of the added gateway is displayed

3 Gateway The interface address of the added gateway is
displayed.

4 Interface The interface of the added gateway is displayed.

5 Reachable When the gateway is reached, it appears green, and if
not, it appears red.

6 Router When the gateway is routing traffic, it appears green,
and if not, it appears red.
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7 Manage There are buttons where the added gateway can be
edited or deleted. The gateway added with the green

button is edited, and the gateway added with the red
button is deleted.

11.3.1 Gateway
It is the module where the gateways of the interfaces set as external networks are
defined. To add a gateway, click the add button to add an SD-WAN gateway.

Add Gateway

@ Name DLSZ

@ Interface B eth2 (192.168.12.2) v

@ Gateway 192.168.12.1
@ Ping Addresses 8.8.8.4 ©

8.8.88

1 Name This is the section where the name of the gateway to
be added is entered.

2 Interface This is the part where the interface of the gateway to
be added is selected.

3 Gateway This is where the gateway address is written.

4 Ping Addresses This is the section where the ping server is entered,
which the gateway can access.

5 Add Ping | This is the section where the ping server is added,
Addresses which the gateway can access.

6 List of Ping | A list of ping addresses for the gateway is displayed.
Addresses

7 Save This is the button where the configuration of the

gateway is saved.
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8 Close This is the button used to close the gateway
configuration settings.

-The added gateways look like the following.

| DsL2 192.168.11.2 etht n

11.3.2 Gateway Groups

It is the module where the gateways are grouped in the SD-WAN module and the
previously grouped gateways are displayed. Gateways are grouped by clicking the
add button to create a gateway group.

1 Add It is the button where the added Gateways are
grouped.

2 Group Name The name of the added gateway groups is displayed.

3 Links / Weight The grouped gateways and the priority values of the

gateways are displayed.

4 Manage Can edit or delete grouped gateways.

-To group the gateways added in the Gateway module, click the add button to group
the gateways.

Add Gateway Group X

@ Name Group_DLS
@ Members @ @ Gateways @
DLS2 Weight{L | & DLS1 [}
()
Ooc=n
1 Name Enter the name to be given to the gateway group.
2 Members Indicates the gateways that are members of the

gateway group. This is the section where the added
gateways are deleted from the list of members.
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3 Gateways This is the section where the list of gateways is
displayed and the displayed gateways are added as
members.

4 Save This is the button where the settings of the groups of

gateways are saved.

5 Close It is the button where the window opened by clicking
the Add button is closed.

-The added Gateway Groups look like the following.

i DsL2 /1
[DSL = DSL/1 ﬂ |

11.4 DHCP

DHCP stands for Dynamic Host Configuration Protocol.

The DHCP server provides the IP address and the relevant configuration information,
such as the subnet mask and standard network relay point for the host systems within
the LAN. Specifies a unique IP address for each computer to be assigned to the
system.

DHCP is a useful protocol on large networks where it is desired to centralize IP
management to reduce errors made by humans. A DHCP server is a server that
automatically assigns IPs to clients within a specified IP range.

-Steps of operation of the DHCP service;

1.DHCP Discover: When a device first connects to the network or needs AP
isolation, DHCP begins to discover. The device sends a broadcast message to find
the DHCP server on the network. The content of the message contains information
such as the network name and MAC address.

2.DHCP Offer: The DHCP server receives the DHCP discovery message and
prepares a quote that includes one of the available IP addresses on the network and
other network configuration information. This offer is sent to the device by the DHCP
server.

3.DHCP Request: The device accepts the DHCP offer and optionally sends a
DHCP request indicating that it wants to use the IP address.

4.DHCP Acknowledge: The DHCP server sends an acknowledgment
message (ACK) confirming that it has received the request. This message allows the
device to use a specific IP address and contains other network configuration
information.
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On the Labris UTM device, the DHCP server can distribute the DHCP's lease list
from another DHCP server, and the DHCP global settings are made.

1 Add It is the button where the DHCP server is added.

2 Name The name given to the added DHCP server is
displayed.

3 Subnet The network address for which the DHCP server is
identified is displayed.

4 Netmask The network mask of the DHCP server is displayed.

5 Router The router address of the DHCP server added is
displayed.

6 Type The type of the server is displayed. It can be dynamic
or static.

7 Status Indicates the status of the DHCP server. If there is a
green expression in the status section, the DHCP
server is active, and if there is a red expression, the
DHCP server is inactive.

8 Manage It is used to delete the added DHCP server and edit its
configurations.
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11.4.1 Scope
It is the module where the DHCP server is defined on the Labris UTM device. In this
module, the Labris UTM device acts as a DHCP server.

@ Dashboard  CISystem [WEMIENERR = VPN 4 Policies & E-mail Security  0IDS &IPS il Obijecis & Identity & Monitor

Click the add button to add a DHCP server on the Labris UTM device. After clicking
the Add button, the DHCP server can be defined on the Labris UTM device by filling
in the information on the screen that appears.

After clicking the Add button, the screen that appears is as follows.

& Settings 0 1P Rese n

@ Enable L )

@ Type Dynamic Static
@ Scope Name Lan_DHCP

@ Interface 0 ethl (192.168.1.1)
@ Network Address Custom
@ Router Custom
@ Lease Time 1440 Min.
@ MAX Lease Time 2880 Min.
@ Domain Name Lan.dns
@ DNS Custom
@ Primary DNS 8888
@ Secondary DNS 195.175.39.39

@ IP Range start: 192.0.2.10 - top: 192.0.2.100

192.168.1.100 - 192.168.1.150

o
o
1 Settings This is the screen where the DHCP Server settings are
edited.
2 IP Reservations This is the section where IP reservations are made on
the DHCP server.
3 Advanced This is the section where advanced settings of the
Settings DHCP server to be added are made.
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4

Enable

This is the button where the DHCP server is enabled.

Type

The type of DHCP to be added is set. Dynamic or Static
is selected as the server type. If dynamic is selected,
the DHCP server automatically distributes IP
addresses. If static is selected, it must be added to the
IP Reservation section on the DHCP server. The
server does not automatically distribute IP addresses.

Scope Name

Enter the name of the DHCP server.

Interface

The interface on which to create the DHCP server is
selected.

Network Address

This is the button used to enter the network address of
the DHCP server specifically. If it is not checked, the
network address of the interface is used.

Router

This is the button used to enter the router's address of
the DHCP server exclusively. If it is not checked, the
router address of the interface is used.

10

Lease Time

This is the section where the lease period of the IP
address given by the DHCP server to the client will be
set.

11

MAX Lease Time

This is the section where the maximum lease period of
the IP address given by the DHCP server to the client
will be set.

12

Domain Name

This is the section where the domain name of the
DCHP server is entered.

13

DNS

Enables DNS addresses in cases where you want to
set them to private.

14

Primary DNS

When the DNS section is checked, the primary DNS
addresses are entered.

15

Secondary DNS

When the DNS section is checked, secondary DNS
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addresses are entered.

16 IP Range This is the section where the IP Range of the DHCP
server is selected. It is necessary to enter the starting
and ending IP addresses.

17 Add IP Range After entering the starting and ending IP addresses, it
is necessary to click on the + button.

18 IP Address List A list of added IP ranges is displayed.

19 Save This is the button where the configuration settings
made on the DHCP server are saved.

20 Close It is the button where the window that opens when the
Add button is clicked is closed.
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-The following steps are performed to perform IP/MAC mapping on the DHCP server
configured on the Labris device.

1- Itis entered in the Network/Dhcp/Server module.

2- Click the edit button from the manage column of the server to be matched
with the IP/MAC.

3- After clicking the Edit button, the IP Reservations section is selected from
the screen that appears.

4- By clicking the add button in the IP Reservations section, IP/MAC matching
is made by entering the hostname, MAC Address, and IP Address
information.

5- Finally, to delete the clients with which you have an IP/MAC match, you can
delete by selecting the match you want to delete and clicking the delete

button.
1 : .V
3 B e T 0
O o3 e
1 Add It is used to perform IP/MAC matching.
2 Delete It is used to delete clients with IP/MAC matching.
3 Hostname This is the section where the name of the hostname
with IP/MAC matching is displayed.
4 MAC Address This is the section where the MAC address of the
device with IP/MAC matching is displayed.
5 IP Address This is the section where the IP address of the device
with IP/MAC matching is displayed.
6 Status The status of the IP/MAC matched device is displayed.
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If the status is green, IP/MAC matching has been
made. If the status is red, there is no IP/MAC matching.

7 Adding an | After clicking the add button to add an IP/MAC match,
Address the hostname, MAC address, |IP address, and status
information are set.

8 Attached Address | This is what clients with IP/MAC matching look like.

9 Save It is the button where the IP/MAC matching is saved.

10 Cancel DHCP is the button where the server's screen is
canceled.

-The following steps apply advanced settings to the DHCP server configured on the
Labris device. Advanced settings, DNS, default gateway, time server, WINS servers,
etc., are performed on the DHCP server.

1- Itis entered in the Network/Dhcp/Server module.

2- Click the edit button from the manage column of the server where the
Advanced Settings will be made.

3- Atfter clicking the Edit button, the Advanced Settings section is selected from
the screen that appears.

4- From here, the NTP, WINS servers and DHCP advanced parameters to be
added are added.

DHCP Scope

¢ Advanced Settings
@ Ping Check [

@ Primary NTP Server 192.168.1.23
@ Secondary NTP Server 192.168.1.24
@ Primary WINS Server  192.168.1.25
@ Secondary WINS Server 192.168.1.24

@ Advance Parameters option <optonnames )

o
1 Ping Check It is the button where ping control is turned on on

DHCP.
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2 NTP Server This is the button that needs to be checked to add an
NTP server to your DHCP server. To add the IP
address of the NTP server, the enable button must be
checked.

3 Primary NTP [ The address of the primary NTP server is entered.

Server
4 Secondary NTP [ The secondary NTP server address is entered.
Server

5 WINS Server This is the button used to add a WINS server on a
DHCP server. To add a WINS server, the enable
button must be checked.

6 Primary WINS | The WINS server is to be added as the primary.

Server
7 Secondary WINS | The WINS server is to be added as a secondary.
Server
8 Advanced It is used for adding advanced parameters on the
Parameters DHCP server.
9 Save This is the button where DHCP settings are saved.
10 Close This is the button where DHCP settings are canceled.
11.4.2 Lease
The Lease List module displays a list of IP addresses that the DHCP server has given
to the client.

Reserve

It is the button where the IP and MAC addresses of the
clients that receive IP from the DHCP server are
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mapped. The client to be matched must be marked.

2 Delete It is the button where the clients that receive IP from
the DHCP server are deleted from the lease list. The
client to be deleted must be marked.

3 IP Address This is the section where the IP address that the
client receives from the DHCP server is displayed.

4 Physical Address | The MAC address of the client is displayed.

5 Start Date The start date when the client obtained an IP from the
DHCP server is displayed.

6 End Date The date when the client will leave the IP address from
the DHCP server is displayed.

7 Scope The DHCP server from which it obtained its IP address
is displayed.

8 Name The name of the client is displayed.

9 Lease The lease status of the client that receives an IP

address from the DHCP server is displayed.

10 Status The status of the client that receives an IP from the
DHCP server is displayed.

11.4.3 Relay
It is the module used to define the DHCP server that is not on the Labris UTM device.

licies G2 E-mail Security WIDS&IPS il Objects & Identity @ Monitor

1 Add It is the button used to add a DHCP server that is not
on the Labris UTM device.
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2 Interface The interface to which the DHCP server is connected
is displayed.

3 Server The IP address of the DHCP server is displayed.

4 Manage This is the section where the DHCP server is deleted
or the configuration is edited.

-Click the add button to add a DHCP server to the Labris UTM device. After clicking
the Add button, the necessary information is entered on the screen that appears, and
the DHCP server addition process is done.

DHCP Relay

@ Server 192.168.1.24

@ Interface Q ethl (192.168.1.1) -

o

s Tz o] coe.

1 Server Enter the IP address of the DHCP server.

2 Interface The interface where the DHCP server is located is
selected.

3 Save This is the button where the settings of the DHCP
server are saved.

4 Close This is the button where the settings of the DHCP
server are turned off.

11.4.4 Global Settings
It is the section where the General Settings of the servers added in the DHCP module
are made.

licies G E-mail Security DIDS&IPS W) Objects & Identity  © Monitor

@ Advanced Parameters e ] @

1 Save It is the button where the typed advanced parameters
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are saved.
2 Advanced This is where Advanced Parameters are entered with
Parameters the DHCP server.
3 Add Advanced | It is the button where the entered parameter is added.
Parameter
4 Advanced It is where the list of entered parameters is displayed.
Parameter List

11.5 DNS

The Domain Name System is a system that matches the addresses of devices on the
internet with meaningful and memorable domain names.

When you browse the Internet and want to access a website, the domain name you
type in your browser is translated into the relevant IP address by DNS.

The main purpose of DNS is to convert domain names that people can easily
understand into numerical IP addresses that the internet can understand. In this way,
it makes the internet more user-friendly and accessible.

The purpose of use in the Labris UTM device is to resolve the DNS of the device.

CUCEY VPN A Policies 3 E-mail Security  01DS & IPS Il Objects & Identity  © Monitor © Visiiity @ Logs & Repons @ Help » 2 admin ~
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It is done by entering the Local Domain Name or the IP address of the Domain Name
Server on the Labris device.

Save

This is the button where the changes made in the
DNS module are saved.

Local Domain

Enter the domain address of the Local Name server.
DNS is the domain address of your server.

Add Local
Domain

It is the place where the typed domain address is
added.

List Added Local
Domain Name

This is where the list of domain addresses that have
been added is displayed.

DNS Server

This is the section where the IP address of the domain
name server is added. Enter the IP address of the DNS
server to be added.

Add a DNS Server

This is where the IP address of the domain name
server is added.

Added
Server List

DNS

This is where the list of the IP address of the DNS
server that has been added is displayed.
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12.VPN

VPN stands for Virtual Private Network. It is a private network that allows us to connect
remotely to the public network through a secure path.

Personal VPNs are encrypted so that your data is not sent from your computer to a
VPN server. This prevents hackers from stealing your information while you're
connected to the internet via public Wi-Fi. VPNs can be used for several things other
than just accessing blocked sites, but they can also be used to secure a public Wi-Fi
hotspot, such as a torrent client, browser, upload manager, etc.

VPN on the Labris UTM device is used by organizations to access internal or inter-
enterprise networks using a private network. L2TP, PPTP, SSLVPN, and IPSec are
used to access on-device and inter-enterprise networks.

@ SSLVPN
2 IPsec

\\\\\\

‘‘‘‘‘‘‘
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12.1 L2TP

L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol used by virtual private
networks (VPNSs) or internet service providers (ISPs) to provide services. It runs at the
data link layer (Layer 2) of the OSI model.

L2TP encapsulates PPP (Point to Point Protocol) frames into IP packets and enables
them to transmit data over the internet or other IP-based networks.

5, Labris

@ Dashboard  GJSystem & Network & Policies  E2 E-mail Security 0IDS &IPS il Objects & Identity € Monitor
L2TP )

J EEE
SSLVPN

@ Enable U
@ IPsec @ - Denz 00615
@ v [Demomiway
@ IP Range 192.168.2.128 ) 192.168.2.254
@ Pre-Shared Key P Show Key
1 Save This is the button where the L2TP configuration

settings are saved.

2 Enable This is the button where L2TP VPN is activated.

3 WAN IP This is where the WAN IP address of the L2TP VPN is
selected.

4 Local IP This is where the Local IP address of the L2TP VPN is
selected.

5 IP Range This is where the IP address range that users who will

connect to L2TP VPN will receive is entered.

6 DNS 1 For VPN users, the IP address of the first DNS server
to be entered for DNS resolves is entered.

7 DNS 2 For VPN users, the IP address of the second DNS
server to be entered for DNS resolves is entered.
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8 WINS 1 It is the service used to resolve NetBIOS names on

Windows networks. If you have WINS, your server's |IP
address is entered here.

9 WINS 2 It is the service used to resolve NetBIOS names on
Windows networks. If a second WINS is available, the
IP address of your server is entered here.

10 Pre-Shared Key A shared key must be created in advance for an L2TP
connection. From this section, the shared key is
generated.

11 Create Firewall Creates a firewall rule for L2TP VPN.

Rule
12.2 PPTP

PPTP (Point-to-Point Tunneling Protocol) is a way to implement virtual private
networks. PPTP is a communication protocol used for remote access VPNSs.

PPTP allows a computer to securely connect to a remote network. This is often used
to access an employee's company network from home or an outside office. By creating
an encrypted tunnel over the Internet, it secures data transmission.

i, Labris

Dashboard  &J System afa Network A Policies E& E-mail Security UIDS &IPS Il Objects & Identity & Monitor
@ L2tP ()
1 PPTP

@ SSLVPN

® IPsec

WAN IP Deth? (10.14.15.1)
acal IP [ eth1.23 (192.168.23.1)

L
IP Range 192.168.23.2 ) 192.168.23.100

@ DNS 1 8888

@ DNS 2 8888

@ WINS 1 WINS 1

@ WINS 2 WINS 2
@ Create Firewall Rule

1 Save This is the button where PPTP configuration settings
are saved.

2 Enable This is the button where PPTP VPN is enabled.

3 WAN IP This is where the WAN IP address of the PPTP VPN is
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selected.

4 Local IP This is where the local network that can be accessed
via PPTP VPN is selected.

5 IP Range This is where the IP range for users who will connect
to PPTP VPN is entered.

6 DNS 1 For VPN users, enter the IP address of the first DNS
server to be entered for DNS resolution.

7 DNS 2 For VPN users, enter the IP address of the second
DNS server to be entered for DNS resolution.

8 WINS (Windows | It is the service used to resolve NetBIOS names on
Internet  Naming [ Windows networks. If you have WINS, your server's IP
Service) 1 address is entered here.

9 WINS (Windows | It is the service used to resolve NetBIOS names on
Internet Naming | Windows networks. If a second WINS is available, the
Service) 2 IP address of your server is entered here.

10 Create Firewall | This is the button where the firewall rule is created for
Rule PPTP VPN.

12.3SSL VPN

SSL VPN (Secure Socket Layer Virtual Private Network) is a type of VPN that is used
to provide remote access and can usually be accessed through web browsers. SSL is
used in conjunction with a VPN to remotely access your local network.

SSL VPN allows users to securely access remote network resources. VPN access is
controlled through the Labris UTM device, and users can be authorized to access it if
necessary.
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SSL VPN is supported by the Labris UTM device and can be configured specifically
according to the institutions' networks.

UIDS &IPS <) Monitor

& Dashboard  [JsSystem . Network

L2TP Hsave

i PPTP @ Network Settings
@ SSLVPN -

Enable (
? IPsec

Protocol Ter upP
Port 4443
Tunnel Network / Mask 10.8.3.0 255.255.255.0
WAN IP 10.20.30.40

Authentication Algorithm

Redirect Internet traffic into VPN

Local Networks

# Policies

&2 E-mail Security

@)

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

Domain vpn.dns.
DNS 1 8888
DNS 2 88.4.4

Il Objects & Identity

@ Security Settings

Server Certificate Default v
Diffe-Hellman Group | 2048 v
Encryption Algorithm | AES-256-CBC -
SHAL -

O Client Settings

82

Labris Networks



Administration Guide For Labris UTM
12.3.1 Tunnel
Tunnel settings are made for SSL VPN configuration on the Labris UTM device. The

public IP address, the protocol information to be used, the port number, and the
configurations of the networks that can be accessed using SSL VPN are made.

@ Dashboard  GJSystem . Network [EESRUZN] A Policies [ E-mail Security UIDS & IPS Il Objects & Identity © Monitor

@ Bsave
i PPTP @ Network Settings
@ SSLVPN
Enable (
M Tunnel
Tcp uDP

W Bookmarks Protocol

@ Portal Port | 4443
% IPsec

Tunnel Network / Mask 10.8.3.0 255.255.255.0

WAN IP 10.20.30.40

© security Settings

Server Certificate Default

Diffe-Hellman Group | 2048
Encryption Algorithm | AES-256-CBC

Authentication Algorithm SHA1

O Client Settings

Redirect Internet traffic into VPN (

Local Networks 0.0.0.0/0.0.0.0 [+]

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

Domain vpn.dns

DNS 1 88388

DNS 2 8.8.4.4

12.3.1.1 Network Settings
SSL is the section where VPN is enabled, and the protocol, port, tunnel network, and
WAN IP address are entered.

Bsave (@)

@ Network Settings

@ Enable (./:'
@ Protocol Tee uop

@ Tunnel Network | Mask 10.8.3.0 255.255.255.0

@ WAN IP 10.20.30.40

1 Save This is the button where the SSL VPN configuration is
saved.

2 Enable This is the button where SSL VPN is enabled.

3 Protocol The protocol to be used when connecting to SSL VPN
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is selected. If the TCP protocol is to be used, TCP

should be selected, and if the UDP protocol is to be
used, the UDP protocol should be selected.

4 Port This is the section where the port number to be used
when connecting to SSL VPN is entered.

5 Tunnel Network /| It is where the network address that SSL VPN users
Mask will use after connecting to the VPN is specified.
6 WAN IP This is the section where the WAN IP address to be

used when connecting to SSL VPN is entered. If there
is only one WAN IP, it should be left as any.

12.3.1.2 Security Settings
This is the section where the certificate and VPN encryption settings of the users
connecting to SSL VPN are made.

@ Security Settings

@ Server Certificate Default -

Diffe-Hellman Group 2048 -

@ Encryption Algorithm AES-256-CBC -
@ Authentication Algorithm SHAL -

1 Server Certificate | This is the section where the certificate of the user who
will connect to SSL VPN is selected.

2 Authentication The authentication method of the users who will
Method connect to SSL VPN is selected.

3 Diffe-Hellman This is the protocol that enables SSL VPN key sharing
Group to be done securely.

4 Encryption This is the section where the encryption algorithm for
Algorithm users connecting to SSL VPN is selected.

5 Authentication This is the section where the authentication algorithm
Algorithm for users connecting to the SSL VPN is selected.
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12.3.1.3 Client Settings
In the Client Settings, the local networks and DNS addresses that users who connect

to SSL VPN can access in cases where they need to access the internet via VPN are
specified.

O Client Settings

@ Redirect Internet traffic into VPN A/
@ Local Networks 0.0.0.0/0.0.0.0 +]

192.168.1.0/255.255.255.0

192.168.23.5/255.255.255.255

@ Domain vpn.dns
@ DNS 1 8888

@ DNS 2 8844

000

1 Redirect Internet | It is used in cases where connecting users need to
Traffic into VPN access the internet via VPN.

2 Local Networks This is the section where local networks that can be
accessed by users who connect to the SSL VPN are
added.

3 Add Local | It is the button to which the typed local network is

Network added.
It is written as 192.168.23.22/255.255.255.255.
4 Local Network | This is the section where the list of added local
List networks is displayed or the added local networks are
removed from the list.

5 Domain This is the section where the domain address of the
domain name server is entered.

6 DNS 1 The IP address of the primary DNS server is entered,
which is required for DNS resolution.

7 DNS 2 The IP address of the secondary DNS server is
entered, which is required for DNS resolution.
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12.3.1.4 Other Settings

This is the section where the number of users connecting to the SSL VPN is specified,
and settings such as session status in dynamic IP change are made.

¥ Other Settings

@ Max. Concurrent Connection 100

@ Restore session for dynamic IP changes

@ Allow connections between clients
@ Compression Lz4 M

1 Maximum The maximum number of connections to the SSL VPN.
Concurrent
Connection
2 Restore It restores the session opened in case the dynamic IP
session for | address of users connecting to the SSL VPN changes.
dynamic IP
changes
3 Allow This is the button that allows communication between
connections users connected to the SSL VPN.
between clients
4 Compression This section is where protocols that perform compression
are selected to optimize SSL VPN traffic and reduce
bandwidth.

12.3.2Bookmarks

SSL VPN Bookmarks is a port that users can use when accessing it on the SSL VPN
client. Along with a bookmark, it is a shortcut or address that users can use to access
a specific SSL VPN destination.

SSL VPN Bookmark allows users to get quick access to SSL VPN on any device.
Users can save the bookmark in their browser.

1 Add This is the button where the SSL VPN bookmark is
added.

86 Labris Networks



Administration Guide For Labris UTM
2 Name This is the section where the name given to the
SSLVPN bookmark is displayed.

3 Domain The domain name of the bookmark added as a
bookmark is displayed.

4 URL This is the section where the bookmarked URL is
displayed.
5 Allow This is the column that displays that the bookmarked
Subdomains domain is allowed to have subdomains.
6 Manage This is the column in which the added bookmark is

deleted or edited.

-To add an SSL VPN bookmark, click the add button.

Bookmark

@ Name labrig]
@ Domain labrisnetworks.com
@ URL https://labrisnetworks.com

{I:__ 4 __:I Allow Subdomains

o
omED

1 Name This is the section where the name given to the SSL
VPN bookmark is entered.

2 Domain This is the section where the Domain Name of the
SSLVPN bookmark is entered.

3 URL This is the section where the URL address given to the
SSL VPN bookmark is entered.

4 Allow This is the section where the SSL VPN bookmark
Subdomains subdomains are allowed.
5 Save This is the button where the SSL VPN bookmark
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configuration is saved.

6 Close This is the button where the SSL VPN bookmark
window is closed.

12.3.3Portal
It is designed as a web-based portal where users gain access to the network resources
they want to access remotely.

The SSL VPN portal allows users to securely connect to remote network resources
using their browsers.

SSL VPN portal allows users to securely access network resources from different
devices and different locations.

Labris

& Dashboard L System & Network # Policies E& E-mail Security UIDS &IPS Il Objects & Identity © Monitor
® La2rP
i PPTP

@® SSLVPN
R Tunnel

Enabled

M Bookmarks Tunnel IP 102.0.2.1

— @ Tunnel Domain Name example.com
% IPsec
Portal Port 8101

@ Portal Title Labris SSL VPN Portal

Title Color AT

@ Background Color #21313¢ [ ]

@ Login Frame Color #314555 [ |
@ User Guide Link
@ Linux Configuration Link
@ MacOS Configuration Link
@ iOS Configuration Link
@ Change Logo

(Maximum 2N Recommended Z

Ml Labrisheks

-]

1 Save This is the button where the settings of the SSL VPN
portal are saved.

2 Enable It is the button where the SSL VPN portal is enabled.

3 Tunnel IP This is the section where the IP address of the SSL
VPN portal is entered.

4 Tunnel Domain | This is the section where the domain name of the SSL
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Name VPN portal is entered.
5 Portal Port This is the section where the port of the SSL VPN
portal is entered.
6 Portal Title The header information of the SSL VPN portal is
entered.
7 Title Color This is the section where the header color of the SSL
VPN portal is selected.
8 Background This is the section where the background color of the
Color SSL VPN portal is selected.
9 Login Frame | This is the section where the login frame color of the
Color SSL VPN portal is selected.
10 User Guide Link | This is where the user contacts link is added for users
who will connect to the SSL VPN.
11 Linux Settings | This is where the user Linux settings link is added for
Link users who will connect to the SSL VPN.
12 MacOS Settings | This is where the user MacOS settings link is added for
Link users who will connect to the SSL VPN.
13 iOS Settings Link [ This is where the user iOS settings link is added for
users who will connect to the SSL VPN
14 Change the logo. | This is the section where the logo of the SSL VPN
portal is changed.
15 Current Logo This is where the added logo is displayed.
16 Reset Settings This is the section where the configuration settings
made in the SSL VPN Portal are reset.
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-Steps to write the rule of SSL VPN in the Policies module;

1. SSL VPN configuration is done.
2. The Objects and Identities module opens.

@ Dashboard [ System  daNetwork  <® VPN A Policies & E-mail Security 0 IDs&1ps [IEICHECERNEEINE  © Mmonitor @ Visibity

Group by Typell  Dispiay User

Al v a Q
1 1P Address o Egiim-1 192.168.180
2 1P Address 2 Egitim-2 192.108.181 B8
3 1P Address o Egitm-3 192.168.182 2
4 IP Address T IPsec-WAN 1020.30.40 B
5 IP Address Sian 192.168.1.1 o |
6 IP Address L PubliciP-wan 10.14.15.1 [ |
7 1P Address 0.SWeb_6 192.168.1.6 =

3. After the Objects and ID module is opened, objects are created for SSL
VPN. Object addition is done by clicking the Add button.

Name SSLVPN_MGT]
Description
P
Type | IP
1P Address 10,831

Owmer Group List

Add an SSL VPN Interface IP Address.

Name SSLVPN_Network]

Description

Type | Network
Network Address 10.8.3.0
Netmask ~ 255.255.255.0

Owner Group List

Adding the SSLVPN Network Address.
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4. After the interface and network addresses are defined, they must be

defined on the Labris UTM device at the port where the SSL VPN will be
made.

Service

Name | TCP_as4d
Descriptior
Type | TCP
Tep options Source Port Range Destination Port Range
o | - 0 aa43 as03
Flag
uRG AcK
Ay
PSH RST
Ay Any
s N
TCP Flag Info
Any: DONT check flag (Predefined)
Tiue: Fian should be set hJ

Add an SSL VPN port.

5. Objects for SSL VPN are added in the Objects and Identities module.
After the objects are added, the Policies module opens.

& Dashboard I System s Network v ven [EENESIEESN 2 E-mail Security  0IDS &IPS Wl Objects & Identity & Monitor O Visibiity Logs & Reports @ Help =2 admin ~

¥ NP 230 & Ac o
wAN v (olalo]
2 vianz3
031 test & Accept on = EBEa
1PM
192 2 wan £ TCP_4443 & Accept on = E u
& & wanza
3 LVPN_Network Accept o E n
& vian2s LVPN_Network
14 @orop @on [a]a]e=]

6. After the policy module is opened, the SSL VPN interface address is
added to the first rule.

Labris

@ Dashboard  [ISystem  duNetwork =N [EENEEIEESN < E-mail Security  ©IDS &IPS il Objects & identity @ Monitor

Add

SSLVPM_MGT
rAN Policy L] = - © Accept @on
WAN
0 vian23

1 tost @ Accept on = EBEBa
ding
2 = wan # TCP_4443 © Accent @on : EEE
& # vLan23
3 SSLUPN_ Network | @ Acoept on (ofa]e]
& vian23 SSLVPN_Network
a Drop on (ofa]e]

7. After adding the SSL VPN interface to the first rule, the following rule
must be written under the first rule.

91 Labris Networks



Administration Guide For Labris UTM

@ Dashboard T2 System  daNetwork = veN [CICHIEERN 2 E-mail Security  UIDS &IPS I Objects & Identity  © Monitor

Bandwidth

SSLVPN_MGT i
0 S @ Accept on (o[a]e]
0 WAN
. O vian23
\ v
AL 1 Diest © Accept on B
Binding
2 o T or o oy - « EHBEn
& % vianzs
; s Ssuen Newerk & hocen on (o]l e
& vianz3 SSLVPN_Network
. = o [e]ale)

8. After writing the above access rule, SSL VPN and networks in the SSL
VPN configuration settings must be allowed in the firewall rules.

@ Dashboard I System  duNetwork = vPN [EENEEIEREY = E-mail Security  DIDS &IPS i Objects & Identity  © Monitor

SSLVPN_MGT

o - & Accept o ®
S : [o]a]o]
L vianz3

1 Ctest @ Accept on ® E E

2 O WAN % TCP_4443 & Accept on B8 L1} ®
= & vLan23

3 SSLVPN_Network | & © Accept an [a]a]e]
& vlan23 SSLVPN_Network

: CR - o) - |

9. After the definitions are made, you can test the SSL VPN connection.

12.41PSec

IPSec (Internet Protocol Security) is a security protocol used in data communication
on the Internet.

IPSec is used to ensure the confidentiality, integrity, and reliability of data transmitted
over the Internet.

IPSec is a set of protocols or protocols for establishing secure connections over a
network.

Labris

@ Dashboard  (ISystem o Network RN & Policies 52 E-mail Security  0IDS & IPS 1 Objects & identity @ Monitor

12.4.1 Tunnel
Phase 1 and phase 2 configuration for IPSec VPN is done.

Labris

g Dashboard I System & Network B & policies &2 E-mail Security  UIDS &IPS Ml Objects & Identity € Monitor 0 Visibity Logs & Reports @ Help = 2 admin -

2 IKE Profi

2 IPse

1 Add This is the button where the IPSec tunnel is added.
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2 Name This is where the name given to the IPSec tunnel is
displayed.
3 Description This is the section where the description given to the

IPSec tunnel is entered.

4 Manage This is the section where the added IPSec tunnels are
deleted or edited.

-To add an IPSec tunnel, stage-1 and stage-2 configurations must be set on the screen
that opens when the ‘add' button is pressed.

@ Enable [
-
@ Name IPSec

@ Description Description

1 Enable This is the button where IPSec tunnel configuration is
enabled.

2 Name This is the section where the IPSec tunnel is named.

3 Description This is the section where the description of the IPSec
tunnel is entered.

@ Nat Traversal

@ IKE Profile Ipsec
@ Auto Start

@ Local P | @ eth1 (192.168.2.1)

@ Local ID 192.168.2.1

@ Remate IP 10.20.30.40

@0 wnn4

@ Pre Shared Key i Show Password
1 NAT Traversal It is turned on or off to allow IPSec packets to pass

through NAT devices.
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2 IKE Profile This is where the IKE profile prepared in the IKE profile
module is selected.

3 Auto It is used to automatically start the IKE protocol in
Phase 1.

4 Local IP This is the part where the local IP address to be IPSec
IS selected.

5 Local ID This is the section where the local credential is written.

6 Remote IP It is the section where the public IP address of the

location to be IPSec is entered.

7 Remote ID It is the section where the credential of the public IP
address to be IPSec is entered.

8 Pre Shared Key This is the section where the shared key created for
the IPSec tunnel is entered.

@ IPsec Profile IPsec -
@ IP/Network Local @ Remote @
1 +@

1= | lan * | | remotelan

1 IPSec Profile This is the part where the IPSec Profile configured in
the IPSec Profile module is selected.

2 IP/Network Local and remote network addresses for IPSec must
be selected. (First, local and remote network
addresses need to be added to the Objects and IDs
menu.)

3 Local The local IP / Network address on the Labris UTM
device is selected.

4 Remote The local IP / Network address of the other device to
be IPSec is selected.
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5 Add IP/Network It is the button where local and remote IP/Network
addresses to be IPSec are added.

@ Phase 1 Firewall Rule
@ Phase 2 Firewall Rule
@ Phase 2 No-NAT Rule
(5 )
OEnEx
1 Phase 1: Firewall | It is the button where the firewall rule is written for
Rule Phase 1.
2 Phase 2: Firewall | It is the button where the firewall rule is written for
Rule Phase 2.
3 Phase 2 No-NAT | It is the button where the No-NAT rule is written for
Rule Phase 2.
4 Save This is the button where the IPSec tunnel configuration
is saved.
5 Close It is the button where the IPSec Tunnel window is
closed, which is opened by clicking the Add button.

12.4.2 IKE Profiles
The IPSec IKE profile is used to configure IPSec VPN connections.

IKE is a protocol used to ensure that secure communication channels are established
between two points.

An IKE profile, on the other hand, contains several parameters that determine how
IKE communications are performed.

1 Add This is the button where the process of adding IKE
Profiles is done.
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2 Name This is the column where the name of the IKE Profiles
is displayed.

3 Description This is the column where the description of IKE Profiles
is displayed.

4 Key Exchange This is the column where the key exchange protocol is

displayed. The key exchange protocols to choose from
are IKEvl and IKEv2. Both protocols are used to
establish a secure connection over a VPN.

5 Aggressive This is the column that shows the status of aggressive
mode on IKE Profiles.

6 Manage This is the column where the IKE Profiles that have
been added are deleted or edited.

-To add an IKE Profile, click on the 'add' button to add an IKE Profile.

IKE Profile

@ Name Ip:
@ Description I
@ Key Exchange IKEv1 IKEv2
@Aggressivem di
1 Name This is the section where the name of the IKE Profile is
entered.
2 Description This is where the description of the IKE Profile to be

added is entered.

3 Key Exchange The key exchange protocol of the IKE Profile to be
added is selected.

4 Aggressive Mode | In cases where the aggressive mode is turned on, they
quickly authenticate the devices and exchange the
keys. It is turned on when aggressive mode needs to
be turned on.
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@ Use System Default
@ Encryption | Auth. 3des + || mds A
@ Diffie-Hellman Groups modp1024
@Acnon Hold v
@ Delay 30 TED
Oe=n
1 Life Time Specifies the amount of time that the IKE Profile
will be active.
2 Use System Defaults It is the button where the settings that come by

default via the Labris UTM device are used.

3 Encryption/Authenticat | This is the section that specifies the encryption
ion and authentication methods for the IKE profile.
4 Diffie-Hellman Groups | This is the section where the key exchange

protocol for the IKE profile is selected.

5 Dead Peer Detection |Itis the protocol used to determine whether the
(DPD) device on the other side is working in the IKE
profile connection.

6 Action With the DPD protocol, the action to be taken in
case the device on the other side cannot be
accessed is selected.

7 Delay The delay time in IKE communication is
indicated.

8 Timeout The timeout period for IKE communication is
specified.

9 Save This is the button where the IKE Profile settings
are saved.
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10 Close This is the button where the IKE Profile window
is closed.

12.4.3 IPsec Profiles

An IPSec profile contains key exchange algorithms and other parameters for specific
security settings.

The IPSec profile determines which security algorithms will be used, key lengths,
authentication methods, and other security parameters.

1 Add This is the button used to add an IPSec Profile.

2 Name This is the column where the name given to the IPSec
Profile is displayed.

3 Description This is the column in which the description given to the
IPSec Profile is displayed.

4 Manage This is the section where the IPSec Profile is deleted
or edited.
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